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Abstract
This paper presents a rule-based and machine learning (ML)-driven technique for the efficient detection
of Distributed Denial of Service (DDoS) attacks in healthcare wireless sensor networks (WSNs). The
proposed method involves design and analysis of various rules on extracted features of the WSN-DS
dataset. The rule-based approach selects efficient rules to identify normal flow, and in case of suspicious
flow, ML techniques are utilised to identify types of DDoS attacks, such as “Blackhole”, “Flooding”,
“Grayhole”, and “TDMA.” Decision Tree, Support Vector Machine classifiers, Gaussian Naïve Bayes, and K-
Nearest Neighbour are applied to evaluate the accuracy of the model. The rule-based classifier effectively
differentiates normal and suspicious traffic, with an accuracy of 97.29%. Following detection, the decision
tree classifier attains the highest accuracy - 99.43% - in classifying the various DDoS attack types. After
identifying the specific variant of the DDoS attack, appropriate mitigation strategies can be effectively
implemented. The proposed method introduces simple rules to classify normal and suspicious traffic
flows. These rules are computationally lightweight and therefore help to reduce the overall cost of the
intrusion detection system. The proposed method enhances the security of healthcare WSN/wireless body
area network, highlighting its potential for real-world application in safeguarding healthcare
infrastructure against DDoS attacks.

Categories: Safe and trustworthy AI in healthcare, Machine Learning (ML), AI/ML-based decision support systems
Keywords: wireless sensor network, machine learning, denial of services attacks, rule-based, intrusion detection system

Introduction
Wireless Body Area Sensor Network (WBAN) and Body Area Network (BAN) are two utilities that play an
important role in analyzing patient vitals remotely or locally. These networks enable healthcare systems
to monitor and gather important patient data in real-time for further investigation to diagnose, treat, and
manage patient histories [1]. The main difference between WBAN and BAN is that WBAN can be
monitored through local wireless through the internet in remote locations, and BAN works with physically
attached equipment within the device in the room. Security is very important for the sensor network
environment because WBAN is connected with this network, and hence, it directly affects the patient’s
health monitoring. However, the protocol and algorithm as used in traditional wireless sensor networks
(WSNs) setups are not feasible in WBAN due to distinct applications and attributes. A BAN environment is
a small setup of nodes. Nodes are placed in the human body. Usually, these are mobile in nature nodes and
mainly used for remote monitoring. BAN uses the IEEE 802.1x standard for communication, which is
mainly used for short distances, requires less power, and is reliable. WBAN has various security challenges
due to resource constraints. The main challenge in this network is to collect bio-signals data of the patient
without any security breach. Data is the most important part of this network because it is directly related
to a patient's life [2]. The architecture of WBAN is basically divided into four layers for communication,
and all these layers have their security requirements, including in-body, on-body, and off-body
communication.

Layer 1 is used to communicate within the body and is equipped with sensor nodes such as nanodevices
implanted in the body. Layer 2 is used in the communication between in/on-body sensors and nodes.
Layer 3 is used to share data between wearable nodes and centre units like Wi-Fi, Bluetooth, Zigbee, etc.
Layer 4 involves communication between the centre unit and healthcare servers, such as wifi and IEEE
802.x standards. Major security threats in this network are Denial of Service (DoS) attacks, modification in
data, and spoofing. In WBAN, security solutions emphasise authentication of data, integration, and
availability. WBANs must be secured from Distributed Denial of Service (DDoS) attacks because they
handle critical real-time health data of the patient, and any interruption can endanger patient safety.
WBAN networks consist of resource-constrained sensor nodes that can easily be exhausted by excessive

1 2

Cureus Journal of Computer Science 
Open Access Original Article

How to cite this article
Singh P, Swami S (February 20, 2026) A Hybrid Rule-Based and Machine Learning Approach for Distributed Denial of Service (DDoS) Attack
Detection and Mitigation in Wireless Sensor Network–Enabled Smart Healthcare Systems. Cureus J Comput Sci 3 : es44389-026-00030-0. DOI
https://doi.org/10.7759/s44389-026-00030-0

https://doi.org/10.7759/s44389-026-00030-0
https://cureusjournals.com/users/64228-pushpa-singh
https://cureusjournals.com/users/74314-shalini-swami
javascript:void(0)
javascript:void(0)


traffic. A DDoS attack can also disconnect patients from essential medical services, affecting the reliability
and trust of healthcare systems. Hence, it is significant to prevent WBAN from DDoS attacks using an
intrusion detection mechanism to enhance communication channels. Integration of data depends upon
authentication. There are various mechanisms implied to protect against unauthorised access, such as
only admins deciding to grant legitimate users access, no permission for users to change their access
rights, defining access roles for every user, and providing access key encryption on the basis of their role in
the organization. All these solutions depend upon the needs of the organization to address issues and
privacy concerns of the WBAN [3].

There are several security issues explained in [4-5] that lead to DoS and DDoS attacks in the network.
These involve botnet infrastructures, inadequate safety upgrades, a lack of network protocols, improper
authentication, etc. DDoS poses significant risks to data security, disrupting patient care and causing
financial losses and operational chaos [6-7]. These attacks stop the communication between patients and
hospitals, which leads to compromised patient health. Additionally, DoS/DDoS attacks can result in data
security breaches, operational disruptions, and financial losses within the organization. Integration of
technologies in healthcare helps the end user and healthcare system but is also prone to a range of
security threats against patient information, vital resources, and other operations involved.

The role of the Intrusion Detection System (IDS) in DoS attacks is to analyze traffic flow to gain prior
knowledge about abnormal behavior. Additionally, IDS contributes to the security, integrity, and accuracy
of the patient data by solving the issues at both the data and network levels. This helps to build trust of
patients in the healthcare system [8]. However, the use of various machine learning (ML) and rule-based
techniques is suggested to address security threats in the healthcare system. Rule-based systems work on
predefined rules and patterns to detect and reduce the effect of the attacks and help to enhance the
security by analyzing traffic flow and the behavior of the system and help to automate the security
parameters like intrusion detection, access control, etc. Meanwhile, ML inspects past collected data to
detect the patterns that are used to find security breaches and improve threat detection capabilities. ML
models trained from the previous attack data help to identify threats in real time, which increases the
improvement in threat mitigation [9].

Types of DDoS attacks 
Several variants of DDoS attacks are blackhole attack, flooding attack, grayhole attack, and Time Division
Multiple Access (TDMA) attack. This subsection describes the types of DDoS attacks in the healthcare
system. 

Blackhole Attack: A malicious node that absorbs all incoming packets and drops them rather than
forwarding them to the right place. A Blackhole attack from the perspective of healthcare can happen if a
node deviously advertises the shortest path from a hospital server to a doctor's console and then silently
drops all the received packets. Early detection of a black hole attack may secure the digital healthcare
system. Hence, defense and mitigation strategies against black hole and selective forwarding attacks for
medical WSNs in the IoT devices are required [10]. 

Flooding Attack: An attacker injects extreme fake packets to exhaust the network resources. In WBAN,
routing is supported via the coordination and connection of the nodes. An attacker may send a lot of
requests or a flood of requests to establish a TCP connection to use all WBAN resources [11].

Grayhole Attack: A selective forwarding attack where a node intermittently drops packets. In IoMT , a
grayhole attack occurs when an attacker compromises a sensor or relay node in the network and
selectively starts dropping packets of certain types of data while forwarding other types of data. This
ensures that the attacker avoids detection while compromising the reliable delivery of vital health data.
This selective dropping of network data may result in an incorrect patient status interpretation and may
risk the lives of patients dramatically [12]. 

TDMA-Based Attacks: Exploitation of TDMA slot allocation or synchronisation (e.g., slot misuse,
jamming). The misbehaving node may transmit in a slot other than its assigned slot or keep silent during
critical slots, leading to packet collisions, delays, or loss of vital health information. Due to this, crucial
physiological signals, like ECG signals or emergency alerts, may not reach the medical server on time,
which can lead to erroneous patient monitoring and delayed clinical decisions.

It is important to accurately identify these types of DDoS attacks in the digital healthcare system so that
appropriate mitigation techniques can be applied effectively. The proposed methods developed an
effective way of detecting types of DDoS attacks in WBANs. The proposed work involves identifying
security threats, developing Rule-ML-based classifiers, and using ML-based classifiers to classify the types
of DDoS attacks. So that effective mitigation techniques can be applied immediately just after the
detection of the attack. 
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Hence, the aim of this paper is to implement an effective IDS to detect DDoS attack types in a remote
healthcare system. This enhances the security, data integrity, and system reliability of patients’ data.

Materials And Methods
Literature survey 
As the usage of the internet increases, WBAN systems are key for healthcare systems that facilitate remote
patient monitoring and emergency responses [13-14]. However, because the communication medium is
wireless, they are susceptible to various attacks [15-16]. Out of these attacks, DDoS attacks are one of the
biggest cyber attacks [17]. The author explained that these attacks overwhelm networks, delay access, and
make systems vulnerable to exploitation. There is a need for cybersecurity management to mitigate the
impact of attacks in the healthcare system. The main objective of the paper was to address research gaps
in long-term security sustainability and strength in BANs [18]. The trust-based IDS detects and prevents
Denial of Sleep attacks in WBAN by picking random keys, passwords, and node values and also takes data
of energy consumption and an agent database. The author explained that to protect the network against
security threats, various methods are used, such as IDS, authentication, encryption, etc., and each with its
advantages and limitations [19]. The study proposed that Decision Tree (DT) and XGBoost outperform in
detecting DoS in WSN and achieve a higher true positive rate and lower false positive rate across different
datasets. It helps in enhancing WSN security against such attacks [20]. Salmi and Oughdir [21] presented a
deep learning technique to detect DoS attacks in a wireless network with the highest accuracy of 98.79%.
Furthermore, supervised ML algorithms are proven to be the best for DDoS attack detection [22]. 

IoT-based remote healthcare systems focus on preventive healthcare and provide high-quality medical
services [23]. IoT devices, when utilized in medical equipment, are referred to as Internet of Medical
Things devices. Internet of Medical Things devices are prone to becoming botnets for launching complex
multi-vector DDoS attacks [24]. Kumavat and Gomes [25] presented a multi-layer tree-based model to
identify attackers, DoS attacks, and their root cause. A TCN-based DDoS detection and mitigation
mechanism in the healthcare system was presented by Akhi et al. [26]. However, the types of DDoS attacks
remain to be explored. Due to the relative ease of deployment of DDoS attacks, their high effectiveness,
and the difficulty in stopping them, DDoS attacks are becoming common and need to be identified and
mitigated. Hence, high-quality health services will be possible when the network is secure and free from
threats and attacks. The major contribution of this paper is designing a rule-ML-based IDS to detect DoS
attacks. Extract the important feature from WSN-DS that is suitable for designing the rule. Analysis of the
suitability of the rule-based and ML classifiers.

Proposed rule - ML-based techniques for DDOS attack detection 
This study considers a healthcare-oriented wireless sensing framework that integrates both WSN and
WBAN. WBAN nodes are deployed on or around patients to continuously collect physical data, while the
WSN infrastructure enables multi-hop communication between WBAN gateways and the central
monitoring server (healthcare server). Within this environment, the network traffic is exposed to various
security threats, including DDoS, which can severely disrupt data availability and reliability. To address
these challenges, an IDS is integrated to monitor network traffic behavior and identify malicious activities
using rule-based and ML-driven techniques.

The proposed work represents the integration of rule-based and ML-based methods that help to detect
normal traffic and attacks and their type. We used the proposed rule in an IDS-enabled healthcare system,
as depicted in Figure 1.

FIGURE 1: Proposed rule - ML-based techniques for DDoS attacks
detection
ML, Machine Learning; IDS, Intrusion Detection System

The proposed systems presented secure and efficient operations in WBAN in healthcare by employing the
combination of a rule-based classifier and an ML-based classifier. To examine the patient remotely or
within the premises, there is a need for sensors that are attached to the patient to collect the health-
related data, such as bloop pressure, heart rate, and other essential data to monitor the patient in real
time. Vital information of the patient is sent through the local network as a gateway through the public
network to the healthcare server. The IDS imposes its two components, rule-based and ML-based
classifiers, on the incoming data to analyze the incoming traffic patterns to identify normal flow and
attacks. The IDS works as a firewall that first analyzes the traffic and then takes possible action. Rule-
based utilized to detect normal flow and attacks. If the rule-based method detects normal flow, then the
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data is transmitted to healthcare staff, such as doctors and paramedical staff. If an attack is detected on
the basis of known patterns, mainly DDoS attacks, an ML classifier is used to label the attack type
(Blackhole, Grayhole, Flooding, Scheduling). Administrative bodies continuously monitor the incoming
data; if any anomaly is detected, they stop transmitting data and take mitigation steps to alert the system.
The proposed work has two important modules. One module is a rule-based classifier, and the other is an
ML-based classifier. Both modules are based on and utilize the WSN-DS dataset.

WSN-DS dataset
WSN-DS is widely used for evaluating ML-based intrusion detection techniques in resource-constrained
sensor networks [27]. The dataset includes labelled instances of normal traffic as well as multiple attack
scenarios such as DDoS: grayhole, flooding, and TDMA-based attacks, making it suitable for training and
validating IDS models in healthcare-oriented WSN and WBAN environments. This dataset consists of
374,661 records and 19 features. Descriptions of 19 features are given in [24]. The distribution of records in
the dataset is as follows: “Normal - 340,066”, “Grayhole - 14,596”, “Blackhole - 110,049,” “TDMA - 6,638”,
and “Flooding - 3,312” and their percentage distribution is 90.77%, 3.90%, 2.68%, 1.77%, and 0.88%,
respectively. Preprocessing is significant to find the noise or null values in the dataset. Also, it is used to
check whether the dataset is balanced or not. WSN-DS is not a balanced dataset. Here, “normal” values are
in the range of “340,066 out of 374,661,” and the rest are “attacks.” Also, our proposed approach will
balance the dataset. This is because in the proposed approach, the “normal” flow will be identified using
the rule-based classifier.

Rule-based classifier
To create a rule-based system, we required relevant features. Hence, we need feature extraction methods
to check whether they are relevant or not. Feature selection is the process of extracting the important
features that help to increase the accuracy.

Methods used for feature selection are extracted from the WSN-DS [27] dataset: information gain and Gini
index for statistical measures and principle component analysis for orthogonal components to capture
maximum variance in the dataset [28]. We have created four rules to separate normal flow and suspicious
flow (attack). Rules are created by using simple if-then-else conditions. Out of all the rules, we found that
the combination of rule 1 and rule 2, which we name as rule 3 and rule 4, gives the highest accuracy to
detect attacks and separate normal flow, as shown in Table 1. Hence, we will apply rule 4 to classify the
traffic flow. Rule-based is simple and easy to apply; moreover, the computation is less complex. In the
above rule 1, index1=4 indicates the current column no. 5 in the WSN-DS dataset; the corresponding name
of the column is “Dist_To_CH”. Similarly, in rule 2, the corresponding value in the dataset, i.e., index2=12,
represents the current column no. 13. The name of the corresponding column is “DATA_S,” and
values[index1] specifies the values in the respective columns. Similarly, values[index2] specifies the values
in the respective columns. The rule-based classifier classifies the details of whether the received traffic is
“normal” or the traffic is an “attack,” thereby passing the classifier to save computational time.

S. no. Rules Accuracy (%)

Rule 1 if index1 == 4 and values[index1] > 0 then return "Normal" else “attack”. 85.79%

Rule 2 if index1 == 4 and values[index1] == 0 && index2 ==12 and values[index2] >2  then return "Normal",  else “attack”. 11.43%

Rule 3 Combine Rule 1 && Rule 2 97.22%

Rule 4 If index1 == 5 && values[index1] = 0 then return "Normal",  else “attack”. 97.29%

TABLE 1: List of rules

The rule-based classifier is computationally efficient for identifying traffic patterns as normal or
malicious. Since the WSN-DS dataset is an imbalanced dataset, rule-based techniques can easily separate
the “normal” and “suspicious” traffic flow. Furthermore, the system must also mitigate the attack after
identifying its type, which becomes feasible when the specific type of DDoS attack, such as Blackhole,
Flooding, Grayhole, or TDMA, is accurately classified.

ML-based classifier
Furthermore, ML-based classifiers are applied to detect types of DDoS attacks, as briefly explained as a
subsection of the introduction. It is important to accurately identify these types of DDoS attacks so that
appropriate mitigation techniques can be applied effectively. We have used various well-known ML
classifiers to train and test the models. DT, K-Nearest Neighbor, Support Vector Machine, and Gaussian
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Naïve Bayes have been applied for finding the best suitable model to predict the types of DDoS attacks.
The accuracy of each applied model is displayed in Table 2 at split point 0.2 and 0.3.

ML model names Model overall accuracy at split point 0.2 Model overall accuracy at split point 0.3

DT 99.43% 99.36%

KNN 95.63% 95.27%

Gaussian NB 79.21% 79.20%

SVM 72.06% 71.81%

TABLE 2: Model analysis on ML-based classifier
DT, Decision Tree; KNN, K-Nearest Neighbors; ML, Machine Learning; NB, Naive Bayes; SVM, Support Vector Machine

These ML-based classifiers are implemented within the IDS to determine whether the traffic flow is
“normal” or an “attack.” If the proposed IDS detects an attack, it is essential to identify the specific type of
DoS attack so that appropriate mitigation techniques can be applied. The DT classifier is used to
detect the type of DoS attack.

Results And Discussion
Experiment setup
The experiment has been performed using the WSN-DS dataset, and the classifier is implemented in
Python. Data processing and model development were carried out using standard Python libraries,
including NumPy, Pandas, Scikit-learn, and the Google Colab editor. The dataset was evaluated using
train-test split ratios of 0.2 and 0.3. A DT classifier was used as the primary model, along with Support
Vector Machine, K-Nearest Neighbor, and Naïve Bayes for comparative analysis. Model performance was
measured using overall classification accuracy and various ML classifiers, and the result is shown in Table
2. 

Model experimental analysis
First of all, a rule-based classifier is applied (see Table 1) to check that the flow is “normal” or “attack.” If
the proposed IDS finds an attack, then it is very significant to identify the type of DDoS attack so that
suitable mitigation techniques can be applied. An ML-based DT classifier is applied to detect the type of
DDoS label. An ML-based DT classifier is applied to detect the type of DDoS variant/types. To further
analyze the DT classifier, the model was evaluated using different splitting criteria, namely the Gini index
and entropy, along with varying random_state values, as presented in Table 3 with the corresponding
accuracy results.

DT  with or without parameter

Decision Tree Model overall accuracy default  criterion = ‘gini’ Model overall accuracy criterion = ‘entropy’

DT  criterion = ‘gini/entropy’ 99.29% 99.39%

DT  criterion  = ‘gini/entropy’, random_state = 42 99.34% 99.43%

TABLE 3: Model analysis on decision tree (DT) classifier

Figure 2 represents the confusion matrix that was used to summarize the performance of a DT classifier.
The matrix provided the insight information between actual labels and predicted labels. The performance
metrics of the classifier are represented in terms of precision, recall, F1 score, and accuracy of each type of
DDoS attack, as shown in Table 4. This approach not only improves detection performance but also
strengthens the resilience of healthcare sensor networks against evolving cyberattacks.
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FIGURE 2: Confusion matrix of the decision tree
TDMA, Time Division Multiple Access

Decision Tree

Types of DDoS Attacks Precision Recall f1-score Accuracy (%)

Blackhole 0.99 0.99 0.99 99%

Flooding 1.00 1.00 1.00 100%

Grayhole 0.99 0.99 0.99 99%

TDMA 1.00 1.00 1.00 100%

TABLE 4: Classification report of decision tree
DDoS, Distributed Denial of Service; TDMA, Time Division Multiple Access

After identifying the types of DDoS attacks, IDS can transition towards efficient mitigation techniques.

Mitigation strategies
Mitigation Strategies for Blackhole Attack

Secure routing protocols and trust-based assessment techniques have the potential to mitigate blackhole
attacks. These techniques assess packet forwarding behavior to identify malicious nodes. Authenticated
Routing for Ad hoc Networks, Secure Ad hoc On-Demand Distance Vector [29], and Secure Efficient Ad hoc
Distance Vector, etc., are well-known secure routing protocols. Trust-Aware Routing Frameworks is very
effective against blackhole and grayhole attacks. The proposed ML-based IDS can detect abnormal routing
advertisements and enable the isolation of malicious nodes. These techniques assess packet forwarding
behavior to identify malicious nodes. The proposed ML-based IDS can detect abnormal routing
advertisements and enable the isolation of malicious nodes.

Mitigation Strategies for Flood Attacks

Flooding attacks are generally mitigated using rate-limiting mechanisms [30], secure routing protocols,
trust-based routing frameworks, REWARD-based suppression techniques [31], etc., which are used to
identify and isolate nodes generating excessive traffic.

Mitigation Strategies of Grayhole Attack

Grayhole attacks usually drop packets selectively and can be mitigated by using multipath
acknowledgement schemes, which could validate the successful forwarding of packets along with dynamic
rerouting around suspected nodes; statistical clustering approaches that isolate nodes with anomalous
forwarding rates; hybrid detection frameworks [32] that combine anomaly and cryptographic checks for
improving the accuracy of detection; and finally trust/reputation systems that make routing adaptive to
the observed node behavior.

Mitigation Strategies for TDMA Attacks

An efficient mitigation strategy for TDMA attacks comprises a dynamic scheduling approach, an anti-
jamming approach, a time synchronisation method, and a cross-layer redundancy feature. The anti-
jamming feature, spread-spectrum communication, and time randomization place additional restrictions
on attackers’ attempts to disrupt TDMA schedules. The time synchronization method ensures time slot
maintenance in the occurrence of a TDMA attack, and the use of cross-layer and IDS-based detection
techniques enables early recognition of time anomalies.

Some available texts on mitigation strategies are discussed in Table 5, thereby ensuring the availability of
healthcare services and protecting patient-critical data. 
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DDoS attack type Mitigation techniques

Blackhole Attack [29-
32]

• Secure routing protocols (SAODV, ARAN) • Multipath routing • Monitoring of packet forwarding behaviour

Flooding Attack [30-33] • Rate limiting • Trust-based Techniques • Reward-based Techniques

Grayhole Attack [32-34] • Watchdog monitoring • 2ACK acknowledgement schemes • Statistical clustering approaches • Multipath routing

TDMA-Based Attacks
[35,36]

• Time synchronisation • Dynamic slot assignment/dynamic scheduling • Secure synchronisation • Anti-jamming approach
• Cross-layer redundancy feature

TABLE 5: Mitigation strategies for DDoS
ARAN, Authenticated Routing for Ad hoc Networks; DDoS, Distributed Denial of Service; SAODV, Secure Ad hoc On-Demand Distance Vector; TDMA, Time
Division Multiple Access

Overall, the experimental analysis confirms that the selected classifiers perform reliably on the WSN-DS
dataset, with DT emerging as a competitive and interpretable model for intrusion detection. The observed
trends across different split points validate the robustness of the experimental setup and the effectiveness
of the proposed approach.

Conclusions
Proposed rule-based and ML-based IDS significantly enhance the accuracy and efficiency of DDoS attack
detection in wireless sensor environments used for healthcare. The proposed model first detects the
suspicious traffic flow (DDoS attack) based on a rule. Using a DT classifier, the proposed model achieves a
maximum accuracy of 99.43%, making it highly effective for safeguarding WBAN-based healthcare
systems. DT classifies the categories of DDoS attacks, which include “Blackhole”, “Flooding”, “Grayhole”,
and “TDMA.” So that appropriate mitigation strategies can be applied effectively to counter various types
of evolving DDoS attacks. The model is further extended by outlining the mitigation strategies that the
proposed system can apply based on the detected DDoS attack, enabling timely and appropriate responses
to evolving cyber threats. 

This study has certain limitations. The evaluation relies on a WSN-DS dataset, which may not fully reflect
real healthcare network conditions. The rule-based classifier depends on predefined rules applied to the
WSN-DS dataset that may not adapt well to progressing attack patterns. Similarly, the DT classifier may
face generalisation challenges when exposed to unseen or highly sophisticated DDoS variants.
Additionally, mitigation strategies are not described, and real-time performance in healthcare
environments has not extensively tested. Future work will focus on generalising the rules, real-world
traffic validation, and wider experimental simulation and testing of healthcare systems.
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