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Abstract

The growing integration of artificial intelligence (Al) into consumer products has raised significant concerns regarding
privacy, security, and user control. Despite these concerns, limited research has explored how consumers perceive and
evaluate the risks associated with Al systems. This study examines three key Al-related risks: informational intrusion, cyber
exposure, and loss of control. It argues that these risks are largely driven by a central factor, algorithmic opacity, which
refers to the lack of transparency and the difficulty consumers face in understanding how Al systems operate.

Data for this study were collected through online communities, including the Pakistan Students and Scholars Association
South Korea, which has approximately 8,000 followers, and Seekers, a diverse network comprising students,
professionals, businesspeople, laborers, artists, and other community members, with approximately 17,000 followers
across both platforms. Using a structured questionnaire, a total of 300 valid responses were gathered and analyzed using
SPSS and AMOS 26.

The findings reveal that all three identified risks are strongly associated with perceptions of algorithmic opacity. In turn,
perceived opacity is significantly linked to feelings of unfairness and discomfort among consumers. By contrast, the three
risks exert only weak direct effects on these outcomes, suggesting that consumers respond more strongly to the
transparency of Al systems than to the risks themselves. Overall, the results indicate that the relationship between
governance-related Al risks and negative consumer responses is largely mediated by algorithmic opacity. In other words,
a lack of transparency serves as the primary mechanism through which Al-related risks influence perceptions of
unfairness and discomfort.

From a practical perspective, the findings highlight the importance of improving transparency in Al systems.
Organizations can mitigate negative consumer perceptions by providing clearer explanations of Al-driven decisions and
offering users greater control over Al-enabled processes. Enhancing transparency and understanding can increase
perceptions of fairness and comfort, ultimately strengthening consumer trust in Al systems. Therefore, improving the
transparency, explainability, and user comprehension of Al technologies should be a key priority for organizations
seeking to foster greater acceptance and trust in Al-driven products and services.

Categories: Computational Intelligence and Information Management, Consumer Behavior, Risk Management

Keywords: artificial intelligence, information governance, algorithmic opacity, consumer risk perception, value-based adoption model,
algorithmic inequity
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Introduction

The widespread adoption of artificial intelligence (Al) in consumer-facing industries such as the healthcare sector, the
finance sector, and the electronic commerce sector has revolutionized the way data are processed and utilized. However,
the adoption of Al is also related to various risks and concerns, such as privacy, security, and transparency (Olawade et al.,
2025) (Bulgurcu et al., 2010). Yet, the literature has paid more attention to the risks and concerns of Al from organizational
and regulatory perspectives without considering the dimension of consumers. This is an important dimension to be
taken into consideration because the perception of risks by consumers is a critical dimension in the development of trust
in Al. The conventional literature on information governance has largely focused on organizational and regulatory
mechanisms, including data governance frameworks, Information Technology (IT) governance structures, data quality
management, and compliance with regulations such as General Data Protection Regulation. The importance of
information management by an organization through formal policies and infrastructures of control is also emphasized by
this research. However, Al governance goes beyond these organizational structures by involving consumers as
stakeholders in the Al governance equation. Thus, the adoption and assessment of Al are no longer dependent on formal
structures of compliance but are instead dependent on consumer concerns such as data intrusion, cyberattacks, lack of
control, and a lack of transparency and fairness in decision-making processes (Joshi et al., 2025). However, the
governance of Al goes beyond institutional mechanisms and places consumers as active stakeholders whose risk
perceptions and benefits have a direct impact on governance (Beerends and Aydin, 2025). The adoption of Al information
governance by consumers is measured by factors such as data intrusion, cyber threats, loss of control, and the lack of
transparency and equity in algorithmic decision-making processes, as opposed to legislative compliance (Potluri, 2025).
The study will use the Value Based Adoption Model (VAM) by Kim et al. and Alreemy et al. to offer theoretical support for
the perceptions (Kim et al., 2007) (Alreemy et al., 2016). Unlike traditional theories of technology adoption, the VAM
considers customers to be rational and value-driven decision-makers who weigh the perceived benefits of a technology
against the perceived costs before adoption (Schneider, 2024). The “perceived sacrifice” part of perceived value is where
most of the problems associated with Al technology lie (Nexhip et al., 2025) (Weber, 2020).

In order to ground the article theoretically, this study adopts the VAM in the context of Al governance. VAM is a
framework for understanding the adoption of technologies as a trade-off between perceived benefits and perceived
sacrifices. In Al-enabled settings, governance-related factors such as privacy risks, data security threats, lack of
transparency, and reduced user control are considered critical sacrifices in Al-enabled settings. These factors are
dominant concepts in Al governance research, especially when discussing Al explainability, accountability, and fairness.
By considering these governance factors in VAM, the current research provides a value-based approach to consumer
evaluation of Al systems that is influenced not only by the functional benefits of Al systems but also by the governance
risks of Al adoption (Lammermann et al.,, 2024). In particular, the concept of algorithmic opacity is considered a critical
mechanism for linking VAM with Al governance concepts such as fairness (Lin et al.,, 2022) (Jalali et al., 2021). CCER reflects
beliefs about the dangers of data breaches and security threats from Al-enabled infrastructures. EUA represents
perceptions that individual control, contestability, and accountability regarding Al systems’ processes and outputs have
diminished. These governance-related sacrifices reduce consumers’ perceived value of Al applications and reveal
underlying weaknesses in Al information governance (Tallon et al., 2013). A central governance implication of these risks
is AOR, defined as the perception that Al systems operate as “black boxes” whose decision rationales, data-processing
mechanisms, and accountability structures cannot be clearly understood. The opacity of the algorithm hinders the user's
sense-making capability, which has an effect on the transparency, credibility, and trustworthiness of governance systems
(Harvey and Harvey, 2014). The opacity of the algorithm is a significant sense-making process within the VAM paradigm
that translates the sacrifices of governance into general assessments of value and justice. Miscommunication and
misunderstandings often cause a sense of injustice in algorithmic systems, particularly when users cannot understand
the processes of decision-making, risk, and allocation of responsibility (Peng et al.,, 2022). Notably, injustice is not only
caused by unfavorable outcomes (Hammerschmidt et al., 2025). Instead, depending on the design and quality of
explanation, users may view Al systems as unfair, insufficiently protective, or overly beneficial to some users (Fernandez
Llorca et al., 2025). These perceptions suggest that there are underlying issues of governance, in which a lack of
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transparency and explanation mechanisms is a factor in a lack of legitimacy and user confidence (Fischer-PreB3ler et al.,
2023) (Joia and Correia, 2018). The rapid advancement of Al technologies, especially in areas such as generative Al,
automated decision-making, and personalized digital services, has also raised concerns related to data privacy, security,
transparency, and fairness. The recent research on Al governance also emphasized the issues of explainability, bias, and
accountability in Al systems, especially where Al plays an important role in the decision-making process of consumers in
different sectors such as healthcare, finance, or e-commerce. Yet, the literature on Al governance appears to be more
focused on the organizational or regulatory side of Al governance, while the consumer side has not been emphasized
(Kooper et al., 2011). The research, therefore, attempts to offer an updated and relevant discussion in the backdrop of the
current Al applications and Al governance. Specifically, the use of algorithmic opacity as a mediator of the relationship
between the erosion of user agency and perceived inequity has not been examined (Ogbanufe et al., 2021).

To fill this research gap, this study develops and examines a value-based Al information governance framework by
integrating the VAM with governance-related risk dimensions. There has been limited research on consumer risk factors
such as Informational Intrusion Risk (lIR), Consumer Cyber Exposure Risk (CCER), Erosion of User Agency (EUA),
Algorithmic Opacity Risk (AOR), and Perceived Algorithmic Inequity and Discomfort (PAID). This current study seeks to fill
this gap by exploring the effects of these risk perceptions on how consumers evaluate Al systems. This research aims to
fill the existing gap by applying a value-based Al information governance framework by combining the VAM with
consumer perception of risk factors associated with Al governance. The dissertation of the author, which focused on
consumer risk perceptions of Al adoption, is further developed in this manuscript. Nevertheless, this study contributes to
the existing dissertation by incorporating the factors of consumer perception of Al-Driven Information Governance (AlG)
and examining the direct and indirect relationships between them, which are not covered in the dissertation. Particularly,
this research: Examines the direct relationships between IIR, CCER, and EUA and AOR (RQ1-RQ3). Unravels the direct
associations between IIR, CCER, and EUA and perceived algorithmic inequity and algorithmic discomfort (RQ4-RQ6).
Unpacks the association between AOR and PAID (RQ7). Investigates the mediating association of AOR between EUA and
perceived algorithmic inequity (RQ8). This research work makes three significant contributions to the existing body of
knowledge. First, it extends the existing body of knowledge on information governance in Al by adopting a consumer
value and risk perception approach rather than an organizational control-based approach to information governance.
Second, it situates the notion of algorithmic opacity in its rightful place as an elementary form of governance mechanism
that enables risk perception and fairness assessment. Third, it validates the transparency and accountability-driven
governance structures that have the potential to enhance trust and mitigate fairness concerns in Al-enabled systems.
These sections comprise the remaining portions of this article. The context of the study, the governance risks of Al-based
applications, and the theoretical foundation of VAM are all covered in this section.

Literature review

Information Governance

Information and governance systems have always been stressed by scholars as having strategic importance to affect
organizational outcomes in different organizational settings. Tallon et al. define information governance as an asset from
a strategic standpoint and illustrate that particular practices which enhance company performance are required for the
effective implementation of information governance (Tallon et al, 2013). It is important to take into account the
relationships between stakeholders and organizational needs when designing the governance system. Fischer-PreB3ler et
al. (Fischer-Prel3ler et al, 2023) examines the notion of information governance in the case of humanitarian NGOs,
highlighting that social complexity tends to exacerbate the issues related to governance that can be alleviated through
the increase of social capital and process management. Although the sources focus on the factors that determine good
governance internally and behaviorally, Gandia (Gandia, 2008) provides an insight into external information governance.
Collectively, these articles show that despite different approaches to governance in various spheres such as corporations,
humanitarian actions, and digital disclosures, its effectiveness always relies on how organizations manage information
flow, align governance practices to stakeholders' needs, and adapt to emerging changes. Collectively, these articles show
the importance of information governance for both society and organizations. It was found that organizations can create
both big and small innovations especially in fast-changing environment if they properly manage information and utilize
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big data. Shifting our focus from organizations to the public sector. Mansoor (Mansoor, 2021) showed that people
gaining transparent information through social media can increase their faith in government and their engagement in
the decision-making process if the procedures of governance are effective especially in relation to the COVID-19 problem.
Both of these articles highlight the importance of accurate information, but Gaozhao provides yet another viewpoint
(Gaozhao, 2021). It was found that despite the use of fact-checking symbols, the ability of people to detect any falsehood
is not significantly improved with these symbols. In general, all these studies create an overall picture that goes from
innovation in organizations to trust and information processing. The authors assert that good governance and
information can exist only if individuals think about the information provided to them, understand it, and engage in it.
Overall, this literature helps us understand data governance and information. To give the exact definition of information
governance and four main research questions based on IT governance (Donaldson and Walker, 2004) provide the main
concepts. Extending this theoretical framework, Abraham et al. (Abraham et al., 2023) investigate real-life data
governance issues in 13 marketplaces in eight countries, categorize typical problems, and provide solutions that can be
applied. Additionally, Vial explores the way businesses implement data governance practices and reveals four major
topics, such as fostering innovation, managing implementation challenges, responsible data management, and service-
oriented approach (Vial, 2023). Finally, the discussion goes on to cover the topic of public digital innovation initiatives
in Gegenhuber et al. (Gegenhuber et al., 2023), where the authors explore the issue of distributed governance and its
challenges by using the "Wir Vs. Virus" example and develop a framework based on transparency, accountability, and
power. From the theoretical foundations of information governance through practical issues in marketplaces to
implementation processes and broader social applications in collaborative digital projects, this literature represents an
obvious connection between all the above-mentioned topics (Abraham et al., 2019). To develop a data governance
framework, this study analyzes 145 sources, reveals major components, and sets directions for future research.

The structure of governance in the field of information technologies for senior care services is described, proving that
institutional pressure leads to government-supported projects for better service provision, whereas market pressure
affects governance mechanisms directly. Information governance in dynamic organizational networks is investigated in
regard to quality, security, and metadata, and one can see the problems that arise in practice in terms of exchanging
information (Rasouli et al., 2016). The contribution of resource-based information processing to competitive advantage
due to more effective decision-making is proved empirically using data collected in 633 UK firms (Cao et al.,, 2019).
Considering the health sector, the lack of properly trained HIMS specialists has been proven to have a negative impact on
the practices of data management and overall performance of governmental health institutions in Malawi (Chima et al.,
2023). The risks associated with health data breaches are considered from the perspective of an integrative approach
providing suggestions for efficient risk management (Pool et al.,, 2024). Vlogs made by travelers affect individual tourists
and provide information about popular behavior and cognitive trends with regard to gender differences. Risks associated
with sharing patients' stories online indicate that 46.6% of stories about patients pose a risk, and 32.1% of the tweets
posted could be identified by acquaintances. Crisis data management bias is noted as one of the determinants of
decision-making, where debiasing techniques and awareness are suggested to mitigate the bias (Paulus et al., 2024).
Organizational digital hoarding practices have been explored, and it was found that workplace culture, anxiety, and
accountability result in hoarding and noncompliance with data protection policies by employees even though they are
well aware of these policies. Information management problems for authors and artists in New Zealand are presented,
paying attention to the long-term information management issue. In relation to an EHR system in a Canadian health
authority setting, an Information Systems Utilization framework that seeks to explain the enactment of systems has been
suggested (Burton-Jones and Volkoff, 2017). Consumer attitudes toward Al reveal higher acceptance when Al is
presented as a complement to humans while resistance develops when Al is applied in tasks that require warmth in their
interactions (Peng et al, 2022). As far as the security of protected health information is concerned, 12.3% of the
population of the U.S. keeps some information from medical professionals due to their fears. Breach problems in the
healthcare industry are also discussed where it is noted that the main threats include hacking and unauthorized
disclosure; therefore, there is a necessity to implement more confidentiality measures (Almulihi et al., 2022). Compliance
with security among the staff members is also considered as it is determined by the personal attitude, self-efficacy, as
well as by the benefits and costs of such activities.
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Governance, and Human Agency in Sociotechnical Systems

According to academic literature, there should be an audit that would involve both documentation and replication. The
necessity for defined responsibilities is considered vital when improving accountability and addressing governance
problems, apart from other issues. Along with these concerns, the life-cycle model of accountability underlines the
importance of distributing accountability within different parties involved in the operation of Al technology Rather than
relying solely on developers for accountability, such frameworks emphasize the necessity of placing accountability
among deployers, users, managers, and organizations throughout various stages of the Al lifecycle, starting with design
through deployment, utilization, monitoring, and ultimately deactivation. It is worth noting that such an approach is
based on the sociotechnical aspect of Al applications whereby many of its impacts arise due to its interaction with the
organizational environment in which it operates. In this regard, the concept of Al assurance becomes increasingly
recognized as a governance process rather than a compliance practice. With the help of the above-stated criteria, the
studies offer an actionable solution to responsible Al. The above stream of research highlights the need for risk-based Al
governance frameworks to be complemented by more all-embracing and comprehensive types of Al governance
frameworks that are polycentric, adaptive, and socially-oriented. Although it is right to acknowledge that there is a need
for risk-based frameworks in order to assess the risks and threats associated with Al, some of the weaknesses of this type
of Al governance framework include its inability to factor in the effect of the incorporation of Al on society (Mueller,
2025). It is noted further that there are some other aspects to the issue of Al governance such as international and
geopolitical ones.

The processes of Al innovation and implementation take place in an environment where international competition,
international fragmentation in terms of regulatory mechanisms, and differences in technology are typical. Neglecting
these factors in the course of implementing certain governance policies might aggravate inequalities worldwide,
increase the temptation of regulatory arbitrage, and reduce opportunities for international cooperation (Ogbanufe et al.,
2021). At the organizational level, research tends to highlight the significance of internal governance controls in bringing
regulatory expectations into effect. The effective management of Al-related risks requires accountability and decision-
making systems to be established within the organization (Passlack et al., 2025). It is for this reason that effective Al
governance should not simply depend on regulations imposed from the outside but must be complemented by efforts
made by organizations in terms of how they govern themselves. Overall, Al governance emerges as an issue that
encompasses many different layers (Samuel et al.,, 2022). The discussed research problem constitutes an interesting
criticism of the ethics frameworks being static, universalistic, and principle-based as they might not be able to capture
the actual practice of Al deployment. Al ethics needs to be grounded in a participatory and situational approach in order
to understand the sociotechnical dynamics through which Al operates. Not only the algorithms themselves but also the
whole sociotechnical dynamic, including power relations, are matters of ethics (Tiwana et al., 2013). Expanding upon this
line of criticism, the unevenness in terms of responsibilities and exposure to potential harms related to the use of Al
technologies among the various actors within the Al ecosystem demonstrates that marginalized groups face higher
levels of risks from Al development and deployment, whereas the power to make decisions and to take actions regarding
such technology is held by powerful institutions.

Information, IT, and Information Security Governance

The literature on information governance encompasses diverse domains, including information governance, IT
governance, healthcare, and humanitarian organizations, providing a broad foundation for understanding governance
mechanisms across different contexts (Lammermann et al., 2024) (Nicho, 2018). Prior studies have highlighted critical
themes such as transparency, trust, innovation, and socio-technical perspectives, while also documenting the evolution
of governance frameworks from traditional IT governance approaches toward more complex and adaptive governance
models (Cao et al,, 2019). In addition, the literature has examined governance issues from behavioral, organizational, and
technological perspectives, adopting an interdisciplinary approach to understanding governance effectiveness (Mikalef
et al.,, 2020) (Mansoor, 2021). Research has further explored governance-related challenges across various organizational
environments, including public institutions, healthcare systems, nongovernmental organizations, and digital platforms
(Gaozhao, 2021) (Donaldson and Walker, 2004) (Abraham et al., 2023) (Gegenhuber et al., 2023). Despite these valuable
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contributions, existing research remains dispersed across multiple contexts, with concepts such as governance, trust,
information flow, privacy, and security often examined independently rather than within a unified Al governance
framework (Chima et al., 2023) (Pool et al., 2024). Consequently, while substantial knowledge exists regarding governance
practices and information management, limited attention has been devoted to integrating these perspectives into a
coherent explanation of governance-related risks and consumer evaluations of Al-enabled systems (Almulihi et al., 2022)
(Baskaran et al., 2013). Furthermore, previous studies have emphasized the importance of governance structures, security
practices, and information management processes (Bulgurcu et al., 2010) (Kooper et al.,, 2011) (Soomro et al., 2016), yet
the relationships among these dimensions remain insufficiently articulated within the emerging Al governance literature.
As governance research increasingly incorporates issues related to transparency, accountability, and information quality,
greater theoretical integration is needed to explain how these factors collectively influence perceptions of Al systems (De
Haes and Van Grembergen, 2009) (Brown, 2006) (Xue et al., 2008) (Nicho, 2018).

Similarly, the literature on IT governance, cybersecurity, and emerging Al governance has identified numerous factors
that influence governance effectiveness, including behavioral factors such as employee attitudes and self-efficacy,
organizational factors such as leadership and culture, and structural factors such as governance frameworks and
organizational maturity (Islam et al., 2018) (Hong et al.,, 2014) (AlIGhamdi et al., 2020) (Kim et al., 2013) (Lin et al., 2022).
Existing studies provide valuable insights into cybersecurity practices, organizational controls, healthcare-related
information security concerns, and Al governance mechanisms (Hassidim et al., 2017) (Chernyshev et al., 2019) (Choi and
Johnson, 2021). However, these research streams have largely developed independently, resulting in limited theoretical
integration across governance, cybersecurity, and Al-related perspectives. As a result, important questions remain
regarding how governance-related risks influence consumer perceptions of transparency, fairness, and accountability in
Al-enabled environments (Hassandoust et al., 2021) (Novelli et al., 2024). Addressing this gap requires a more integrated
framework that synthesizes behavioral, organizational, technological, and governance perspectives to better explain
consumer responses to Al applications (Johnston et al., 2019).

Consumer Risk Perception in Al Applications

Recent studies have been focusing increasingly on consumer risk perceptions in the context of Al applications, and these
studies have shown that people assess Al-powered systems using multi-dimensional risk matrices that go beyond
traditional security concerns (Hassandoust et al.,, 2021). One of the most influential theoretical paradigms underpinning
this stream of research has its roots in the digital health technology literature, where the process of consumer decision-
making is often described using the privacy calculus framework. The empirical evidence suggests that people make
assessments of Al technology by systematically comparing the expected benefits of Al technology, such as
personalization and health benefits, to the potential privacy risks, such as surveillance, unauthorized access to data, and
misuse of personal data (Kordzadeh et al, 2016). Risk perception is a heterogeneous construct that is shaped by
demographic characteristics, health status, emotional attachment, and context, which makes risk perception a subjective
and context-dependent process. In this body of research, privacy risk perception is identified as a significant predictor of
behavioral intention (Majrashi, 2025). The adoption of technology, therefore, is mainly dependent on the evaluation of
users as to whether the benefits are sufficient to outweigh the potential informational risks (Odilla, 2024). Apart from the
risks associated with privacy, trust is a mediating variable between risk and the adoption of Al. On the basis of previous
studies, trust in Al technology has been found to be significantly affected by governance-related factors such as
transparency, explainability, auditability, and responsible data practices (Hammerschmidt et al., 2025). If the Al system is
perceived as a“black box,” then users are bound to face more uncertainty and lack of control, which will eventually lead to
an increased perception of risk. But the addition of explainability modules, accountability, and governance can help in
decreasing the uncertainty and improving the perceptions of trustworthiness in the system (Recker et al., 2019). Trust,
therefore, cannot be perceived as a psychological phenomenon but also as a governance-embedded phenomenon that
plays a very important role in risk perception and the adoption of Al technology. At the macro-level, there are some
developing models of risk perception in Al that help in understanding the significance of different types of risks from the
consumer’s perspective (Novelli et al., 2024).
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The models highlight the significance of governance factors such as safety, fairness, accountability, and risk management.
Although these models are designed for organizational governance, they have an indirect relationship with how
consumers perceive and classify Al systems as “high risk.” The absence of effective safety mechanisms, autonomous
decision-making errors, or the absence of effective regulatory control are some factors that contribute to increased risk
perception by consumers (Tiwari and Farag, 2025). Institutional norms and regulatory categorizations have a significant
bearing on public perceptions about the acceptability of Al systems. Fairness and bias in Al systems further tend to
heighten risks (Beerends and Aydin, 2025). Empirical evidence indicates that biased outcomes and decision-making
processes of algorithms have been shown to negatively impact vulnerable groups, thereby perpetuating concerns of
imbalance and damage to reputation. It is the potential for structural bias within algorithms that perpetuates concerns of
imbalance and loss of autonomy, ultimately resulting in a lack of trust. From a socio-technical perspective, the narratives
that societies develop around Al are significant in influencing public perceptions of intelligence, autonomy, and agency
(Krokowski and Hirsch-Kreinsen, 2025). Hyperbolic stories about the potential of Al, particularly in the realm of artificial
general intelligence, could potentially fuel both overenthusiasm and overconcern about loss of control or displacement
by technology. Recent research also highlight the need to integrate fairness, robustness, and transparency into the
development of Al. Bias correction and data management in the early stages of Al development have been identified as
critical strategies to counter negative outcomes in the long term (Gonzélez-Sendino et al., 2024). The comprehensive
application of explainability and accountability approaches throughout various stages of system development improves
transparency, increases the legitimacy of governance, and promotes greater consumer trust, thereby reducing
perceptions of uncertainty (Churamani et al., 2023). Overall, the literature conceptualizes the complexity of consumer risk
perceptions of Al as multidimensional and socially constructed. Privacy, security, fairness, transparency, governance
quality, and ethical integrity are dynamically intertwined in the process of trust-building, which determines the eventual
acceptance or rejection of Al-enabled technologies by consumers.

Hypothesis development and theoretical framework

Value Based Adoption Model (VAM)

VAM proposed by Kim et al. claimed that new ICT users should not be recognized as simply technology users, but also as
consumers (Kim et al., 2007). The VAM considers the benefits and sacrifices of consumers to analyze their perceived value
for new technologies such as Al applications. Specifically, the perceived value refers to the sum of the benefits the user
obtains from the Al applications and the relative sacrifices the users make (Hassandoust et al., 2021). The identification of
the sacrificial value can reflect consumers’ decisions in real time (Novelli et al., 2024). Value is analyzed in terms of risks
and costs consumers who use Al applications pay. In order to reflect the Al applications value, consumers’ perceptions
about the risks and sacrifices are composed as variables to analyze the perception of the cost that consumers had to pay
to use the Al applications in preparation for consumer benefits. Referring to the factors used in the research model, novel
perceived risk-related variables are introduced based on VAM constructs (AlGhamdi et al., 2020). As for the specific
variables, the perceived consumers sacrifice defined as IIR, CCER, and EUA, following hypotheses are used to analyze the
effect of perceived consumer Al applications information governance on AOR and AID according to the composition of
the VAM model (Nicho, 2018). The VAM is a conceptual framework that assesses the balance between the benefits and
sacrifices that consumers perceive in adopting new technologies (Krokowski and Hirsch-Kreinsen, 2025). In the context of
Al applications Information Governance features, VAM becomes an effective tool for understanding how perceived value
affects consumer perception. Therefore, in this study, the VAM is the theoretical framework because overall, the
application of VAM in the context of consumer perception of Al applications provide valuable insights into how perceived
value is related to Al applications features and consumers perception (Kim et al., 2013). This understanding is important
for marketers and technology developers that meets consumer expectations and encourages Al applications in the
online platforms. The principles of cost-benefit analyses are exemplified in the concept of value, which is broadly defined
as the trade-off between total benefits received and total sacrifices (Gwebu et al., 2020). A value-based model would be
able to capture the risks and sacrifices factors as a comparison of benefits and costs. We propose and empirically test a
VAM of Al applications Information Governance by integrating the most relevant findings of Al applications information
governance and value literature. This combined framework represents a novel approach to understanding consumers'’
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perception of Al applications information governance. Our findings should help in the theoretical understanding of Al
applications information governance in a voluntary and personal context. In practice, our findings could guide Al
technology developers to reduce risks and threat perceptions of Al applications.

Informational Intrusion Risk and Algorithmic Opacity in Al Information Governance

[IR is the perceived user's risk that Al applications watch, gather, alter, or manipulate personal information beyond the
acceptable boundaries of privacy, control, and transparency (Tallon et al., 2013). The use of personal information in an
excessive, unjustified, or poorly regulated manner leads to a perception of violation of personal information boundaries.
Therefore, IIR is conceptualized as a perceived sacrifice that affects users’ attitudes toward Al technologies negatively. The
conceptual framework of lIR is grounded in the VAM developed by Kim et al., which contends that technology adoption is
a function of the trade-off between perceived benefits and perceived sacrifices (Kim et al., 2007). Sacrifices in VAM
encompass risks, potential losses, and non-financial costs involved in the adoption of technology. In the context of Al
dominance, intrusive data practices are likely to increase the cost of governance due to growing concerns regarding
privacy, lack of control, and unclear procedures for data processing (Odilla, 2024). With the increasing cost of governance,
the user is likely to experience a lack of transparency, accountability, and process understanding in Al systems (Fernando
and Dawson, 2009). Empirical evidence suggests that excessive or unjustified information controls undermine trust in
governance structures as well as in transparency and accountability mechanisms (Ryan et al,, 2025). Furthermore,
ambiguous data flows, automated surveillance practices, and insufficiently explained system operations create unclear
decision-making contexts that render algorithmic processes difficult to evaluate and interpret (Krokowski and Hirsch-
Kreinsen, 2025). These concerns are particularly pronounced among populations that are disproportionately affected by
algorithmic decisions, especially in sensitive domains such as healthcare (Giannouchos et al., 2021). Consequently, when
governance mechanisms are perceived as ineffective in regulating and limiting informational intrusion, users are more
likely to experience heightened AOR, which ultimately reduces trust in Al systems (Papagiannidis et al., 2023). The authors
recognized that this manuscript adds value to the literature by highlighting the importance of transparency as an
intermediary factor for risk perception reduction and trust in Al-powered information governance. Nevertheless, the
study contributes to existing research by focusing on transparency as an important mechanism to lower consumer risk
perceptions. The authors have tried to protect the population from disadvantages and negative aspects of Al applications
usage through this small level survey study by comprehensible and scholarly synthesis and recommendations based on
available data.

H1: Informational Intrusion Risk has a positive effect on AOR in Al information governance.
Consumer Cyber Exposure Risk and Algorithmic Opacity in Al Information Governance

CCER refers to the extent to which consumers feel vulnerable to cyber-attacks such as hacking and the absence of
security protection while using Al applications. Consumers are also concerned about the ability of Al technology to
safeguard personal and private data in a complex data environment. In the VAM, CCER is viewed as a perceived sacrifice
that may lower the perceived value of an Al application. The logic of VAM is that if perceived sacrifices, such as perceived
system risk, uncertainty, and losses, outweigh perceived benefits, then consumers will develop a negative value
perception of the technology (Kim et al., 2007). In the context of an Al-supported environment, the higher the level of
perceived cyber exposure, the greater the psychological and cognitive costs of system use, and therefore the lower the
perceived value. The absence of sufficient cybersecurity and transparency in the security process may have a negative
effect on the users’ perception of system reliability and quality of governance, as suggested by previous studies (Choi and
Johnson, 2021). Moreover, the technical complexity of Al-assisted data management makes it difficult for users to
comprehend the process of mitigating cyber threats (Krokowski and Hirsch-Kreinsen, 2025). Because of the widespread
use of “black box" Al systems, consumers cannot effectively monitor the detection and mitigation of data security threats,
thus contributing to the perception of reduced control and lack of accountability. The absence of transparency is
especially important in high-risk Al applications, such as the healthcare industry, where the lack of transparency in
cybersecurity controls further exacerbates concerns about governance and accountability. From the perspective of VAM
cost-benefit analysis, high CCER is indicative of governance-related shortcomings, such as a lack of transparency,
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inadequate oversight, and poor security capabilities (Kim et al., 2007). As the level of perceived sacrifices increases,
consumers are likely to perceive Al systems as opaque and ill-governed, thus contributing to high AOR. In this way, CCER
acts as an indicator of VAM-based perceived risk that shapes consumer perceptions of algorithmic opacity, thus creating
uncertainty about the data management and security capabilities of Al systems.

H2: Consumer Cyber Exposure Risk has a positive effect on AOR in Al information governance.
Erosion of User Agency and Algorithmic Opacity in Al Information Governance

EUA is described as the extent to which users perceive a loss of control and decision-making authority while interacting
with Al systems. User agency refers to the users’ ability to understand decision-making processes, locate accountability,
and adequately contest or influence system outcomes. Regarding the application of Al information governance, the loss
of user agency is a challenge that is important in situations where there is a lack of clarity in accountability, where
accountability is shared by different actors, and where decision-making is not transparent enough (Krokowski and Hirsch-
Kreinsen, 2025). In applying the VAM, the loss of user agency is a cost that is significant and reduces the value of Al
applications. The VAM model argues that consumers assess technologies based on the value they can create, as well as
the costs of loss of autonomy, control, and mental effort (Kim et al., 2007). In Al-assisted systems, when users do not have
the capability to understand and control the system'’s behavior, and when accountability for the decision-making process
is shared among developers, deployers, and institutions, the psychological and governance costs of using the system are
significantly increased. Moreover, from the available literature, it has been observed that when there is a lack of
accountability or insufficient enforcement of accountability, it results in a lack of control and understanding, thereby
perpetuating the users’ feelings of algorithmic opacity (Chernyshev et al, 2019). Moreover, narratives that have a
tendency to overemphasize the capabilities of Al, as well as ambiguous governance structures, also add to the lack of
accountability for system behavior and possible negative outcomes, making it difficult for users to contest decisions or
seek redress (Choi and Johnson, 2021). Although technical and governance strategies such as audits, explainability
techniques, and compliance systems are often suggested to deal with accountability, these are more institutional-level
solutions and are not accessible to end users. Consequently, they are unable to fully restore individual-level agency.
Based on the cost-benefit rationale of VAM, the degradation of user agency means that there is a growing gap in the
value perceptions, where the perceived costs outweigh the perceived benefits in governance-related contexts (Kim et al.,
2007). Due to decreased user control, recourse, and understanding, Al systems are perceived as unaccountable and
opaque. Consequently, the erosion of user agency acts as a VAM-based perceived risk predictor that directly exacerbates
AOR as a governance-level consequence of reduced user empowerment.

H3: Erosion of User Agency has a positive effect on AOR in Al information governance.
Informational Intrusion Risk, Privacy Governance, and Perceived Algorithmic Inequity

[IR captures the users’ sense that Al systems are overly monitoring, collecting, or using secondary personal information
beyond acceptable limits of privacy and governance (Abraham et al.,, 2019). The sense of IIR is created when Al systems’
data practices violate users’ expectations of transparency, control over information collection and use, and fairness in
information processing (Hassandoust et al, 2021). From a governance perspective, informational intrusion signals
deficiencies in privacy governance mechanisms that regulate how personal data are collected, reused, and protected
(Kooper et al,, 2011). Drawing on the VAM, IIR is conceptualized as a perceived sacrifice that increases the psychological
and governance-related costs of adopting Al applications. As per VAM, when perceived sacrifices exceed perceived
benefits, users tend to develop negative value assessments that go beyond usability issues and cover overall assessments
of legitimacy, accountability, and fairness (Kim et al., 2007). In the context of Al, perceived intrusive data practices can be
considered as a cue that suggests the distribution of informational responsibilities and burdens is not equitable among
parties, thus influencing perceptions of algorithmic justice (Majrashi, 2025). Previous studies have found that privacy
violations can result in users perceiving algorithms as unfair, especially when some individuals are perceived to be under
closer surveillance or face greater risks of data-related issues (Zanotti, 2025). In privacy-conscious domains like the
healthcare sector, secondary uses of data for purposes other than the original intended use could be viewed as unfair,
particularly when benefits are reaped by a select few but risks are borne by others (Giannouchos et al., 2021). Based on
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the VAM framework, the factors could influence the perceived privacy sacrifices and perceived unfairness and inequality
in Al results (Kim et al., 2007). To influence users' perceptions of unfair risks, benefits, or outcomes that Al systems provide
to distinct groups of users, it is hypothesized that IIR influences perceived algorithmic injustice (Hassandoust et al., 2021).
When consumers perceive data practices as invasive and inadequately governed, they may conclude that the Al system is
biased in favor of some actors, thus increasing perceptions of inequity at the governance level. Therefore, IIR acts as a
determinant of perceived risk that utilizes VAM and connects privacy governance inadequacies to fairness and equality
judgments in Al systems. When the PAID is high, individuals are likely to form concerns about distributive and procedural
justice, which ultimately increases perceptions of inequity at the governance level in Al-enabled environments.

H4: Informational Intrusion Risk has a positive effect on Perceived Algorithmic Inequity and Discomfort.
Consumer Cyber Exposure Risk and Perceived Algorithmic Inequity and Discomfort

CCER is defined as consumers’ perceptions of vulnerability to data breaches, hacking, unauthorized access, and
insufficient cybersecurity practices in Al systems. In the Al information governance context, cyber exposure risk is an
issue when security practices are not being uniformly implemented across platforms and are not being properly
communicated, leading to confusion about the protection of personal information and the responsibility for Al system
failures. According to the VAM, CCER is a major perceived sacrifice that raises both tangible and intangible costs of
adopting Al systems (Kim et al,, 2007). VAM argues that when perceived sacrifices of security risks, uncertainty, and
potential damage are greater than perceived benefits, users form negative value assessments that generalize to overall
judgments of fairness, legitimacy, and equity (Fernando and Dawson, 2009). In Al contexts, insufficient or uneven
cybersecurity provisions may signal that system priorities favor operational efficiency over consumer protection, thereby
increasing perceptions of governance imbalance. Prior research indicates that asymmetrical cybersecurity safeguards and
access control failures can impose disproportionate burdens on certain users or groups, particularly in highly data-
intensive and sensitive domains such as healthcare (Hassidim et al., 2017). Such imbalances in risk exposure are some of
the factors that contribute to the perception that Al systems are not equitable in their distribution of security risks to
users (Gwebu et al., 2020). In addition, the various waves of digitalization, which have been accelerated by crises, have
raised consumer awareness of inequitable exposure to cyber risks. From a VAM cost-benefit perspective, elevated
Consumer CCER reflects a value imbalance in which governance-related sacrifices outweigh anticipated benefits (Kim et
al., 2007). If users feel that they are not equally exposed to cyber risks and that the protection mechanisms are not equal,
they may feel that the Al system provides unequal protection to individuals or groups. Therefore, CCER acts as a VAM-
based perceived risk factor that leads to PAID, which is an outcome of risk exposure at the governance level.

H5: Consumer Cyber Exposure Risk has a positive effect on Perceived Algorithmic Inequity and Discomfort.
Erosion of User Agency, System Security, and Perceived Algorithmic Inequity

EUA is the degradation or loss of user engagement or involvement in data processing and Al system decision-making
(Majrashi, 2025). (Hassidim et al., 2017) stated that the use of safety or security software as control software without
providing contestability, transparency, and accountability to users leads to the degradation of user agency in the context
of Al information governance (AllG). The VAM declared that the sacrifice of user agency is significant and increases the
psychological and governance costs of using an Al system (Kim et al., 2007). VAM argues that when perceived sacrifices in
the form of loss of autonomy or lack of contestability of decisions exceed perceived benefits, users form negative value
beliefs that also include concerns about fairness and equity (Almulihi et al., 2022). In Al-related applications, security
systems that focus on deterrence and surveillance but do not have transparency and end-user involvement in
governance processes can lead to decreased perceived value because of user marginalization (Fernando and Dawson,
2009). Previous studies have shown that decreased transparency in monitoring and accountability procedures can
perpetuate decreased perceptions of marginalization and inequity (Chernyshev et al., 2019). In critical application areas
such as healthcare, decreased transparency in audit trails, centralized security management, and accountability
procedures may increase perceptions of inequity, especially when users are at risk without end-user involvement in
decision-making procedures (Fernando and Dawson, 2009). Moreover, with the increasing autonomy of Al systems,
complex security systems may be invisible to end-users, further reducing their ability to comprehend, question, or impact
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system-level decision-making (Potluri, 2025). In a VAM cost-benefit analysis, the erosion of user agency is more likely to
tip the balance of value toward perceived costs, as the sacrifices associated with governance issues become more
significant than the potential benefits (Kim et al., 2007). As users begin to view themselves as passive objects of system
decisions, they are likely to perceive Al systems as exercising uneven control and protection in favor of institutional
stakeholders rather than individual stakeholders (Chernyshev et al., 2019). As a result, the EUA becomes a VAM-based
perceived risk factor that amplifies PAID as a governance-level consequence of reduced user empowerment (Pool et al.,
2024).

Hé: Erosion of User Agency has a positive effect on Perceived Algorithmic Inequity and Discomfort.
Algorithmic Opacity Risk and Perceived Algorithmic Inequity and Discomfort

AOR is defined as users’ perceived inability to understand, evaluate, or assess Al system data processing, decision-making
logic, or accountability structures commonly described as the “black box” nature of Al systems. Within Al application
information governance, AOR represents a significant risk factor that constrains users’ ability to evaluate system fairness,
accountability, and legitimacy (Fernando and Dawson, 2009). From a VAM perspective, AOR functions as an interpretive
mechanism through which accumulated perceived sacrifices related to Al systems are translated into value-based
judgments. The VAM framework posits that when perceived sacrifices outweigh perceived benefits, lack of transparency
in Al design, overstated assertions about the capabilities of Al, and a lack of clear explanations about decision logic
further cloud users’ capacity to evaluate accountability structures, thus exacerbating feelings of inequity. This problem is
particularly urgent in high-risk sectors like the healthcare sector, where the Al systems could influence high-risk decisions
while the system architecture is opaque (Krokowski and Hirsch-Kreinsen, 2025). The users could therefore feel that there
is an imbalance in the allocation of risks and benefits in the Al decision structures (Chernyshev et al, 2019). When
perceived sacrifices outweigh perceived benefits, users are more likely to rely on inference rather than evidence-based
evaluation in forming their assessments of a technology (Kim et al., 2007). In Al, the capacity of users to assess the
decision logic, fairness, unbiasedness, and equity is impeded by the opacity of algorithms. Previous studies have shown
that the difficulty of assessing the decision logic and accountability mechanisms of Al is a factor in the perceived
unfairness of treatment, especially when users are not aware of the possible biases and discriminatory patterns
incorporated in Al systems (Chi et al., 2017) (Choi and Johnson, 2021). A lack of transparency in Al design, overstated
claims about the capabilities of Al, and a lack of clear explanation of decision logic further clouds the user’s ability to
evaluate accountability structures, thus exacerbating feelings of inequity (D'Arcy et al.,, 2009) (Dutta et al., 2022). This is
especially true in high-risk areas such as healthcare, where Al systems could impact high-stakes decisions but the
underlying architecture of the system and accountability mechanisms are opaque (Krokowski and Hirsch-Kreinsen, 2025).
Users could therefore feel that there is an inequitable allocation of risk and benefit encapsulated in Al decision logic.
Across the Al lifecycle, insufficient transparency complicates the evaluation of bias, organizational liability, and corrective
mechanisms, thereby increasing uncertainty regarding justice and equity (Odilla, 2024). In highly autonomous and large-
scale Al systems, opacity increases users’ dependence on assumptions over verifiable evidence, thus increasing the
perception of inequity even if the discriminatory outcomes are not directly observable (Fernando and Dawson, 2009).
Thus, in the context of Al information governance, AOR is a direct antecedent of PAID, as users feel a lack of transparency
and accountability as signs of imbalance in information governance (Recker et al.,, 2019).

H7: AOR has a positive effect on Perceived Algorithmic Inequity and Discomfort.
User Agency Erosion, Algorithmic Opacity Risk, and Perceived Algorithmic Inequity

In Al information governance, system risk appraisal refers to the identification and evaluation of threats generated by Al
systems throughout their lifecycle, considering both their likelihood and potential impact. However, effective governance
extends beyond technical safeguards and formal controls; it also requires that users are able to understand, monitor,
contest, and meaningfully engage with how Al systems function. When users are faced with limited maneuverability,
limited oversight, and limited opportunities to influence Al-driven decisions, their capacity to observe, interpret, and
assess system risk is significantly diminished. Based on the VAM, loss of user agency represents a basic perceived sacrifice
that contributes to higher psychological and governance costs of Al adoption (Kim et al.,, 2007). VAM argues that when
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people feel their efforts are greater than the benefits they will receive, they tend to trust their intuition more than facts
when judging system behavior (Choi and Johnson, 2021). In the Al realm, the lack of user agency leads to less
engagement with risk identification, monitoring, and management, as well as less ability to hold systems accountable
(Paulus et al., 2024). In such a scenario, users are more likely to be exposed to high levels of AOR, which is defined by the
perception that Al systems are irrefutable and opaque (Joia and Correia, 2018). Empirical studies show that when user
engagement with accountability is low, there is a positive correlation with unpredictability and a lack of participation in
governance (Balkan and Akyuz, 2025). While institutions have implemented measures such as cybersecurity ratings,
compliance certification, and risk classification to improve system assessment, these measures have been found to be
less explanatory and ineffective in overcoming users' perceptions of opacity (Novelli et al, 2024). Moreover, the
overstated stories about the autonomy of Al systems could also perpetuate the replacement of human judgment in risk
assessment, thus increasing the perception of opacity (Krokowski and Hirsch-Kreinsen, 2025). Studies on team security
approaches and distributed decision-making in crisis environments have found that the application of diffuse
accountability structures, although enhancing resilience, may also contribute to perceptions of opacity (Johnston et al.,
2019). In critical fields such as healthcare and mobile health (mHealth), the presence of complex technical, organizational,
and legal protections may make Al outputs and explanations opaque (Harvey and Harvey, 2014). Moreover, the lack of
user expertise and inadequate explanation facilities can further contribute to the perception of opacity (Mueller, 2025). In
line with the VAM cost-benefit framework, the perception of reduced agency in Al-based decision-making can enhance
perceived sacrifices in comparison to the perceived benefits (Kim et al., 2007). Consequently, the user will be more likely
to view the lack of transparency as a symptom of an imbalance in governance and inequity. Therefore, the AOR factor will
strengthen the PAID factor, which is a governance-level outcome in which opacity is a mediator between reduced agency
and perceptions of injustice in Al systems (Ldimmermann et al., 2024).

H8: AOR mediates the relationship between Erosion of User Agency and Perceived Algorithmic Inequity and Discomfort.
Conceptual Framework

The proposed Figure 7 illustrates consumer perception of Al application information governance by explaining how
different perceived risks shape negative algorithmic outcomes. Specifically, [IR, CCER, and EUA act as key antecedents
influencing consumers’ perceptions of algorithmic AOR and PAID. Paths H1-H3 indicate that when consumers perceive
excessive data collection, heightened cyber vulnerability, and reduced control over Al-driven decisions, they are more
likely to view Al algorithms as opaque and non-transparent. This opacity, in turn, directly increases PAID (H7), suggesting
that a lack of explainability and visibility in Al systems fosters feelings of unfairness, bias, and unease. Additionally, paths
H4-H6 demonstrate that these risk perceptions also exert direct effects on PAID, highlighting that consumers’ concerns
are not solely explained by opacity but also stem from broader governance and autonomy issues. The model further
proposes mediation effects, where AOR partially or fully mediates the relationship between governance-related risks and
negative consumer outcomes (H8), underscoring the central role of transparency in Al information governance. Overall,
the framework emphasizes that weak information governance in Al applications amplifies consumer discomfort both
directly and indirectly through perceived algorithmic opacity.
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FIGURE 1: Conceptual model

Source: Authors

Research Method

Data collection

Data collection (Figure 2) was conducted through social media channels, namely WhatsApp and Facebook. These
platforms host professional communities, such as the Pakistan Students and Scholars Association South Korea (PSAK),
with approximately 8,000 followers, and SEEKERS, a network of educated students and professionals, with approximately
17,000 followers on both platforms. We used the questionnaire, and a total of 300 responses were collected for data
analysis. SPSS and AMOS software were used. This figure shows a line chart titled "Survey Responses Over Time,'
depicting daily response counts from early November to early December 2025. Dates are listed along the horizontal axis,
and the number of responses is shown on the vertical axis. In the beginning stages, the data points sit low in the gutters,
with just a few totals represented from 1 to 6 and an occasional odd day represented by the number 13. As the month of
November progresses, the data points jump upward in fits and starts, showing a fast climb upward and a dip downward.
The high points are reached toward the end of the month, with data points brushing against 30. Next comes a dip
downward, followed by upward surges and a climb to the start of the month, with the data points pushing to 20 to 28 by
the end of this sequence of events.
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Measurement items

Table 7 shows the data collection purposes; the structured questionnaire was used to measure the operationalization of
the proposed constructs in the research model. The questions in the structured questionnaire are based on the scales
used in the past, and the questions are tailored to the context and used in the context of information governance for the
application of Al. The details of the measurement items, definitions, and sources are listed in Table 7. The five-point Likert
scale is used for data collection, and the scale ranges from 1 to 5, which stands for "strongly disagree," "disagree,'
"neither," "agree," and "strongly agree," respectively. The respondents are given the opportunity to specify the degree of
their perception within this context and with respect to Al risks. The IIR is monitored with respect to four indicators,
namely 1IR1, lIR2, lIR3, and IIR4. The indicators measure how people feel about information collection, information usage
outside of original intent or permission, information ownership confusion, and information retention. CCER has another
set of four indicators: CCER1 refers to consumer concerns about hacking; CCER2 refers to consumer concerns about
information usage; CCER3 refers to consumer concerns about cybersecurity; and CCER4 refers to consumer concerns
about inequality of cyber harm. The EUA has another set of four indicators or dimensions: EUA1 to EUA4. The EU
indicators measure consumer perception of losing control in Al-related decisions, reliance on decisions taken
autonomously by Al, lack of disconfirm ability of Al-related information, and lack of explanation about information usage.
It is characterized by four measures: AOR (AOR1-AOR4), which refers to the perception of the consumer that he or she
does not understand the Al-related decision, especially when there is the occurrence of cyber vulnerability, or access
issues, etc. Lastly, perceived algorithmic inequity and discomfort have another set of four indicators: PAID1-PAID4, which
refers to issues of fairness, enhancing bias, suspicion of unintended effects of Al-related information usage, and erosion of
trust as a result of the mysterious nature of Al models.
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Measurements Items Definitions Questions Sources
Informational Intrusion Risk The concern that Al systems IIR 1—If their personal (Recker et al., 2019)
may collect and utilize too information is being collected
much personal data or do so by applications based on Al in
inappropriately. excessive amounts, | do not

think their algorithm is clear to
me. lIR 2—If my personal
information is used by the
applications related to artificial
intelligence in a way that | did
not originally agree to, then |
am having difficulty
understanding the way by
which the applications'
decisions are made. IR 3—I am
unsure who can access my
personal data in Al
applications, and this makes
them seem non-transparent
and opaque to me. IR 4—The
longer Al applications store my
personal data, the less
transparent the data
processing and decision-

making procedures seem to

me.
Consumer Cyber Exposure Risk = The concern about CCER 1—Since artificial (Weber, 2020)
cybersecurity threats that intelligence applications wield
come with Al-enabled significant influence over my
applications. personal information, | am

quite uncomfortable about the
treatment of users by the
algorithmic decisions. CCER 2
—~Concerns regarding
exposure of my personal data
because of hacking and misuse
make me feel apprehensive
regarding the fairness of
decisions made by Al
technology. CCER 3—If the
cybersecurity breakdowns
happen in Al, | am concerned
that their algorithmic result
might harm me. CCER 4—The
risk that some unauthorized
individuals may take

advantage of Al systems gives
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Erosion of User Agency

Algorithmic Opacity Risk

The feeling of users losing
control and influence over the

decisions led by Al.

The perceived inability to
understand how Al algorithms

generate decisions.

me the concern that some
users may be negatively
affected by an inequitable Al-
related decision.

EUA 1—I strongly believe that
because of the use of my own
data in numerous Al
applications, | have no control
over the decisions that are
made for me. EUA 2—Al
applications have the ability to
make critical decisions without
human interference. The
decision process in these
applications is opaque to me.
EUA 3—When personal data is
extensively utilized,
challenging decisions made by
artificial intelligence
algorithms become difficult.
EUA 4—The manner in which
the Al applications utilize my
personal data is not elucidated
sufficiently so that | can

comprehend their reasoning.

AOR 1 —In current Al
applications, when my data are
threatened by cyberattacks, |
feel a lack of control over the
decisions that could
discriminate against users. AOR
2— In current Al applications,
when my data are threatened
by cyberattacks, it is hard for
me to understand decisions
that could discriminate against
users. AOR 3—Due to the
weaknesses that exist in
cyberspace and that are out of
my control, | am uneasy with
the way decisions are made by
applications concerning me by
artificial intelligence. AOR 4—If
Al systems are vulnerable to
unauthorized access, | am
concerned that the results of
these algorithms might not

always favor all individuals.

(Giannouchos et al., 2021)

(Hassidim et al., 2017)
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Perceived Algorithmic Inequity ~ The perceived unfairness of Al- PAID 1—In cases when Al is (Hassandoust et al., 2021)
and Discomfort driven outcomes and the non-transparent, it may lead to
discomfort they cause. unfairness due to hidden

biases. PAID 2—Because Al
decision-making is opaque, Al-
driven results could lead to an
exacerbation of existing social
inequality. PAID 3—The black
box nature of Al applications
makes me suspicious of their
potential unintended
outcomes. PAID 4—As a result
of Al "black boxes," failures
decrease my trust in the use of

Al technologies.

TABLE 1: Measurement items

Source: Authors

Data analysis tools and techniques

The analysis was carried out through careful scrutiny following the scientific method, utilizing widely recognized
statistical application toolsets. The toolset deployed was SPSS Statistics software. Phase 1 included ensuring the accuracy
of the information and handling missing data, as well as carrying out a preliminary assessment of the respondents. The
methodology deployed in collecting information for analysis consisted of five options in a Likert scale, ranging from 1 for
"strongly disagree" to 5 for "strongly agree! The system anticipates collecting the perceptions of the respondents
concerning information risk associated with Al implementation. To test the measurement model and assess the
hypothesized relations, AMOS was employed to conduct both CFA and SEM, as it can help test construct validity,
including convergent and discriminant construct validity, where the relations among latent variables can simultaneously
be tested and the relations of mediation can be investigated in terms of how the threat of opaque algorithms can
influence the perception of risk in governance and the related sense of inequity and algorithmic discomfort. In general,
by using SPSS software together with AMOS 26, a comprehensive analytical setting is created, which confirms the
reliability, validity, and rigor of the research findings included in this research.

Results And Discussion

Data analysis and results

Demographic Analysis

Table 2 illustrates the characteristics of consumers. This study included the demographic questions related to gender,
age, education, profession, and income to know about the respondents’ characteristics. The collected data at the end
showed that the respondents (n = 300) indicate a male-dominated sample, with 74.0% male (n = 222) and 26.0% female
(n = 78) participants. The gender breakdown implies that the results could better represent views from a male
perspective. Moving to age, most respondents fall within the 21-30 age group (55.0%) and then the 31-40 age group
(38.0%), meaning that most respondents fall within the young to middle-aged demographic. Fewer respondents fall
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within the 10-20 age group (3.0%), 41-50 age group (3.7%), and over 50 age group (0.3%), meaning that there is poor
representation from the older generation. For educational qualifications, most people fall within the advanced
educational level and include those with Ph.D. educational levels (43.0%) or those in pursuit of a Master’s (39.0%) level,
with 1 8.0% in pursuit of a Bachelors level. This pattern reveals that the respondents are highly educated, which is suitable
for the investigation of complex constructs like algorithmic risk and perceptions. The occupational characteristics of the
respondents reveal that almost half of the population is comprised of students (47.7%) followed by those associated with
research (25.3%), which reveals good representation from academic as well as research communities. The other
occupations include engineers (7.0%), private workers/businessmen (3.0%), artists (1.3%), and others (1 5.7%), varying
somewhat on the basis of their occupation. Concerning monthly income, the largest group of respondents falls between
USD 500-1000 (39.7%), followed by those earning between USD 1000 and 1500 (26.3%). The rest, constituting the smaller
group, earn between USD 1500 and 2000 (7.7%), followed by a few who earn between USD 4000 and 8000 (1.0%). The
"Others" group, constituting 25.3%, indicates variability or nondisclosure among a substantial number of respondents
regarding their earnings. The demographic breakdown presents a considerably young, highly educated, and
academically engaged group with moderate earnings, appropriate for studying impressions about algorithmic
transparency, agency, or lack of fairness. However, generalization remains an important concern, as the sample is less
representative of older or less-educated populations, and the results should therefore be interpreted cautiously. The
analysis adds emphasis on the fact that, due to the high percentage of men in the sample being highly educated, there is
an influence on how Al governance risks might be perceived. This is because men in general tend to be more
knowledgeable about technology than women. Moreover, the fact that there is a high percentage of respondents in the
younger age groups (21-40) indicates that the findings have been more representative of digitally experienced users. This
is beneficial in gaining more insights into Al interactions. However, there is also a high percentage of students in the
sample, which indicates that the findings have been more representative of a cognitively engaged population. This is
beneficial in assessing complex constructs but might be biased toward more analytical evaluations of risks. According to
the authors, the demographics chart provided in the category “Others” (15.7%) includes all categories of people:
educated, private sector employees, government (Govt) sector employees, businessmen, artists, and laborers.
Nonetheless, the current research intends to explore the consumers' views on Al-powered systems, focusing on users
who are actively involved in this process. Involvement of all categories of people in using Al systems means that their
perspectives are essential for further understanding this phenomenon. According to the authors, there is not any issue
with external validity. As the current study is a small-scale study, it can be constrained by the sample size. This is the
reason it has focused on a small sample size from the population. According to the authors, all the descriptive texts are
based on the literature review and research process, such as methodology, data analysis, and overall results and
discussion.
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Information

Demographical Factors

Gender

Male

Female

Age

10-20

21-30

31-40

41-50

50 Above

Qualification

Bachelors Student

Masters Student

PhD and others

Profession

Student

Researcher

Engineer

Private Employee/Businessman

Artists

Others

Income (Monthly)

500USD-1000USD

1000USD-1500USD

1500USD-2000USD

Sample (N = 300)

222

78

165

114

11

54

117

129

143

76

21

47

119

79

23

Percentage %

74.00%

26.00%

3.00%

55.00%

38.00%

3.70%

0.30%

18.00%

39.00%

43.00%

47.70%

25.30%

7.00%

3.00%

1.30%

15.70%

39.7

26.3

77
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4000USD-8000USD 3 1

Others 76 253

TABLE 2: Respondents characteristics

Source: Authors

Descriptive statistics, reliability, and correlations

Table 3 shows the results of the characteristics of the sample, reliability analysis, and relationships of the variables
included in the research using the sample of 300 people. In most of the cases, averages are at a mid-to-high level,
between 13.58 and 15.73 points. This shows positive results indicating good perception of these constructs. The most
significant factor found was IIR, with the top scores of the sample, with an average of 15.73 points and a standard
deviation of 3.37. This shows that respondents are highly concerned about the amount of collected information during Al
application. In contrast, the weakest perception of respondents and of the whole sample was found for PAID - the least
results of these constructs - with an average of 13.58 points and a rather large standard deviation of 4.3, showing wide
variation of opinions, mostly negative. All constructs show excellent reliability, with Cronbach Alpha results of 0.921,
0.979, far above the required 0.70. The result of the correlation analysis indicates clear and significant relationships
among the variables at a 0.01 confidence interval. IR is noteworthy in that it has a significant relationship with CCER at r =
0.882. This indicates that when there were apprehensions about the intrusive use of user data, apprehensions about
cybersecurity exposure were always present. EUA indicates a high relationship with AOR at r = 0.722 and PAID at r = 0.700.
This suggests that when there was a lack of EUA, perceptions of non-transparency and algorithmic unfairness always
accompanied AOR. However, AOR and PAID are also strongly related at r = 0.851. This suggests that perceptions of high
opacity also strongly corresponded with perceptions of unfairness in the algorithms. This suggests strong reliability in
terms of relationships within the constructs and strong empirical support from a conceptual framework.

Variable Mean SD IIR CCER EUA AOR PAID
IIR 15.73 3.37 -0.938

CCER 15.28 3.32 882" -0.921

EUA 14.74 4.11 450™ 548" -0.979

AOR 14.34 4.18 406" 443" 722 -0.966

PAID 13.58 43 395 431" 700" 851" -0.963

TABLE 3: Descriptives, reliability, and correlations

Source: Authors. Note: n = 300; p < 0.01. Cronbach’s alpha = Italic values. SD, Standard Deviation; IIR, Informational Intrusion
Risk; CCER, Consumer Cyber Exposure Risk; EUA, Erosion of User Agency; AOR, Algorithmic Opacity Risk; PAID, Perceived
Algorithmic Inequity and Discomfort
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Confirmatory factor analysis model structure

As shown in Table 4, the measurement model above indicates that the reliability of this model is strong and the
convergent validity is good, while the overall model fits well. All standardized factor loadings range from 0.766 to 0.971,
well above the cut off of 0.70. Thus, it is evident that these measures are reliable in measuring their respective constructs
well. As for reliability, Cronbach’s Alpha is also well above the cut off of 0.70, ranging from 0.857 to 0.959. Moreover,
Composite Reliability ranges from 0.916 to 0.979, confirming well-developed reliability among these or across all of the
constructs. As for convergent validity, the range of AVES from 0.734 to 0.919 is well above the cut off of 0.50. Besides, with
regards to model fits, the measurement model has shown adequate overall model fit. As per Hair et al., and with data

shown in model fits above, the measurement model’s parsimonious fits are well within the range of 3 to 5 as xz/df is
equal to 2.276; with GFl and AGFI ranging from 0.901 to 0.865, it is well above the cutoff point of 0.80; and incremental
fits range from 0.960 to 0.977, surpassing well the cut off of 0.90. Besides, with RMSEA and RMR of 0.065 and 0.040,
respectively, they are relatively within the cut off of 0. The high standardized factor loadings of all constructs confirm that
all indicators are significant representatives of the respective underlying theoretical construct, ensuring that the
measurement of lIR, CCER, EUA, AOR, and PAID is grounded in theory and consistent with the proposed framework.
Additionally, the high values of Cronbach’s Alpha and Composite Reliability for all constructs confirm that all indicators
are coherent representatives of the respective underlying dimension of Al governance risk. Moreover, the satisfactory
values of AVE also confirm convergent validity, which supports the assumption that each construct represents a unifying
concept while still being statistically different from other constructs. The distinction between similar constructs is also
crucial in the case of EUA and AOR, as there is theoretical similarity but still statistical distinction. Overall, these results not
only go beyond statistical results but also confirm that the measurement model is in line with theoretical expectations,
thus creating a solid and reliable foundation to examine the structural relationships and validate the proposed model in
the context of Al governance risks.
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Constructs Indicators Std. Factor Purpose of Cronbach's Composite AVE
Loadings Deploying the Alpha (CA) Reliability (CR)
Construct

Informational IIR1 0.828 We used IIR to 0.922 0.93 0.782
Intrusion Risk understand
(IIR) whether users

feel Al

applications

collect too

much personal

information.

IIR 2 0.92 We used IIR to
examine
concerns about
personal data
being used
without original

consent.

IIR3 0.919 We used IIR to
assess whether
uncertainty
about data
access and
storage makes
Al algorithms

seem unclear.

IR 4 0.882 We used IIR to
explain how
privacy
intrusion
increases
perceptions of
non-

transparency in

Al systems.
Consumer CCERS5 0.914 We used CCER 0.828 0.916 0.73
Cyber Exposure to measure
Risk (CCER) users' fear of

hacking, data
misuse, and
unauthorized

access.
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CCER6 0.922 We used CCER
to examine
whether
cybersecurity
threats affect
fairness
perceptions of

Al decisions.

CCER7 0.766 We used CCER
to understand
how weak
cybersecurity
makes users
feel exposed
and

unprotected.

CCER 8 0.83 We used CCER
to link cyber
risks with
discomfort and

concern about

harmful Al

outcomes.
Erosion of User EUA 9 0.92 We used EUA to 0.82 0.976 0.919
Agency (EUA) assess whether

users feel a lack
of control over
Al-driven

decisions.

EUA 10 0.972 We used EUA to
examine
concerns about
Al making
important
decisions
without human

involvement.

EUA 11 0.966 We used EUA to
understand
difficulties users
facein
challenging Al

decisions.
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EUA 12
Algorithmic AOR 13
Opacity Risk
(AOR)
AOCR 14
AOR 15
AOR 16
Perceived PAID 17
Algorithmic
Inequity and
Discomfort
(PAID)
PAID 18

0.922

0.965

0.966

0.889

0.878

0.926

0.925

We used EUA to
explain how
reduced user
control makes
Al systems feel
opaque and

unaccountable.

We used AORto  0.925 0.919
measure how Al

decision-

making feels

unclear or like a

"black box."

We used AOR to
understand
why users
struggle to see
how Al
decisions are

made.

We used AOR to
examine
whether lack of
transparency
increases
fairness and

trust concerns.

We used AOR to
test opacity as a
link between
loss of user
agency and
perceived

unfairness.

We used PAID 0.915 0.951
to capture

perceptions

that Al

decisions may

be unfair or

discriminatory.

We used PAID
to measure

users'

0.852

0.828
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uneasiness and
discomfort with
Al decision-

making.

PAID 19 0.918 We used PAID
to assess
concerns that Al
outcomes may
not benefit all

users equally.

PAID 20 0.826 We used PAID
to evaluate how
opacity and
cyber risks
reduce trustin

Al technologies.

TABLE 4: Confirmatory factor analysis

Source: Authors

Assessment of structural model fit

As shown in Table 5, the findings show that the proposed model provides a good and strong fit for the data. Even though
the chi-square statistic is statistically significant (x* = 352.720, df = 156, p < .001) this is not uncommon in SEM modeling.
This is especially true in situations where the data are sampled from a moderate- to large-sized sample. This is due to the
high sensitivity of the chi-square statistic to large sample size and slight model misspecification. Therefore, the focus is

given to alternative indices. The normed chi-square (xz/df = 2.276) is less than the established limit of 3.0. This indicates
acceptable levels of parsimony and fit. In relation to absolute fit, the GFl index has a value of .906, higher than the cut-off
of .90, while the AGFI has a value of .865, significantly higher than .80, thus demonstrating that the model presents
sufficient fit to the observed covariance matrix. With respect to incremental (comparative) fit, all of these NFI (.960), IF
(.977), TLI (.972), and CFI (.977) are well above the critical level of .95, thereby indicating that the model shows excellent
improvement over the null model. In relation to the RMSEA, its index of .065, although lower than .08, is also near .06,
suggesting that the fit is good in approximating the population covariance matrix. Hence, these results demonstrate that
the model has achieved sufficient fit, suggesting that it can be used to test the hypotheses.
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Fit Index Obtained Value Interpretation

Chi-Square (x°) 352.720 Sensitive to sample size
Degree of Freedom 156 Model complexity indicator
X’/df (CMIN/df) 2.276 Acceptable fit

P-value .0001 Significant (common in large samples)
GFI .906 Acceptable fit

AGFI .865 Acceptable fit

RMR .040 Good fit

NFI .960 Good fit

IFI 977 Excellent fit

TLI 972 Excellent fit

CFI 977 Excellent fit

RMSEA .065 Acceptable

TABLE 5: Model Fit Indices

Source: Authors. GFl, Goodness-of-Fit Index; AGFI, Adjusted Goodness-of-Fit Index; RMR, Root Mean Square Residual; NFI, Normed
Fit Index; IFl, Incremental Fit Index; TLI, Tucker-Lewis Index; CFl, Comparative Fit Index; RMSEA, Root Mean Square Error of
Approximation

Discriminant validity

From Table 6, it is clear that discriminant validity exists, together with the relationship between the different variables in
this study. The diagonal scores, ranging from 0.857 to 0.959, represent the square root of the total square root of each of
the constructs’ AVE score, which is situated clearly above the off-diagonal scores. This verifies that the study's measures of
risk types, i.e.,, AOR, IIR, CCER, EUA, and PAID, are clear distinct from one another. Furthermore, the study found the
following connections to be consistent with theoretical predictions: "AOR" had strong theoretical relationships with EUA
(0.762) and with PAID (0.906), which explains that the less control the consumer has, the more uncomfortable the Al
system will be perceived to be. IIR and CCER had moderate-to-strong positive relationships with the study's measures of
Algorithmic Opacity (0.459 and 0.469), revealing the connection to the theory that general concerns over Al system
privacy drive opinions on the lack of transparency in the system's associated algorithms.
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Algorithmic Informational Consumer Cyber Erosion of User Algorithmic
Opacity Risk Intrusion Risk Exposure Risk Agency Inequity and
Discomfort

Algorithmic 0.924

Opacity Risk

Informational 0.459 0.884

Intrusion Risk

Consumer Cyber 0.469 0.954 0.857

Exposure Risk

Erosion of User 0.762 0.468 0.546 0.959

Agency

Algorithmic 0.906 0.439 0.443 0.739 0.915

Inequity and

Discomfort

TABLE 6: Discriminant validity

Source: Authors

Path coefficient estimates and hypothesis testing results

The results in Figure 3 show that each construct measures up well, and the proposed associations indeed occur in the real
world. A large relationship exists in the finding that IIR and AOR go together (3 = 0.88), indicating that if a consumer feels
that the data collection was excessive, the algorithm was non-transparent. In addition, if the perception of consumer
cyber risks perception exists (B = 0.50), and the erosion of control perception exists (3 = 0.55), it demonstrates that
consumer risks contribute to opacity perception. The direct effects on perceived inequity in algorithms and levels of
unease show positive, though limited, effects in terms of risks of informational intrusion (3 = 0.16), cyber exposure (3 =
0.17), and losing control ($ = 0.15), while the effect of algorithmic opacity is strong in terms of algorithmic inequity and
discomfort ( = 0.47), as it significantly implies the degree to which the presence of Al is perceived to promote inequity
and discomfort if it is opaque to the social subjects. Based on these outcomes, it can be concluded that the mediating
role of the risk of opacity in algorithms in the relationship between perceived risks by consumers and inequity involves
transparency as a cornerstone in the governance of information in Al systems.
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FIGURE 3: Structural equation model

Source: Authors. lIR, Informational Intrusion Risk; CCER, Consumer Cyber Exposure Risk; EUA, Erosion of User Agency; AOR,
Algorithmic Opacity Risk; PAID, Perceived Algorithmic Inequity and Discomfort

Hypothesis testing

The results of the hypothesis test show a high level of significance of the research model that includes seven proposed
relationships (Table 7). All hypotheses reveal that the direction of the proposed relationship is positive and statistically
significant for all paths (p = 0.001). Thus, we can say that all suggested relationships between Al risk, algorithmic opacity,
and consumers’ perception of inequity in algorithms are reliable and significant. It is important to note that the
standardized path coefficient () of each path is between 0.211 and 0.279. Hence, we may conclude that all the variables
positively contribute to the explanation of consumers’ perceptions of Al systems. Therefore, we can say that the concerns
of consumers about privacy, cybersecurity, and loss of control are not separate factors; they are interrelated and impact
the overall evaluation of the Al equity and transparency. With respect to the VAM, risk perceptions may be considered as
the perception of the sacrifices that are made by users of Al technology. Thus, the increased concern about the risk of
using Al applications increases the concerns about their work. The first hypothesis (H1) was formulated with regard to the
relationship between IIR and AOR. According to the obtained results, there is a significant positive relationship (3 = 0.221,
p = 0.001), which means that high perception of informational intrusion correlates with high perceptions of algorithmic
opacity. As a result, it becomes obvious that people get more worried about Al transparency when they perceive Al
systems as those that gather too much personal information or monitor their online actions. Nowadays, many Al systems
are designed to collect vast amounts of user information to make recommendations, predictions, and automated
decisions for the user. The results confirm the existence of a positive impact of the variable on algorithmic inequity ( =
0.223, p = 0.001), meaning that when people worry about their privacy, they think that the system is acting unfairly to
them. There is a probability that consumers feel that excessive gathering and use of their personal information leads to
the discrimination of users. For instance, when the information that is used by an Al system is incomplete, wrong, and
biased, there is a chance of making decisions that affect particular individuals negatively. The fifth hypothesis (H5) looked
at the influence of consumer cyber exposure risk on algorithmic inequity. Examples of how perceived risk impacts the
perception of Al based on the transparency and fairness aspects. In practical terms, Al developers, companies, and
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governments should focus on developing explainable Al, responsible data management, cybersecurity, and empowering
consumers to make informed decisions. As it can be seen from the results, there is a significant positive association (3 =
0.226, p = 0.001), which means that the risk of cybersecurity influences the perception of potential unfairness of Al
systems. It is likely that consumers worried about the cyber risks will wonder if Al systems are able to provide adequate
protection of consumer data and if decisions made by algorithms are based on secure data. In this regard, the
importance of providing cybersecurity protection becomes not only a technical aspect but also a way of promoting
perceptions of the absence of unfairness. The sixth hypothesis (H6) examined the relationship between EUA and
algorithmic inequity. The findings confirm a significant positive relationship (3 =0.211, p = 0.001). This implies that when
users think that they have little control over decisions made by Al, they view such decisions as being unfair. The
expectation among users is that the technology will be used in a manner that will complement their decisions and not
replace the judgment of the users. Decisions made by the system without any input from the user, without the provision
for explanations, and without providing an opportunity to appeal such decisions, make users feel marginalized during
the decision-making process.
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Hypothesis No. Hypothesized

Relationship

H1 Informational
Intrusion Risk
positively
influences
Algorithmic
Opacity Risk

H2 Consumer Cyber
Exposure Risk
significantly
influences
algorithmic opacity

risk.

H3 Erosion of User
Agency positively
influences
Algorithmic
Opacity Risk

H4 Informational
Intrusion Risk
positively
influences
Algorithmic
Inequity

H5 Consumer Cyber
Exposure Risk
significantly
influences
algorithmic

inequity.

H6 Erosion of User
Agency positively
influences
Algorithmic
Inequity

Path

Intrusion Risk —
Opacity Risk

Exposure Risk —

Opacity Risk

User Agency —

Opacity Risk

Intrusion Risk —

Inequity

Exposure Risk —

Inequity

User Agency —

Inequity

0.222

0.228

0.221

0.223

0.226

0.211

p-value

0.001

0.001

0.001

0.001

0.001

0.001

Result

Supported

Supported

Supported

Supported

Supported

Supported
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H7 Algorithmic Opacity Risk — 0.278 0.001 Supported
Opacity Risk Inequity
positively
influences
algorithmic

inequity.

TABLE 7: Hypothesis analysis and results

Source: Authors

The seventh hypothesis (H7) was designed to investigate the relationship between AOR and algorithmic inequity. The
findings showed that there was the highest relationship among all hypotheses tested (3 = 0.279, p = 0.001). It is evident
that transparency is a significant factor for determining Al fairness. The inability to provide explanations for users to
comprehend how the algorithms work causes decisions to be made that make possible discrimination and inequitable
decision-making, and the lack of explainability makes it impossible to verify whether the data applied by the algorithm is
reliable, hence increasing uncertainties. It means that it is vital to enhance transparency and explainability to reduce
inequities. The structural model results demonstrate that privacy concerns, cybersecurity risks, and reduced user
autonomy are important predictors of consumers’ perceptions of Al opacity and inequity. Among all factors, algorithmic
opacity has the strongest influence on perceived inequity, indicating that transparency is a key mechanism connecting Al
decisions to fairness concerns. This highlights the need to take into consideration the comprehensibility, controllability,
security, and fairness aspects of Al, apart from how functional and valuable the Al is to consumers. With regard to the
theoretical aspects, the current research builds on the VAM, providing insights that can help reduce concerns about Al.

Indirect mediation effect

The aim of the mediation analysis is to test the role of AOR as the mechanism underlying the connection between
EUA and PAID (Table 8). In such a model, EUA serves as the independent variable, AOR is a mediating variable, while PAID
acts as the dependent variable. In general, the mediation analysis is needed to identify whether the impact of the feeling
of a loss of control over Al on the perceived algorithmic inequity and discomfort occurs partly via the perception of
opacity of Al. Indirect effect from the analysis is equal to B = 0.228. Indirect effect can be understood as the joint effects of
EUA on AOR and AOR on PAID. This effect is usually presented as the product of both paths a x b. Positive value of 0.228
means that high levels of EUA will cause high levels of PAID due to AOR. This fact shows that the more users lack control
over Al usage, the greater their perceptions of algorithmic opacity will be. The statistical significance of the indirect effect
is proved by the fact that its p-value is below 0.001. This fact proves that the statistically significant indirect effect does
not equal zero. The reported 95% confidence interval equals 0.11, 0.12. The fact that both limits of the interval are
positive and the interval does not include zero means that the indirect effect is statistically significant according to the
standard bootstrap mediation criterion. Namely, the interpretation of the above findings may follow a three-step pattern.
First, EUA is a sense of users' inability to control or have any influence on Al systems. Once users feel their inability to
control something, they start worrying about the functioning of Al systems and their decisions. Secondly, such concerns
might increase the risk of Algorithmic Opacity, meaning that users perceive the processes, decision-making, and
reasoning of the Al systems as incomprehensible and obscure. Finally, AOR will result in higher feelings of algorithmic
inequality and discomfort when Al decisions are not comprehensible, accessible, and challengeable for users. In other
words, AOR is the explanatory factor that exists between EUA and PAID. These findings are not only about the association
between EUA and PAID but also point to the fact that this association exists through the perceptions of algorithmic
opacity held by users. This finding is theoretically significant in the sense that the absence of user control contributes to
these negative perceptions partially due to algorithmic opacity perceptions. For instance, when an individual uses an Al-
driven recruitment system while having limited capability to interpret and affect the process of evaluation of the
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application by the system, it is likely for such an individual to have decreased perceptions of control. When such a system
does not provide sufficient information on how the decisions are made, an individual is likely to feel that the algorithm
lacks transparency. In turn, lack of transparency may cause an increased perception of unfairness or discrimination. The
result marked “Mediation supported” is therefore consistent with the statistical evidence provided in the table. The
significant positive indirect effect, p < 0.001, and confidence interval that does not cross zero collectively support the
conclusion that AOR plays a significant mediating role in the relationship between EUA and PAID. However, it is necessary
to differentiate between mediation and causation. Statistical significance of mediation means that there exists an
relationship between the variables along the proposed indirect path; however, the cross-sectional survey study does not
provide the possibility to conclude that the EUA causes the AOR or vice versa. Mediation analysis sought to establish
whether AOR would mediate the relationship between EUA and PAID. The results revealed a statistically significant and
positive indirect effect (3 = 0.228, p < 0.001, 95% Cl [0.11, 0.12]). Because the confidence interval does not contain zero,
there is a statistically significant indirect effect, implying that there is a mediation relationship. The results imply that
there is a correlation between EUA and AOR, which, in turn, correlates with PAID. However, given the cross-sectional
nature of the study, the findings should be interpreted as evidence of an indirect association rather than definitive causal
mediation.

Mediation Indirect Path B (Indirect 95% CI - LL 95% Cl - UL p-value Result Status
Hypothesis Effect)
Effect Type
Indirect Effect (a Erosion of User 0.228 0.11 0.12 < 0.001 Mediation
X b) Agency — Supported
Algorithmic
Opacity Risk —
Algorithmic
Inequity and
Discomfort

TABLE 8: Mediation analysis result

Source: Authors. Cl, Confidence Interval; LL, Lower Limit; UL, Upper Limit

Discussion

The mediation analysis was carried out in order to investigate the mediating role of AOR in the influence of EUA on PAID.
The purpose of the mediation analysis is to find out whether the effect of decreased user agency (i.e., decrease in the
user’s control, influence, and freedom of initiative regarding the Al system) on the perceived inequity and discomfort in
relation to algorithms is mediated, at least partially, by the user’s perception of algorithms’ opacity. The results indicate
that there is strong indirect effect (a x b), which is 3 = 0.228. The statistically significant indirect effect shows that the
erosion of user agency has a meaningful impact on PAID through AOR. Therefore, when users feel that they have limited
control or influence on Al systems, this feeling has an impact on their perception of the opacity of algorithms. When users
have increased concerns about the opacity of algorithms, this leads to greater perceptions of algorithmic inequity and
discomfort. The significance of the indirect pathway is particularly important because mediation analysis goes beyond
examining whether two variables are simply related. It helps explain how or through what mechanism one variable
influences another. In the present study, EUA represents the perceived loss of user control or autonomy, AOR represents
concerns regarding the lack of transparency and understandability of Al decision-making, and PAID represents users'
perceptions of unfairness, inequity, and discomfort associated with algorithmic systems. The mediation results therefore
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suggest a sequential relationship in which reduced user agency is associated with greater perceptions of algorithmic
opacity, which subsequently contributes to perceived algorithmic inequity and discomfort. The 3 = 0.228 indirect effect
indicates a positive mediation relationship. This means that increases in EUA are associated with increases in PAID
through AOR. The positive direction is theoretically meaningful because users who feel that they cannot adequately
influence or understand Al-supported processes may become more concerned about the way algorithms operate. When
the decision-making process is unclear, users may have difficulty determining whether an Al system is treating them
fairly. Consequently, uncertainty about the algorithm can translate into perceptions of inequity and discomfort. With a
value less than 0.001, the p-value strongly indicates statistical significance of the indirect effect. As the p-value is well
below the significance level of 0.05, it allows the rejection of the null hypothesis that there is no indirect mediation effect.
Therefore, the mediation effect found in Table 8is statistically significant. The finding confirms the mediation hypothesis
stated and indicates that AOR is more than an associated variable but a significant mediator linking EUA to PAID. The
confidence interval in the table further confirms the mediation finding. For the 95% confidence interval, it ranges from
0.1 1to 0.1 2. Since both the lower and upper limits of the confidence interval are greater than zero and the value of zero
is not contained in the confidence interval range, it means that there is a significant difference between the indirect
effect and zero.

This provides more evidence regarding the significance of the mediation effect. In mediation analysis, the confidence
interval, which does not contain the value of zero, indicates that the estimate of the indirect effect is not due to random
chance. From a theoretical perspective, this finding provides support for the integration of Al governance-related risks
into the VAM. VAM proposes that users evaluate technologies by comparing perceived benefits with perceived sacrifices.
In the context of the present study, EUA represents an important perceived sacrifice because users may feel that Al
applications reduce their ability to control decisions or influence outcomes. However, the mediation result demonstrates
that this sacrifice can have broader consequences. When users experience reduced agency, they may become more
sensitive to whether the Al system is transparent and understandable. If the system is perceived as opaque, users may
have difficulty evaluating the fairness of its decisions, which can subsequently increase perceptions of inequity and
discomfort. It follows that since both the lower and upper limits of the confidence interval are above zero, and the value
of zero does not lie within the range of the confidence interval, then it means that there is indeed a significant difference
between the indirect effect and zero. It further offers additional proof regarding the significance of the mediation effect.
In mediation analysis, where there is no value of zero in the confidence interval, it implies that the indirect effect estimate
is not just coincidental. Theoretically, this implies that there is indeed justification for integrating Al governance-related
risks into the VAM. VAM suggests that users adopt technology on the basis of comparison between perceived benefit and
sacrifice. In relation to this research, the sacrifice of EUA is a significant one since users might believe that the use of Al
has made them less capable of controlling the situation and influencing the outcome. Nevertheless, as the mediation
analysis shows, this sacrifice could have some wider implications. As users' agency is lowered, they might become more
susceptible to the transparency and intelligibility of the system itself. As a result, if the system is not transparent for them,
they will find it hard to assess the fairness of the decision-making process. The result could also be explained using Al
transparency and accountability as the framework. User agency and Al transparency go hand in hand. The sense of
agency is felt by the user when he or she knows the reasons behind the decisions of the Al and has the opportunity to
question or alter the decisions. On the other hand, an Al which acts as a “black box” does not allow the user to know the
reasons behind any decisions, recommendations or classifications made by the Al. This conclusion is further significant
from the standpoint of fairness perception. User evaluation of algorithmic fairness does not necessarily have to be limited
only to the outcome. Their perception may also be conditioned by their understanding of the procedure by which this
outcome is reached. In the case of transparent and explainable Al decisions, users will be able to determine the
reasonableness of this decision better. On the other hand, in the case of an opaque procedure, users are likely to perceive
unexplained decisions as unfavorable. Hence, the mediation pathway in Table 8 can help reduce the negative
implications of low user agency.

There is another implication that deals with users' discomfort. Users' discomfort in relation to Al might arise when people
feel that there is no proper explanation or human involvement in making a decision. In cases when an Al algorithm
suggests something, or makes a decision about eligibility, assessment of performance, or some other type of decision,
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the users might feel discomfort because of the absence of a proper explanation of the decision-making process. This
might be especially true if users do not feel they have enough power to affect the Al-assisted process at all. The results
from mediation analysis are also applicable in the area of Al governance in a responsible manner. An organization would
not be able to address the concerns of the users by providing them only with some level of control. If an organization
offers the controls to users but lacks transparency, their problems might still persist. Thus, a good governance strategy
must consist of control, transparency, explainability, accountability, and fairness elements. It is desirable that the users
know how the system works, why certain decisions have been made by the Al, what information was used for that, and
what actions the user can take. This is especially applicable to the topic under investigation since it deals with the usage
of Al in devices and applications employed for personal and professional purposes. On a personal level, users will come
across Al in recommendation systems, virtual assistants, customized products, smart devices, and other consumer
products. At a professional level, Al can be used in the process of hiring, performance appraisal, purchase, decision
making, and many others. In both instances, users may feel that their agency is compromised because of decisions or
recommendations made by the Al system which cannot be easily questioned or understood. The conclusion indicates
that the issue of opacity of algorithms does not represent only the problem associated with technology itself. On the
contrary, it can be interrelated with the issue of users’ perception of control and autonomy and their evaluation of
fairness and satisfaction from the use of Al systems. The matter is especially significant in that users might have more
tolerance to the level of automation if they feel that they have control over the process and perceive it properly. This
finding even further solidifies the rationale for implementing a governance structure for Al that puts consumers at the
center of the process. A governance structure that focuses on consumers realizes that a responsible Al process does not
only revolve around the technical capabilities of the Al technology or cybersecurity or regulations.

It takes into account the experience of the users in using Al technologies. The strong indirect effect indicates that the
experience of the users is interrelated. The results from testing for the mediation effect would also bring an extra benefit
to the empirical contribution made by the research. From the results found in the direct effects of EUA, AOR, and PAID,
one finds that all three are significant individually. However, the results of the mediation effects provide more information
about the relationship among these variables. This is because the results provide an adequate explanation of the path
from Erosion of User Agency — Algorithmic Opacity Risk — Perceived Algorithmic Inequity and Discomfort. To put into
practice, organizations that build and apply Al technologies should offer clear algorithmic decision explanations,
understandable privacy and use of information about data, user control, and review opportunities. Thus, people may feel
less out-of-control in dealing with Al. Furthermore, transparency is likely to increase the ease of evaluating algorithmic
results, decreasing feelings of unfairness and discomfort. The mediation result, however, needs to be viewed as an
indication of an indirect statistical relationship and not conclusive evidence of causality, especially when the research
makes use of cross-sectional survey data. The mediation result shows that the collected data are consistent with the
theoretical framework of the mediation process, but further longitudinal and experimental studies would have helped
determine the temporal relationship between the constructs of user agency, algorithmic opacity, and perceptions of
inequity and discomfort. A number of arguments are provided from the data shown in Table 8 that AOR serves as the
mediator between EUA and PAID. The positive indirect effect as well as the significance level of p < 0.001 show that
reduced user agency causes increased perception of algorithmic opacity, and this in turn contributes to inequity and
discomfort. The confidence interval (0.1 1, 0.1 2) reported for the indirect effect at the 95% level of significance confirms
the significance of the indirect effect since zero is not included in the interval. Thus, the mediation hypothesis is
confirmed. This result emphasizes the need for transparency, explainability, user control, and accountability in Al
governance.

It can be concluded that handling algorithmic opacity can become an effective way to address negative user perceptions
of Al products. What this means in simple terms is that the lower the levels of control that the users perceive, the larger
the perceived risks of opacity of the algorithm, and subsequently (Laux, 2024), the larger the perceived inequity and
unease in the algorithmic interaction (Subias-Beltran et al., 2025). Although this indirect effect is found to be statistically
significant based on the provided results, supported by the high significance of the findings (p < 0.001), it needs to be
noted that the 95% confidence interval ranges from -0.482 to 0.504, thereby making it uncertain what exactly the
findings have been able to ascertain in this respect (Hong et al., 2014). This view chimes with socio-technical thinking:
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transparency is not separable from users' ability to participate and to challenge what they are shown (Recker et al., 2019).
When individuals perceive CCER, opacity tends to feel more real; cybersecurity concerns amplify the sense that how
algorithms decide things and how those decisions are secured is unclear (Beerends and Aydin, 2025). However, the direct
influence of IIR and CCER on the perceived unfairness or justness of algorithmic output (Zanotti, 2025), or on how
uncomfortable they feel about them, is weak or not statistically significant (Krokowski and Hirsch-Kreinsen, 2025). In a
nutshell, people do not instinctively interpret privacy or cybersecurity risk as unfairness in itself (Thomas et al., 2025).
Rather, these risks appear to inform broad conceptions about algorithmic transparency that, in turn, have more indirect
effects on fairness perceptions (von Zahn et al.,, 2025). The corrosive effects of the lack of user agency are revealed to be
the key risk factor that “nudges” users toward perceptions of unfairness (Shiau et al., 2024), highlighting the importance
of perceptions of control/constraint, or having “a voice,” in our determination of fairness (Choi and Johnson, 2021). It is
interesting that the risk of opacity in the algorithms is revealed to be a key, important risk factor that drives perceptions
of inequality caused by the algorithms (Gwebu et al., 2020). It would seem that, if nothing else, perceptions of the lack of
transparency feeding into the algorithms cause users to be worried about bias (Ye et al, 2024), inequality, or the
unforeseen consequences thereof, even if the justification of such occurrences is not immediately apparent (AlGhamdi et
al., 2020). Mediation analysis suggests that this threat of opacity was one "component" through which the erosion of user
agency translates into perceptions of inequality (Fernando and Dawson, 2009), though the margin we are dealing with
prevents broad over-analysis of this component (Puthal et al., 2025). Overall, the data suggest that, from the
perception/behavioral side (Rau, 2004), inequality related to the algorithms causes more problems related to how the
system is managed than to the direct reaction to risk (Kooper et al., 2011). It is the filter through which perceptions
related to privacy, security, or control are necessarily refracted. The paragraph above outlines the way in which the
current research can be applied in expanding the understanding of the VAM. This paper does not only highlight the fact
that consumers' perception of Al risks decreases their adoption of the technology. Instead, it demonstrates that there is a
more complex psychological process through which consumers assess Al.

It involves the assessment of the level of control consumers feel over the Al system, the transparency of the Al
technology, and fairness and trustworthiness. The results expand the scope of the VAM to the area of Al governance
through the inclusion of governance-related risks in the calculation of value. Based on VAM, consumers assess whether to
adopt a technology based on their assessment of the relative weight of its perceived benefits (e.g., usefulness,
convenience, efficiency) and sacrifices or costs (e.g., monetary cost, effort required, privacy risk). Nonetheless, the current
literature on VAM has paid little attention to the governance-related issues that are distinctive to artificial intelligence,
such as transparency, explainability, accountability, fairness, cybersecurity, and consumer autonomy. The present
research contributes to the theory in that it shows that consumers weigh these governance-related risks against each
other when making a decision about whether Al delivers enough value to be adopted. One especially important
implication of the research is that users’ sense of control acts as an antecedent; it is one of the first psychological variables
affecting the consumers' perception of Al systems. A sense of control means that users feel themselves capable of
affecting, monitoring, understanding or overriding the decisions made by the Al system. Users feel a lack of control when
they believe that Al systems make decisions on their own, not allowing any kind of human interaction with the process of
decision-making. Contrary to what we may expect from the lack of control over technology, according to the authors, it
does not lead directly to the perception of Al as an unfair technology. First, it leads to a new perception of how
transparent the technology is. The results from statistics confirm this connection through the observation that AOR has a
higher value in the case of low levels of perceived control ( = .228). The standardized path coefficient ( = .228) shows
that there is a positive correlation between the reduction of consumer control and higher levels of perceived opacity. In
effect, lack of ability on the part of consumers to have an impact on and comprehend the functioning of the Al algorithm
creates a feeling among them that the system is a "black box," whose mechanisms are unknown to the users. Moreover,
the findings of the study show that algorithmic opacity operates as a mediator, that is, as a psychological variable that
explains the process by which one thing leads to another. The mediator variable describes the process through which
reduced consumer control impacts their perceptions of Al being opaque and biased. Unlike a simple process, in which
reduction in control directly impacts perceptions of bias, the results reveal a complex process, namely that reduced
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control enhances consumers' perceptions of Al being opaque, and that the latter impacts perceptions of bias and
undesirable decisions made by the algorithm. This is theoretically significant since it indicates that consumers do not
directly construe governance risks, such as privacy risks and cybersecurity risks, as being indicative of unfairness.

Instead, the governance risks must first be construed under the prism of transparency. For instance, in the case where
consumers perceive Al systems as collecting too much private data or making automatic decisions without giving the
user any option to make input, this does not mean that these Al systems are unfair Instead, what happens is that these
consumers will first consider whether they understand how the algorithm functions and why the algorithm made certain
decisions. When the algorithm seems to lack transparency in explaining how certain decisions were made, then they will
find the decisions to be unfair. According to the research, the indirect effect is also statistically significant (p < 0.001).
Being statistically significant, this term means that the mediation effect identified in the study is highly unlikely to occur
due to mere chance. A p-value less than 0.001 means that the probability of observing such an indirect relationship is less
than 0.1%, which proves that the mediation effect is indeed caused by algorithmic opacity and not random fluctuations.
In other words, the data confirm the proposed theoretical model in the research. On the other hand, the confidence
interval gives reason to interpret the results with caution. The confidence interval can be understood as a range within
which the true effect for the population will fall. When the confidence interval is quite broad or contains values that
diminish accuracy, then the true effect might not be as precise as required. In other words, even though the mediation
effect proves to be statistically significant, the authors of the research recommend interpreting the size of the indirect
effect cautiously and conducting future studies using larger samples. In general, the results of the research provide
theoretical and practical contributions through a better understanding of the way consumer’s mind work in relation to Al
governance risks. Unlike other studies that suggest that privacy risk, cybersecurity risk, or loss of autonomy directly
affects trust and acceptance of Al technologies, the authors have shown that these types of risks first impact the
perception of transparency, which then impacts perceptions of fairness and emotions. The chain of “loss of control —
increase in algorithmic opacity — perception of inequity” is the better way to understand how Al is accepted from the
psychological point of view. Consumers judge Al technologies through a series of judgments. Therefore, the present
research contributes to Al governance theory by uncovering the important psychological process through which
governance-related risks affect consumer trust and acceptance. The results of this study not only contribute to the theory
but also provide useful suggestions for the designers and implementers of Al technologies, who can be assured that
increased transparency, explainability, and user control can result in decreased opacity and improved trust in Al
technologies.

Theoretical implications

This current study contributes both theoretically and empirically to the extant literature in several significant ways on
issues of Al, information governance, algorithmic transparency, and technology adoption. Through the incorporation of
risk factors related to governance in the VAM, this study provides additional insight into how the consumer assesses Al
systems. The implications of this study for the development of theories on technology adoption, Al information
governance, and the psychological mechanisms that underlie consumers' evaluation of transparency and governance of
Al-based systems are discussed. Firstly, the current research broadens the VAM by incorporating the concept of Al
governance risks, which are significant value sacrifices that affect consumer evaluation of Al technologies. As per the
traditional approach of the VAM, technology adoption is explained by suggesting that people make a comparison
between the benefits and sacrifices associated with technology before making adoption decisions. Previous instances of
using VAM have generally considered these sacrifices as economic cost, effort expectation, technological complexity,
performance uncertainty, and privacy issues. However, while these concepts are applicable in some ways, they do not
completely represent the unique risks of governance involved with modern Al technologies. Contrary to normal
information technologies, Al technologies involve autonomous decision-making, continuous collection and processing
of personal information, learning ability of machines, and functioning on complex algorithms that cannot be understood
easily by regular users. Hence, when evaluating Al technologies, consumers take into consideration not only the utility
benefits but also governance-related issues such as collection of their personal information, security of Al technologies,
control over automation, and transparency of algorithms.
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In order to fill this gap in theory, this paper will integrate IIR, CCER, EUA, and AOR as governance-oriented sacrifices in the
VAM framework. The extension of the VAM shows that the value judgments by consumers in the context of Al are
determined not only by economics but also by governance-related issues, which are not limited to economics and
technology at all. The results of this study allow broadening the explanatory power of VAM, illustrating that responsible
governance has become an integral part of value in the Al context. Second, the research has made a major contribution
towards the theory of information governance in the area of Al by changing the perspective of the information
governance framework from organizational compliance to consumer engagement and perceptions about information
governance. Information governance research has so far been mainly centered around the responsibilities and roles of
institutions like regulations, law, data governance policies, information security management, and organizational
controls. While these perspectives are essential for responsible use of Al technology, they have often analyzed the
effectiveness of the information governance practices through the lens of organizations and regulators and not through
the lens of the consumers. On the contrary, the concept of governance effectiveness needs to be assessed in terms of the
perception of consumers regarding the use of Al technologies. It is obvious that the measures will achieve their intended
purpose when consumers believe that Al technologies are being applied in an open, safe, autonomous, and fair way. The
consumer-centric perspective provides the possibility to extend the scope of the information governance model beyond
organizational context due to the recognition of the fact that the effectiveness of governance relies on users’
understanding, engagement, trust, and acceptance. The research has made a major contribution toward the theory of
information governance in the area of Al by changing the perspective of the information governance framework from
organizational compliance to consumer engagement and perceptions about information governance. Information
governance research has so far been mainly centered around the responsibilities and roles of institutions like regulations,
law, data governance policies, information security management, and organizational controls. While these perspectives
are essential for responsible use of Al technology, they have often analyzed the effectiveness of the information
governance practices through the lens of organizations and regulators and not through the lens of the consumers. On
the contrary, the concept of governance effectiveness needs to be assessed in terms of the perception of consumers
regarding the use of Al technologies.

It is obvious that the measures will achieve their intended purpose when consumers believe that Al technologies are
being applied in an open, safe, autonomous, and fair way. The consumer-centric perspective provides the possibility to
extend the scope of the information governance model beyond organizational context due to the recognition of the fact
that the effectiveness of governance relies on users’ understanding, engagement, trust, and acceptance. Third, the
findings make an important theoretical contribution to the literature on algorithmic transparency and algorithmic
opacity by identifying algorithmic opacity as a central governance construct that links Al-related risks to fairness
perceptions. Previous studies have consistently argued that transparency is essential for promoting trust, accountability,
and fairness in Al systems. However, much of this literature has remained conceptual or normative, focusing primarily on
the importance of explainable Al without empirically demonstrating the mechanisms through which transparency
influences consumer perceptions. The current study contributes to the literature on this topic in that it empirically
establishes algorithmic opacity as a critical psychological construct underpinning the evaluation of Al governance. In the
structural model proposed in the study, IR, CCER, and EUA have been shown to strongly influence consumers’ perception
of algorithmic opacity, which in turn affects their perception of algorithmic inequity and discomfort. From the results of
this study, it can be concluded that algorithmic opacity is more than a technical feature of Al; instead, it is a governance
construct through which consumers interpret legitimacy, accountability, and fairness of the automated decision process.
Furthermore, this research contributes to the academic literature on algorithmic fairness by disputing the conventional
theory according to which the risks related to privacy and cybersecurity issues directly define consumers' fairness
perceptions. Many studies tend to state that people who perceive high risks associated with privacy or cybersecurity are
bound to see Al systems as unfair. The results of this research, on the contrary, provide evidence of a complex cognitive
process. IIR and CCER have a significant impact on the perceptions of algorithmic opacity; at the same time, their
influence on perceptions of algorithmic inequity and discomfort is mainly mediated. That means that people do not
automatically associate their concerns regarding data collection and cybersecurity with unfair decisions made by
algorithms; first, they assess whether Al systems are clear and comprehensible for consumers and only then they make
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their fairness judgment. Thus, the research makes an important theoretical contribution since it adds a new layer to the
understanding of the relationship between governance risks and algorithmic fairness perceptions; it becomes evident
that consumers' fairness perceptions are mediated not only by risks but also by the quality of governance.

Fourth, in terms of contributions to governance theory, the study highlights the mediating influence of algorithmic
opacity on the effect that the erosion of agency has on consumers' perceptions of unfairness and discomfort caused by
algorithms. The results of the mediation test suggest that consumers who feel that their agency over Al is declining first
experience increasing feelings of opacity, which later translates into increased perceptions of unfairness and discomfort.
The finding adds support to governance theory that focuses on explainability, accountability, and human control as key
elements of good governance of Al. At the same time, it also shows that consumer perceptions of the fairness of the
technology are shaped by interrelated psychological mechanisms and not by single direct effects. Finally, through its
interdisciplinary approach and empirical model linking technological risks, governance perceptions, and consumer-
related impacts, this study contributes to Al governance, information systems, consumer behavior, and technology
adoption literature. Prior research has tended to consider privacy, cybersecurity, transparency, fairness, and user control
as separate themes, leading to disconnected theoretical perspectives on the phenomena of interest. Instead, this paper
considers how these constructs can be combined into one theoretical framework explaining how a variety of risks
connected with governance affect consumers’ perceptions of Al-based products. This approach is important for
developing new theory and showing that, in fact, Al governance must be considered as a multifaceted phenomenon,
involving many technological, psychological, organizational, and governance-related aspects influencing consumer
perceptions. Overall, this study adds to the wider theoretical body of literature on human-centric Al insofar as the
effectiveness of Al governance is predicated on both good technology and the ability to foster positive consumer
perceptions regarding the transparency, accountability, and empowerment of these Al systems. As per the results of the
current study, the consumers do not judge Al systems based on their technical sophistication, but according to
governance-related principles, such as transparency, controllability, etc. Technically advanced Al systems that lack
transparency and controllability on the part of consumers tend to be perceived negatively by them. On the contrary,
systems that allow for transparent explanation, user control, and transparent governance tend to be viewed as fair and
trustworthy. Hence, there is a rising theoretical notion that the responsibility of an Al system should be considered in
terms of humanistic values and principles. In conclusion, this paper contributes to theoretical knowledge in many ways,
by expanding the scope of the VAM to cover Al governance risks, contributing to information governance theory from a
consumer perspective, empirically confirming the importance of algorithmic opacity, developing the theories of
algorithmic fairness from the viewpoint of a layered cognitive process, and integrating all risks related to governance into
one model that explains consumers' perception of Al. Theoretical contributions presented here form the basis for future
research on responsible Al adoption.

Practical implications

The results of this study point to a few concrete takeaways for those building Al, the platforms hosting it, and the
policymakers shaping information governance. First, there is the clear implication that one of the linchpins to assuaging
concerns about fairness is reducing the opacity of algorithmic reasoning. Investing in explainable Al, clear disclosures of
data use, and decision rationales intelligible to humans goes a long way toward mitigating consumer anxiety, even if risks
cannot be reduced to zero. Second, increasing user control is important. When users can challenge decisions, see exactly
how their data are being used, and have a real say over Al-driven processes, feelings of inequity decrease and,
subsequently, so do concerns about opacity. Therefore, user dashboards, appeal mechanisms, and hands-on, human-in-
the-loop governance models help provide clarity. Third, privacy and cybersecurity plans must not be considered
exclusive items that provide merely technical safety. Rather, they should be viewed as tools that provide transparency.
When we clearly spell out who has access to users' data, data retention periods, etc., we can reduce the perception that
that the system is not transparent. Finally, regulators and policymakers must include perception metrics in Al governance.
Because, even today, the traditional, outdated, time-tested compliance models will not understand the perception issue.
Moreover, the "push factors" like explainability, accountability, and public participatory governance, can help increase
trust and reduce perceptions of unfairness, etc. The authors come to the conclusion that explainability and transparency
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are crucial governance mechanisms rather than merely technical characteristics. Also, organizations must move from
strictly internal, compliance-based governance to consumer-centric tactics that enhance system explainability and
reinstate a sense of user agency in order to promote adoption and build trust. Regarding how this research fits within the
existing literature, the authors point out that the organizational and regulatory aspects of Al are the main topics of the
literature currently being published. By focusing on the consumer as an active, logical decision-maker within the
framework of the VAM, this study sets itself apart. Additionally, while many studies discuss the “Al black box" as a technical
challenge, this research repositions algorithmic opacity as a central governance mechanism. It argues that opacity is the
primary link through which governance failures are translated into negative consumer perceptions of fairness and justice.
In this manner, this research helps software developers by providing recommendations and guidance. Finally, the study
offers a value-based, as opposed to strictly control-based, viewpoint by incorporating VAM, a model commonly used for
technology adoption, into the context of Al governance. It confirms that individual users' perceptions of value relative to
the loss of control, privacy, and security are just as important to consumer trust as institutional protocols. The authors
state that there are certain aspects of the manuscript presentation and research process that could have been improved,
especially in relation to the practical perspective on the issues and the significance of the findings for governance. This is
important as refining the presentation and development of the arguments will improve the manuscript’s contribution to
the scholarly discussion and overall understanding. It should be acknowledged that the authors agree with the idea that
the work brings value to the current literature on the topic of Al governance.

Limitations

Nevertheless, it is essential to point out that this paper is not without some limitations, which need to be noted. For
instance, the results obtained may be limited by the consideration that the survey is cross-sectional, which limits the
assertion of the causal relationships between the variables under consideration. While the structural model produced a
reasonable fit with the data, it is important to point out here that the findings might have better reflected the data if
causality had been established, especially if the survey had been longitudinal or experimental in nature. Moreover, the
results collected would best be described as the sentiments of people largely comprised of the younger generation and,
more importantly, the more educated, considering the preponderant number of students and other learned people
surveyed, which may not be the case among the general population and those with lower levels of education, especially
considering the risks as seen by such people. Third, this research relies on people's own perceptions rather than hard
objective measures of how Al systems actually behave, how transparent they are, or how fair they are. Thus, the findings
reflect subjective views of governance risks rather than verified technical properties of Al applications. This perceptual
focus, while theoretically defensible, could invite common method bias or social desirability effects. Fourth, despite the
fact that the mediation analysis indicates a meaningful indirect role for algorithmic opacity, the confidence interval for
that indirect effect includes zero - a signal that there is uncertainty as to how robust the mediation really is. Alternatively
expressed, the proposed mediating mechanism, though theoretically embedded, requires additional empirical support.
Finally, the research investigates only a thin slice of governance-related risks. Other important factors, such as trust in
institutions, awareness of regulations, cultural norms, or perceived Al benefits, were not included and may interact with
the studied constructs to form consumer judgments.

Future research framework

Based on the empirical findings of this study, future work must extend the theoretical boundaries of the proposed
framework to create a more comprehensive and multidimensional framework for the governance of Al. While the current
study attempts to shed light on how consumers view some critical risks of Al, namely, IR, CCER, EUA, AOR, and PAID,
future work can build on this framework and embed these factors within a broader ecosystem consisting of technology,
organization, regulation, and society. Future research can thus expand the range of antecedents investigated in the
current study by considering the challenges faced by consumers with respect to technology and governance arising from
the fast-changing realm of Al. With Al developing at an increasing pace through the advancement of generative Al,
autonomous Al, explainable Al (XAl), foundation models, multimodal Al, and Al agents that are capable of making
decisions on their own, consumers will have to face novel forms of uncertainty and risk. Technological developments will
give rise to ever-growing complexities concerning the issues of data privacy, algorithmic transparency, cybersecurity,
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intellectual property rights, misinformation, bias, surveillance, and accountability. It is likely that informational intrusion
and cyber exposure considered in this study as the dimensions of consumer risk will become more broadly defined
governance risks. From an individual perspective, future studies can continue examining the psychological and
behavioral factors that affect consumers’ reactions to artificial intelligence systems. The psychological factors of trust,
manipulation perception, autonomy, privacy protection, transparency, fairness, and control may play a role in
determining how consumers perceive decision-making processes that are conducted by algorithms. Factors like Al
literacy, digital competency, prior use of Al systems, perceived usefulness of Al, perceived intelligence of Al, emotional
bond to Al systems, technology anxiety, and privacy consciousness may have significant impact on how consumers
perceive algorithmic opacity and the fairness of decisions made by Al. By examining such psychological factors, it will
become possible for researchers to explain why different Al systems are viewed in different ways by people with different
knowledge and experience levels.

In addition to looking at the consumer perspective, the future research should look at some other variables related to
organizations which may be acting as mediators between Al technology and consumer experience. Organizations play a
key role in ensuring there is proper governance that impacts how the consumers perceive issues of transparency,
accountability, and ethical use of Al. Variables like organization maturity for Al governance, ethical leadership, internal
policies for Al, data governance approach, initiatives for transparency, explanation, human involvement, auditing, and
responsible Al usage might act as mediators and amplify or reduce the effects of Al technology risk perception. In the
same way, the institutional environment is yet another critical research field in which more exploration can be carried
out. Factors such as regulatory maturity, effectiveness of enforcement, legal accountability, industry standards, cultural
values, national Al policies, and governmental policy can affect the perception of Al governance by the consumers. This is
because of the huge difference in the regulatory approach from country to country and even from industry to industry,
making it possible to conduct cross-national researches and compare the effect that different governance structures have
on the perception of Al. Other factors that also need to be tested in future research studies include moderation variables
that would impact the strength and nature of the relationships discovered through this study. Factors include Al trust,
institutional trust, digital literacy, Al experience, technological self-efficacy, privacy concern, risk-taking behavior,
reputation of the organization, regulatory environment, cultural orientation, age, education, and industry context. This is
because individuals who have higher awareness regarding Al and are digitally literate may not feel threatened as much
because of the opacity of the algorithm since they have greater confidence in the technology. On the contrary,
individuals who lack technological awareness and have higher privacy concerns may feel threatened and perceive more
inequity. This is the case with firms that are operating in a highly regulated environment. One other fruitful avenue would
be to look into additional outcome variables that may have been overlooked in this current research.

As it is, the research in question looks into the effect of consumer perception about algorithmic inequity and discomfort
as outcomes. However, future research may look into more governance related outcomes, which may include consumer
trust, acceptance of Al, adoption and continuance intentions, perception of value, legitimacy, organization’s reputation,
satisfaction and loyalty of customers, willingness to share personal information, compliance with Al recommendations,
resistance to Al, and engagement with Al-enabled products/services. Further, performance indicators of Al governance
such as perceived accountability, transparency effectiveness, ethical compliance, confidence in regulation and
governance quality may be considered. These future developments also present opportunities to extend the theoretical
foundation of the VAM. While the current study conceptualizes perceived Al risks as value sacrifices that influence
consumer evaluations, future research could integrate governance-related constructs as additional sources of both
perceived benefits and perceived sacrifices. Aspects of governance, such as transparency, explainability, accountability,
fairness, privacy, and regulation, may help to increase the value perceived through increasing consumer confidence in Al
applications, while governance failures may decrease the perceived value through increasing the uncertainty and
perceived risk. With such a comprehensive approach, scholars will be able to study the impact of governance on not only
perceptions of value and intentions to adopt Al technologies but also trust and acceptance. Methodologically, it is
imperative that future research adopt different research designs in order to improve on causal inference and enhance the
generalizability of results. With longitudinal research designs, researchers will be able to assess how consumer
perceptions about Al governance change with increased exposure of the individual to the Al technologies and
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development of the framework of governance. Researchers can use experimental research designs by manipulating
variables such as transparency, explainability, disclosures of fairness, and human oversight in order to develop a causal
relationship between governance and consumer perceptions. Moreover, any future studies on the subject should
combine perceptual views of consumers with objective indicators of governance to construct more elaborate
frameworks for Al governance.

The latter can involve algorithm explainability and auditability indexes, fairness measurements, conformity to
international standards of Al governance, transparency reporting, cybersecurity measurements, and reviews carried out
by regulatory bodies or independent auditors. A combination of perceptual and governance indicators would yield
better empirical evidence on the efficiency of Al governance mechanisms, overcoming the shortcomings of survey-based
self-reporting. Firstly, any future research on the topic would greatly benefit from taking the multi-stakeholder approach
into account, thereby considering the perspectives of consumers, Al creators, organizational managers, regulators,
policymakers, technology vendors, auditors, and NGOs. Indeed, Al governance is inherently multi-disciplinary in nature,
with various technical, legal, ethical, management, and social aspects that can hardly be covered from the standpoint of
consumers alone. The study of such perspectives would allow developing a much more comprehensive framework for Al
governance that would help tackle the complexity of the issues related to responsible Al development and deployment.
To illustrate this, there are various situations where individuals might have some experience working with Al, might be
digitally literate, might be able to regulate trust, or have other factors where the impact of perceived inequality might
differ. The structure of laws in various countries or industries might affect perceptions about governance. Adding
moderators will improve not only how well such models can be explained in the future but also how sensitive these can
be to a given situation. For instance, in terms of future studies, it will be possible to extend the outcome layers not only to
perceived algorithmic unfairness and discomfort, as highlighted in previous works, but also to include different
perspectives on what people perceive about system capabilities, such as trust factors, governance elements, and risk
management indicators. In some respects, such a study can be synonymous with a value-based adoption model, as it will
be possible to undertake a study on what governance has on not only different value judgments and ongoing use
intentions but also enduring trust in Al applications. However, in order to adequately utilize such a framework as
depicted in this study, it is critical to emphasize different longitudinal, experimental, and mixed-method designs that
combine what individuals perceive with objective governance factors such as different "explainability" features within Al,
as well as "auditability” metrics and factors from different regulatory bodies, with input from multiple stakeholders to
provide a substantial basis for such a suggested framework.

Conclusions

This research investigated perspectives on information governance as they facilitate Al, guided by the VAM. The research
sought an understanding of the role that risks concerning Al have in the non-transparency, inequity, or discomfort users
feel about Al. The integration of IIR, CCER, loss of consumer control, and risk of algorithmic opacity into a single empirical
model ensures an inherently consumer-centric approach to understanding Al information governance. The research
revealed that IIR, CCER, and loss of consumer control all contributed to an increase in users' perceptions of non-
transparency. The loss of control users feels about their interactions with Al decisions had a particularly significant
influence, emphasizing that users being able to control, challenge, or even comprehend Al decisions is integral to Al
transparency. However, in contrast to the potential approaches to cope with the challenges of informational intrusion
and cyber exposure, there is not always a natural association drawn by consumers about how these related problems
make them perceive that the system of algorithms is unfair or causes discomfort. What really determines fairness
perceptions seems to be automatically linked to considerations of opacity in the algorithms. The relationship here is very
strong and positive. There is a great association found in the study between the degree of opacity in the given system of
algorithms and the perceptions of unfairness or discomfort. Opacity seems to be a very important means to govern
perceptions of unfairness because “the mediation analysis supported that opacity indeed in part serves as a pathway by
which lack of user agency influenced unfairness perceptions, emphasizing the importance of transparency in alleviating
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user-based fairness-related governance concerns.” What we should really be looking at in terms of why people perceive
inequality in terms of conversations around algorithms is not really about fairness or unfairness; rather, it is more aligned
with how people perceive the system at a governance level.

Appendices
Questionnaire
Dear participant,

My name is Raheela Batool, and | am a Ph.D. research scholar at Pusan National University, South Korea. | am currently
conducting my research for my doctoral dissertation, which focuses on “What factors do customers perceive about Al
applications for personal and professional use?” My research aims to analyze the positive and negative factors that affect
the perceptions of customers regarding Al applications for personal and professional purposes. | would like to thank you
for taking this survey and contributing to the research. | assure you that all the research information will be kept strictly
confidential in accordance with the norms of research ethics. Furthermore, this survey is completely anonymous, and
there are no risks of disclosing any personal information. This survey will take approximately 8 to 11 minutes to complete.
I would like to appreciate you for your time and effort.

Demographics
Gender
- Male
- Female
Age
10-20
21-30
31-40
41-50
50 above
Qualification
Bachelors
Masters
Post-Graduation
Income (Monthly)
500USD-1000USD
1000USD-1500USD
1500USD-2000USD
4000USD-8000USD
Others
Profession

Student
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Researcher

Engineer

Private Employee/Businessman
Artists

Others

For each of the questions below, circle the response that best characterizes how you feel about the statement, where 5 =
strongly agree, 4 = agree, 3 = neutral, 2 = disagree, and 1 = strongly disagree.

The self-administered questionnaire used for data collection is presented in Table 9in the Appendix.
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Measurement

Items

IIR

1. If their personal

information is

being collected by
applications based
on Al in excessive

amounts, | do not

think their

algorithm is clear

to me.

2. If my personal
information is used
by the applications
related to artificial
intelligenceina
way that | did not
originally agree to,

then I am having

difficulty

understanding the

way by which the

applications'
decisions are

made.

3.lam unsure who

can access my

personal data in Al
applications, and

this makes them

seem non-

transparent and

opaque to me.

4.The longer Al
applications store
my personal data,

the less

transparent the

data processing

and decision-

making procedures

seem to me.

Strongly Agree

Strongly Disagree
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CCER

5. Since artificial 5 4 3 2 1
intelligence
applications wield
significant
influence over my
personal
information, | am
quite
uncomfortable
about the
treatment of users
by the algorithmic

decisions.

6. Concerns 5 4 3 2 1
regarding the
exposure of my
personal data
because of hacking
and misuse make
me feel
apprehensive
regarding the
fairness of
decisions made by

Al technology.

7.If the 5 4 3 2 1
cybersecurity

breakdowns

happen in Al, | am

concerned that

their algorithmic

result might harm

me.

8.The risk that 5 4 3 2 1
some unauthorized

individuals may

take advantage of

Al systems gives

me the concern

that some users

may be negatively

affected by an

inequitable Al-

related decision.
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EUA

9.1 strongly believe
that because of the
use of my own data
in numerous Al
applications, | have
no control over the
decisions that are

made for me.

10. Al applications
can make critical
decisions without
human
interference. The
decision process in
these applications

is opaque to me.

11. When personal
data is extensively
utilized,
challenging
decisions made by
artificial
intelligence
algorithms become
difficult.

12.The mannerin
which the Al
applications utilize
my personal data is
not elucidated
sufficiently so that |
can comprehend

their reasoning.

AOR

13.In current Al
applications, when
my data is
threatened by
cyberattacks, | feel
a lack of control
over the decisions
that could
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discriminate

against users.

14.1In current Al
applications, when
my data is
threatened by
cyberattacks it is
hard for me to
understand
decisions that
could discriminate

against users.

15. Due to the
weaknesses that
exist in cyberspace
and that are out of
my control, | am
uneasy with the
way decisions are
made by
applications
concerning me by
artificial

intelligence.

16. If Al systems are
vulnerable to
unauthorized
access, lam
concerned that the
results of these
algorithms might
not always favor all

individuals.

PAID

17.In cases when
Al is non-
transparent, it may
lead to unfairness
due to hidden

biases.

18. Because Al
decision-making is
opaque, Al-driven
results could lead

to an exacerbation
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of existing social

inequality.

19.The black box 5 4 3 2 1
nature of Al

applications makes

me suspicious of

their potential

unintended

outcomes.

20. As a result of Al 5 4 3 2 1
"black boxes,"

failures decrease

my trust in the use

of Al technologies.

TABLE 9: Self-administered questionnaire

Source: Authors
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