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Abstract

The increasing prevalence of cyber attacks targeting industrial control systems, particularly supervisory control and data
acquisition (SCADA) networks based on the IEC 60870-5-104 protocol, necessitates the development of highly accurate
and efficient intrusion detection systems. This study conducts a comprehensive comparative analysis of deep learning
models, including Long Short-Term Memory (LSTM), Gated Recurrent Unit (GRU), Bidirectional LSTM, Convolutional
Neural Networks (CNN)-LSTM, CNN-BiLSTM, LSTM-GRU, CNN-LSTM-GRU, and CNN-BiLSTM-GRU, to detect diverse
network attacks in SCADA environments. The dataset used in this research was generated from a realistic SCADA IEC
60870-5-104 testbed and contains both benign traffic and multiple attack types, including bruteforce, Internet Control
Message Protocol flood, IEC104 flood, port scan, SYN flood, and XMAS flood. Each model was trained and evaluated using
a sequence-based learning approach, with performance assessed through accuracy, loss, precision, recall, and F1-score
for both training and testing datasets. Confusion matrices were utilized to visualize classification performance per class,
while training and validation curves provided insights into model convergence and generalization capabilities. The
results demonstrate that sequence-based models, particularly BiLSTM and LSTM-GRU, achieve the highest and most
consistent performance across all metrics, with near-perfect detection rates for most attack classes. In contrast, CNN-
based hybrids exhibited reduced performance for certain attack types, such as Internet Control Message Protocol flood,
despite maintaining high accuracy on others. These findings highlight the effectiveness of pure sequence-based deep
learning architectures for intrusion detection in SCADA IEC 60870-5-104 networks and provide practical insights into
selecting optimal intrusion detection system models for industrial control system cybersecurity.
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Performance Enhancement of Supervisory Control and Data Acquisition (SCADA) IEC 60870-5-104 Intrusion Detection
Using Sequence-Aware and Hybrid Deep Learning Models: A Comparative Evaluation

Introduction

Traditional supervisory control and data acquisition (SCADA) systems were originally designed to operate in isolated
environments using closed networks [1,2], which limited exposure to external cyber threats. However, with the
advancement of industrial automation, modern SCADA systems are increasingly integrated with external networks and
communicate using standard protocols such as Transmission Control Protocol/Internet Protocol (TCP/IP) [3,4]. While this
integration improves operational efficiency and reduces monitoring and maintenance costs, it also significantly expands
the attack surface and introduces new security vulnerabilities [5,6]. SCADA systems play a critical role in industrial control
environments, including power grids, water treatment facilities, and transportation infrastructures, where reliability and
real-time operation are essential. Cyberattacks targeting these systems can result in severe consequences, such as
operational disruptions, financial losses, and safety hazards. In particular, modern SCADA protocols such as IEC 60870-5-
104 (IEC 104) are widely deployed over TCP/IP networks to enable communication between control centers and
substations [7,8]. The increasing complexity of SCADA communication and its exposure to network-based threats
necessitate the deployment of effective intrusion detection systems (IDS). However, malicious activities in SCADA
networks often mimic legitimate communication patterns, making detection particularly challenging. Conventional IDS
designed for traditional IT networks are therefore insufficient for SCADA environments due to differences in protocol
behavior, traffic characteristics, and real-time constraints. Accordingly, this study focuses on developing an intrusion
detection approach based on machine learning to identify malicious activities in SCADA IEC 60870-5-104 networks.

In this study, we focus on intrusion detection in SCADA networks using the IEC 60870-5-104 protocol. We investigate the
effectiveness of sequence-based deep learning models in detecting malicious activities within SCADA communication
traffic. Recent advancements in machine learning and deep learning have demonstrated strong capabilities in intrusion
detection, particularly in modeling complex and high-dimensional data. Sequence-based architectures, such as Long
Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU), are especially suitable for capturing temporal dependencies
in network traffic,c which is essential in SCADA environments where communication follows structured and time-
dependent patterns. To explore the impact of different architectural designs, this study evaluates both standalone and
hybrid deep learning models. Specifically, recurrent models such as LSTM and Bidirectional LSTM (BiLSTM) are combined
with convolutional and gated mechanisms, including Convolutional Neural Networks (CNN) and GRU, to form hybrid
architectures. In total, eight model configurations are examined, namely LSTM, LSTM-GRU, CNN-LSTM, CNN-LSTM-GRU,
BiLSTM, BiLSTM-GRU, CNN-BIiLSTM, and CNN-BiLSTM-GRU. The evaluation is conducted using a SCADA IEC 60870-5-104
dataset generated from a testbed environment designed to reflect realistic industrial network conditions [9]. The dataset
includes both normal traffic and multiple categories of cyberattacks, such as brute force, Internet Control Message
Protocol (ICMP) flood, IEC 104 flood, port scanning, SYN flood, and XMAS flood, enabling a comprehensive assessment of
model performance in multi-class intrusion detection scenarios. This study makes the following contributions:

1. This study provides a comprehensive comparison of eight deep learning and hybrid architectures under consistent
experimental conditions for intrusion detection in SCADA IEC 60870-5-104 networks.

2. This study applies sequence-based deep learning models to capture temporal dependencies in SCADA communication
traffic.

3. This study utilizes a realistic SCADA IEC 60870-5-104 dataset generated from a testbed environment reflecting real-
world industrial conditions.

4.This study performs a detailed multi-class evaluation of intrusion detection performance across various SCADA-specific
attack scenarios.

Materials And Methods

Background and related work
SCADA IEC 60870-5-104 Protocol
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The IEC 60870-5-101 (IEC 101) standard has been modified to IEC 104 in order to operate on TCP/IP network for
controlling and monitoring critical infrastructure through a more flexible network [10-12]. The IEC established IEC 104 to
deliver IEC 101 packet data over the TCP protocol [13]. The IEC 101 packet has been encapsulated to IEC 104 application
protocol data unit (APDU) and then delivered using TCP protocol. The application protocol control information (APCI) and
application service data unit are part of APDU. The APDU may contain APCl only or APCI with application service data unit
[13]. In SCADA IEC 104 protocol, there are three types of APCl frame formats, which are | (Information instruction), U
(Unnumbered control frame), and S (Supervisory format) [14].

Malicious Activity on SCADA Network

The opening of external connections on the SCADA network led to many cyberattacks on the SCADA system, including
command injection [15]. Industrial control systems face persistent challenges in detecting malicious activities. While
network traffic monitoring schemes are commonly employed, they can be fooled by anomalies that closely resemble
normal system behavior, leading to ineffective anomaly detection [16]. Research conducted by Radoglou-Grammatikis et
al. [7] simulates cyberattacks on SCADA networks by carrying out several attack scenarios on SCADA IEC 104 networks.
Research conducted by Hareesh et al. [10] investigates attacks against a protocol used for clock synchronization called
network time protocol. Network time protocol on the SCADA system can be manipulated to get time stamps to affect
control loops and processes in SCADA.2.1.3. IDS on SCADA network.

IDS in SCADA networks can be broadly categorized into host-based and network-based approaches. Host-based IDS
monitors and analyzes event logs from individual devices to detect suspicious activities [17,18], whereas network-based
IDS inspects traffic flowing across the network to identify potential threats [19].

Traditional IDS approaches in SCADA environments are generally classified into signature-based and anomaly-based
methods. Signature-based IDS relies on predefined rules or known attack patterns to detect malicious activity [20]. For
example, Radoglou-Grammatikis et al. [13] proposed a whitelist-based approach to filter suspicious packets in SCADA IEC
60870-5-104 networks, while Asad and Gashi [21] compared signature-based IDS tools such as Snort and Suricata for
detecting malicious traffic. However, these approaches are limited in their ability to detect unknown or evolving attacks.

To address these limitations, anomaly-based IDS leveraging machine learning techniques have been widely explored
[22,23]. Conventional machine learning algorithms, such as Decision Trees, Support Vector Machines, and Naive Bayes,
have demonstrated promising performance in distinguishing between normal and malicious traffic [24]. Nevertheless,
these methods often struggle to capture complex and temporal dependencies in network behavior, which are critical in
SCADA systems.

Recent studies have increasingly focused on applying machine learning techniques to SCADA-specific environments. For
instance, Grammatikis et al. [25] investigated anomaly detection using One-Class Support Vector Machines, Local Outlier
Factor, and Isolation Forest on IEC 60870-5-104 communication data. While their approach enables detection without
labeled attack data, it is limited to binary classification and does not provide detailed insights into specific attack types.
Similarly, Egger et al. [26] conducted a comparative study of supervised, semi-supervised, and unsupervised methods for
intrusion detection. However, their work primarily focuses on general network traffic and does not explicitly model
SCADA-specific communication characteristics or temporal dependencies.

More recently, advances in deep learning have introduced sequence-based models, such as LSTM [27] and GRU [28],
which are capable of capturing temporal dependencies in sequential data. These models are particularly suitable for
SCADA systems, where communication patterns are inherently time-dependent. In addition, hybrid architectures that
combine CNN with recurrent models have been proposed to enhance feature extraction and improve detection
performance.

Despite these advancements, several challenges remain in the development of IDS for SCADA systems. Many existing
studies rely on binary classification, limiting their ability to distinguish between different attack types. Additionally, the
use of generalized or non-SCADA datasets reduces the applicability of these models to real-world industrial
environments. Furthermore, there is still a lack of comprehensive evaluations comparing multiple deep learning
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architectures under consistent experimental settings. These limitations highlight the need for more systematic and

SCADA-specific investigations, which motivates the approach adopted in this study. Table 7 presents a comparison
between the proposed work and previous studies on IDS in SCADA systems.
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Reference

Grammatikis et al. [25]

Egger et al. [26]

Arifin et al. [29]

Arifin et al. [30]

Threats

Anomaly

Port scan, DoS

DoS

DoS, Port Scan, and
Brutefore

Method

0S-SVM, LOF, Isolation
Forest

Supervised, Semi-
Supervised,

Unsupervised

DT, GNB, SVM

GB, DT, RF

Number of class

2-Class (Normal and
Attack)

2-Class (Normal and
Attack)

2-Class (Normal and
Attack)

7-class (Multi-class)

Pros and cons

Low dimension, but TPR
and F1-score should still
be able to be improved,
and no discussion of

attack patterns.

Provides a
comprehensive
comparison of methods
for building an IDS, but
no discussion of attack

patterns.

The performance of the
IDS model is good;
there is a discussion of
DoS attack patterns on
SCADA networks, but
there are no specific
attacks for SCADA [EC
104.

In this study, data
balancing techniques
were employed due to
the imbalanced class
distribution in the
dataset, resulting in
very good performance
for the evaluated
machine learning
models. However, since
the data used was
synthetic as a result of
oversampling and
SMOTE, there is an
indication that the
models’ performance
may be less accurate.
Furthermore, with the
undersampling
technique, there is a
possibility of losing
important features that
represent key attack

patterns.
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Balla etal. [31] Anomaly CNN-LSTM 2-Class (Normal and This study achieved
Attack) good model

performance using
CNN-LSTM, with an
accuracy of up to 95%.
However, the dataset
used was based on
general computer
network traffic, which
does not fully reflect the

real conditions of a

SCADA network.
Hamdi [32] MiTM, DoS, and HL and FLMC 7-Class (Multi-class) This study compares the
Spoofing HL method with its

federated counterpart
(FLMC) model. The HL
method achieved
higher accuracy than
FLMC, reaching 90%
when testing the model
on each client. However,
this performance is still
insufficient for an IDS
model in SCADA
systems, where modern
attacks occur more

rapidly and pose

greater threats.
Our work (2026) DoS, Port Scan, and LSTM, LSTM-GRU, CNN- 7-Class (Multi-class) Our study
Bruteforce LSTM CNN-LSTM-GRU, comprehensively
BiLSTM, BiLSTM-GRU, compares eight hybrid
CNN-BiLSTM CNN- deep learning methods
BiLSTM-GRU to identify the most

effective model for
detecting attacks in
SCADA networks using
the IEC 104 protocol.
The performance of
each algorithm was
measured in detail to
produce a model that is
truly relevant for IDS
deployment in SCADA

IEC 104 environments.
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TABLE 1: Comparison with other works

BiLSTM, Bidirectional Long Short-Term Memory; CNN, Convolutional Neural Network; DT, Decision Tree; GB, Gradient Boosting;
GNB, Gaussian Naive Bayes; GRU, Gated Recurrent Unit; HL, Hybrid Learning; IDS, Intrusion Detection System; LSTM, Long Short-
Term Memory; LOF, Local Outlier Factor; OS-SVM, One-Class Support Vector Machine; RF, Random Forest; SCADA, Supervisory
Control and Data Acquisition; SMOTE, Synthetic Minority Over-sampling Technique; SVM, Support Vector Machine; TPR, True
Positive Rate

Table 7 illustrates several limitations in existing research on intrusion detection for SCADA systems. First, many prior
studies rely on binary classification (normal vs attack), which limits the ability to distinguish between different types of
cyberattacks. Second, a number of studies utilize generalized or non-SCADA datasets, reducing their applicability to real-
world SCADA [EC 60870-5-104 environments. Third, although some works have explored hybrid and deep learning
approaches, there is still a lack of comprehensive comparisons across multiple architectures under consistent
experimental conditions. In addition, limited attention has been given to modeling temporal dependencies in SCADA
communication traffic.

Despite these advancements, existing studies remain constrained by the use of generalized datasets, binary classification
approaches, and insufficient modeling of temporal dependencies. Therefore, this study addresses these gaps by utilizing
a realistic SCADA IEC 60870-5-104 dataset and conducting a systematic multi-class evaluation of eight sequence-based
and hybrid deep learning architectures. This approach provides a more rigorous foundation for developing IDS that are
not only accurate but also aligned with the operational characteristics of modern SCADA systems.

Design and method

Proposed Method

The experimental evaluation employs a SCADA intrusion detection dataset specifically developed for the IEC 60870-5-104
protocol [9], which is widely used in electric power grid control systems. The captured traffic reflects realistic protocol
behavior, including supervisory control messages, telemetry exchanges, and control commands. The dataset represents
network communication within a simulated industrial control environment and includes both normal operational traffic
and multiple categories of cyberattacks targeting SCADA communication such as bruteforce, SYN flood, ICMP flood,
XMAS flood, IEC104 flood, and port scan attacks. The SCADA-specific characteristics of the dataset make it particularly
suitable for evaluating sequence-aware models, as temporal dependencies in industrial communication differ
significantly from conventional IT network traffic.

Following the data acquisition phase, a series of pre-processing steps were applied to ensure the dataset’s suitability for
deep learning. These steps involved feature extraction and selection, data labeling, and the application of sequence-
based techniques. The latter was considered particularly important, as SCADA traffic inherently exhibits temporal
dependencies that sequence-aware learning models can effectively exploit. After pre-processing, the dataset contained a
total of 1,048,564 records. To facilitate model training and evaluation, the dataset was divided into training and testing
subsets using a 70:30 ratio, resulting in 733,994 records for training and 314,570 records for testing. This split ratio was
chosen based on established practices in machine learning research, balancing the need for robust model training with
reliable performance evaluation.

The overall methodological workflow, encompassing data generation, pre-processing, and preparation for model training
and evaluation, is illustrated in Figure 7.
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Data
Train
(70%)

Data Test
(30%)

v
Performance Deep
and Model Learning
Validation Model

h 4
Best model for IDS e D
B 5
on SCADA TEC 104 e syl
DNetwerk the Data Test

FIGURE 1: Proposed method to find the best algorithm for the IDS model

BiLSTM, Bidirectional Long Short-Term Memory; CNN, Convolutional Neural Network; GRU, Gated Recurrent Unit; IDS, Intrusion
Detection System; LSTM, Long Short-Term Memory; SCADA, Supervisory Control and Data Acquisition

Temporal Sequence Construction

Since SCADA network communication exhibits time-dependent behavior [33-35], a sliding window approach was
employed to construct sequential inputs for the deep learning models [36-38]. In this approach, consecutive records
were grouped into fixed-length sequences to preserve temporal context. Let 7 denote the predefined sequence length.
For each window, T consecutive observations were aggregated to form a single sequence sample, and the window was
shifted step-by-step across the dataset to generate overlapping sequences. As a result, the dataset was transformed from

a two-dimensional tabular structure into a three-dimensional tensor representation:
InputShape = (N, T, F)
where N represents the number of generated sequences, T denotes the sequence length (number of time steps), and F

corresponds to the number of input features.

This transformation enables the recurrent and hybrid deep learning architectures to model temporal dependencies in IEC
60870-5-104 traffic, allowing the networks to learn evolving communication patterns rather than isolated packet

characteristics.
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Hybrid Deep Learning Model

Research on hybrid deep learning models for IDS has been widely explored in recent years. Several studies have
employed CNN-LSTM architectures to detect malicious activities in network environments, demonstrating strong
performance in capturing both spatial and temporal features [31,39,40]. Similar approaches have also been applied in loT
and critical infrastructure networks, showing promising detection capabilities under complex traffic conditions [41,42].

In addition, CNN-BiLSTM-based models have been investigated to further enhance temporal feature representation
through bidirectional sequence learning [43-45]. Hybrid architectures combining GRU and BiLSTM have also been
proposed to improve detection accuracy while maintaining computational efficiency, particularly in loT environments
[28,46]. Other variants, such as transfer learning-based BiLSTM (TL-BiLSTM), have demonstrated effectiveness in
improving model generalization across different network scenarios [47].

More complex hybrid architectures integrating CNN, LSTM, and GRU have also been developed for intrusion detection
tasks. For instance, a study in [48] reported high performance using combined deep learning models on benchmark
datasets such as TON_loT and CICIDS2017, achieving up to 100% accuracy for binary classification and 97% for multi-class
classification. Similar hybrid approaches have also been applied in loT-based electric vehicle charging station networks
and other network environments, further confirming the effectiveness of multi-architecture deep learning models in
intrusion detection [49,50].

Despite these advancements, most existing studies focus on general-purpose or loT-based datasets, with limited
attention to SCADA specific communication protocols such as IEC 60870-5-104. Moreover, comprehensive comparisons
across multiple hybrid architectures under consistent experimental conditions remain scarce.

Therefore, this study conducts a systematic comparative analysis of eight deep learning and hybrid architectures using a
realistic SCADA IEC 60870-5-104 dataset. The complete framework of the proposed models is presented in Figure 2.
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FIGURE 2: Framework structure of each evaluated model

BiLSTM, Bidirectional Long Short-Term Memory; CNN, Convolutional Neural Network; GRU, Gated Recurrent Unit; LSTM, Long
Short-Term Memory

All proposed models are implemented using the Sequential APl in TensorFlow/Keras and operate on three-dimensional
input tensors with the shape (samplestimesteps,features)(samples, timesteps, features)(samples,timesteps,features),
where the timesteps and feature dimensions correspond to the preprocessed SCADA IEC 60870-5-104 traffic sequences.
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The recurrent-based architectures employ LSTM layers with 128 hidden units as the primary temporal feature extractor,
followed in certain configurations by either an additional LSTM layer with 64 units or a GRU layer with 64 units. For
bidirectional models, a bidirectional wrapper is applied to the LSTM layer with 128 units to capture forward and
backward temporal dependencies. In hybrid configurations, a one-dimensional convolutional layer with 64 filters and a
kernel size of 3 is applied prior to recurrent layers to extract local feature patterns, followed by a MaxPooling1D layer to
reduce sequence dimensionality.

Across all models, Dropout layers with a rate of 0.3 are inserted after convolutional and recurrent layers to reduce
overfitting. Each architecture includes a fully connected Dense layer with 32 neurons and RelU activation before the final
output layer. The classification layer consists of a Dense layer with a Softmax activation function, where the number of
output neurons corresponds to the number of traffic classes in the dataset.

All models are compiled using the categorical cross-entropy loss function and optimized with the Adam optimizer. Model
performance is evaluated using accuracy as the primary metric. For training consistency and fair comparison, all
architectures are trained under identical experimental settings with 50 epochs, a batch size of 64, and a validation split of
0.2 applied to the training data.

The first model evaluated in this study is the LSTM architecture. This model utilizes stacked LSTM layers to capture long-
term temporal dependencies in IEC 104 traffic sequences. The first LSTM layer processes the sequential input and retains
the temporal structure, while the subsequent LSTM layer further abstracts higher-level temporal representations. The
extracted features are then passed to a fully connected layer before being classified through the output layer. The use of
LSTM enables the model to preserve relevant historical information while mitigating the vanishing gradient problem. The
second architecture is the LSTM-GRU model, which combines the memory capability of LSTM with the computational
efficiency of GRU. In this configuration, the LSTM layer first extracts temporal features from the input sequence. The
resulting sequence representation is then refined by a GRU layer, which applies gating mechanisms to selectively retain
important information while reducing parameter complexity. The final representation is forwarded to a fully connected
layer for classification. Since the GRU configuration is consistent across models, it maintains the same gating structure
and hidden unit size to ensure fair comparison. The third model is the CNN-LSTM architecture. In this hybrid
configuration, a one-dimensional convolutional layer is first applied to extract local spatial patterns from the input
sequence, particularly short-term correlations between adjacent features. A pooling layer is used to reduce
dimensionality and computational complexity. The resulting feature maps are then processed by the LSTM layer to
capture longer temporal dependencies before being classified by the fully connected and output layers. The CNN
configuration used in this study remains consistent across all hybrid CNN-based models to maintain experimental
fairness.

The fourth model, CNN-LSTM-GRU, extends the previous architecture by introducing a GRU layer after the LSTM layer. In
this structure, the CNN extracts spatial features, the LSTM models intermediate temporal relationships, and the GRU
further refines the sequential representation before final classification. This stacked hybrid design aims to improve
representational depth while maintaining computational efficiency. The fifth architecture is the BiLSTM model, which
employs bidirectional LSTM layers to process the sequence in both forward and backward directions. Unlike standard
LSTM, BIiLSTM can capture contextual information from past and future time steps simultaneously, providing richer
sequence representation. The bidirectional outputs are combined and then forwarded to the fully connected layer for
classification. The internal LSTM configuration in the BiLSTM models is kept consistent with that of the unidirectional
LSTM to ensure comparability. The sixth model is the BiLSTM-GRU architecture. In this design, the bidirectional LSTM first
extracts forward and backward temporal features, which are subsequently refined by a GRU layer. The GRU layer
consolidates the bidirectional representations and reduces redundancy before classification. As in the previous models,
the GRU configuration remains identical to maintain controlled experimental conditions. The seventh model, CNN-
BiLSTM, integrates convolutional feature extraction with bidirectional temporal modeling. The CNN and pooling layers
capture local traffic characteristics, which are then processed by the BIiLSTM layer to learn bidirectional sequence
dependencies. The resulting representation is passed through a fully connected layer to generate the final classification
output.
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Finally, the CNN-BIiLSTM-GRU architecture combines convolutional feature extraction with bidirectional and gated
recurrent layers. The CNN extracts local feature patterns, the BiLSTM captures forward and backward temporal
dependencies, and the GRU consolidates the sequential representation prior to classification. Overall, the eight evaluated
architectures were implemented under the same experimental conditions to enable a systematic comparison of
recurrent and convolutional-recurrent deep learning approaches for intrusion detection in SCADA IEC 60870-5-104
networks.

Results And Discussion

IDS models performance and validation

All experiments were conducted on a workstation equipped with an Intel Core i7-9750H processor, 64 GB DDR4 RAM, and
an NVIDIA GeForce GTX 1660 Ti GPU (6 GB) running Ubuntu Linux. The models were implemented using Python with the
TensorFlow framework and Keras API. The dataset was split into 70% training data and 30% testing data. From the
training portion, 20% was allocated for validation during model training. All architectures were trained under identical
conditions to ensure fair comparison, using 50 epochs, a batch size of 64, the Adam optimizer, and categorical cross-
entropy as the loss function. Accuracy was used as the primary evaluation metric during training.

The experimental results are summarized through multiple tables and figures to comprehensively evaluate model
performance. Table 2 presents the training and testing accuracy, loss, and total training time for 50 epochs, highlighting
the trade-offs between predictive performance and computational cost for each architecture. Table 3 details the
precision, recall, and F1-score for each attack class and the benign class across all evaluated models on both training and
testing datasets, providing a fine-grained view of classification effectiveness for specific SCADA |IEC 60870-5-104 attack
types.
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Models

LSTM

LSTM-GRU

CNN-LSTM

CNN-LSTM-GRU

BiLSTM

BiLSTM-GRU

CNN-BiLSTM

CNN-BiLSTM-GRU

TABLE 2: Comparison of IDS models’ accuracy and loss

Accuracy (%)

Train

99.96

99.95

98.49

98.45

99.97

99.94

98.46

98.51

Test

99.92

99.93

98.45

98.39

99.93

99.92

98.35

98.47

Loss (%)

Train

0.18

0.20

0.25

0.26

0.17

0.24

0.24

0.24

Test

0.34

0.32

0.26

0.28

0.37

0.35

0.27

0.26

Training time (50

epochs) (minutes)

170

173

36

68

135

124

BiLSTM, Bidirectional Long Short-Term Memory; CNN, Convolutional Neural Network; GRU, Gated Recurrent Unit; IDS, Intrusion

Detection System; LSTM, Long Short-Term Memory
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Models Class

LST™M bf

icmpf

iec104f

normal

ps

synf

Xmas

LSTM-GRU bf

icmpf

iec104f

normal

ps

synf

Xmas

CNN-LSTM bf

icmpf

iec104f

normal

ps

synf

Xmas

CNN-LSTM- bf

GRU

icmpf

Train (%)

Precision

99.15

100

100

99.95

99.81

99.99

100

98.50

100

100

99.97

99.72

99.99

100

95.38

69.82

99.99

99.88

98.68

99.76

100

98.44

69.74

Recall

98.45

100

100

99.96

99.84

99.98

100

99.84

100

100

99.9

99.84

99.99

100

90.25

100

99.98

97.41

99.35

99.96

100

83.84

99.99

F1-Score

98.88

100

100

99.95

99.83

99.99

100

99.16

100

100

99.95

99.79

99.99

100

92.75

82.23

99.99

99.88

99.01

99.86

100

90.55

82.17

Test (%)

Precision

98.38

100

100

99.93

99.68

99.99

100

97.55

100

100

99.96

99.59

99.99

100

95.40

69.87

99.97

99.85

98.47

99.71

100

97.99

69.76

Recall

98.19

100

100

99.93

99.69

99.98

100

99.12

100

100

99.91

99.75

99.99

100

90.31

99.99

99.92

97.36

99.29

99.93

100

81.67

99.99

F1-Score

98.28

100

100

99.93

99.68

99.98

100

98.33

100

100

99.94

99.67

99.99

100

92.78

82.26

99.95

98.59

98.88

99.82

100

89.09

82.19
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iec104f

normal

pPs

synf

Xmas

BiLSTM bf

icmpf

iec104f

normal

pPs

synf

Xmas

BiLSTM-GRU bf

icmpf

iec104f

normal

ps

synf

Xmas

CNN-BiLSTM bf

icmpf

iec104f

normal

ps

synf

Xmas

99.98

99.84

98.88

99.62

99.99

99.73

100

100

99.96

99.90

99.99

100

98.99

99.99

100

99.94

99.78

99.99

100

94.72

1.000000

99.94

97.50

98.99

99.82

100

99.99

97.39

99.35

99.99

100

98.59

100

100

99.98

99.86

99.99

100

97.09

100

100

99.95

99.78

99.99

100

91.77

5433

99.97

99.78

99.39

99.93

100

99.99

98.59

99.11

99.80

99.99

99.16

100

100

99.97

99.88

99.99

100

98.04

99.99

100

99.95

99.78

99.99

100

93.22

70.41

99.96

98.63

99.19

99.87

100

99.97

99.80

98.57

99.54

99.96

99.25

100

100

99.92

99.76

99.99

100

98.36

100

100

99.92

99.72

99.99

100

94.17

100

99.95

97.43

98.42

99.77

100

99.95

97.32

99.19

99.97

100

98.01

100

100

99.96

99.65

99.99

100

97.02

99.98

100

99.94

99.65

99.99

100

88.25

53.84

99.95

99.69

99.24

99.87

100

99.96

98.54

98.88

99.76

99.98

98.62

100

100

99.94

99.70

99.99

100

97.69

99.99

100

99.92

99.69

99.99

100

91.11

69.99

99.95

98.54

98.83

99.82

100
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CNN-BiLSTM- = bf

GRU
icmpf
iec104f
normal
ps

synf

Xmas

97.55

69.77

99.91

99.73

99.04

99.97

100

92.25

100

99.99

97.56

99.33

99.71

100

TABLE 3: The performance comparison

94.83

82.19

99.95

98.64

99.18

99.84

100

96.50

69.80

99.95

99.71

98.77

99.96

99.98

90.93

99.99

99.99

97.52

99.16

99.72

100

93.63

82.22

99.97

98.60

98.96

99.84

99.99

BiLSTM, Bidirectional Long Short-Term Memory; CNN, Convolutional Neural Network; GRU, Gated Recurrent Unit; LSTM, Long

Short-Term Memory

Figure 3illustrates the confusion matrix for the training datasets, while Figure 4 shows the confusion matrix for the test
datasets, offering visual insights into correct and incorrect predictions as well as model generalization capability. Finally,
Figure 5 depicts the accuracy and loss curves over 50 epochs for both training and validation sets, revealing the
convergence patterns, stability, and potential overfitting or underfitting behaviors of the evaluated deep learning and

hybrid models.
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10 E) = P

[——

LSTM Model Loss

CNN-LSTM Mode! Loss

T Loss
| witens

Epech
BILSTM Model Loss

Epoch
CHN-BILSTM Model Loss

-
| i tens

LSTM-GRU Model Accuracy

Train Accuracy
al Accurscy

® 2 » = 0

BiLSTM-GAL Model Accuracy

LSTM-GAL Mode! Loss

i Lass

CNN-LSTM-GAU Model Loss

Train Loss
val Loas

Epoch

BILSTM-GAL Model Lozs

Tram Accuracy
rpe—

2 B % 8 % &2

0 0 » 0 0
Eoch

CNN-BILSTM.GRU Model Acturacy

" 0 0 0 =
Eoch

CHN-BILSTM-GAU Model Loss

BiLSTM, Bidirectional Long Short-Term Memory; CNN, Convolutional Neural Network; GRU, Gated Recurrent Unit; LSTM, Long

Short-Term Memory

Analysis and discussion

Although the dataset used in this study was generated from a realistic SCADA |IEC 60870-5-104 testbed, several
limitations should be acknowledged. First, the dataset is collected in a controlled experimental environment, which may
not fully capture the complexity and variability of real-world industrial deployments. As a result, certain network
conditions, background traffic variations, and unexpected operational behaviors may not be entirely represented.

Second, there is a potential class imbalance in the dataset, where some attack types may have fewer samples compared
to others. This imbalance can influence the learning process and may lead to biased model performance toward more

dominant classes.

Third, the dataset includes a predefined set of attack scenarios, such as brute force, flooding-based attacks, and port
scanning. While these attacks represent common threats in SCADA networks, other advanced or stealthy attack types
may not be covered, which limits the generalization of the models to unseen attack patterns.
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Despite these limitations, the dataset provides a realistic and SCADA-specific representation of IEC 60870-5-104
communication, making it suitable for evaluating sequence-based intrusion detection models under controlled and
reproducible conditions. These limitations should be considered when interpreting the experimental results, as they may
partially influence the observed performance differences across models and attack types.

The evaluation results show that the LSTM and BiLSTM models are the most consistent and accurate in detecting attacks
on the SCADA IEC 60870-5-104 network. Both models achieved approximately 99.9% accuracy on both training and test
datasets, with very low loss values (0.17-0.34). The accuracy curves indicate rapid convergence within the first 10 epochs,
and the loss curves remain stable without significant signs of overfitting. The confusion matrices reveal that almost all
classes - including bf, icmpf, iec104f, and xmas - are correctly classified, with only minor misclassifications in the bf and ps
classes. BiLSTM in particular demonstrates superior performance because it captures bidirectional temporal
dependencies, which are especially important in SCADA traffic where attacks often exhibit repetitive and overlapping
temporal patterns.

LSTM-GRU and BiLSTM-GRU also deliver strong results, with accuracy close to LSTM/BILSTM. Although the training time,
especially for BILSTM-GRU (221 minutes), is longer due to the added complexity, their performance remains robust, with
F1-scores approaching 1.0 for almost all classes. The accuracy curves for these models follow a pattern similar to the pure
LSTM but show slightly more fluctuation in later epochs, indicating small variations in generalization. The advantage of
GRU in these hybrids lies in its simpler gating mechanism, which improves computational efficiency and makes them
more attractive for real-time IDS deployment.

CNN-based models such as CNN-LSTM and CNN-BIiLSTM show a drop in performance, with test accuracy in the range of
98.3-98.4% and lower F1-scores for certain classes, particularly icmpf and bf. The confusion matrices reveal notable
misclassifications between normal traffic and icmpf, indicating that CNN-based feature extraction is less effective in
capturing the temporal characteristics of certain attack patterns. This discrepancy can be explained by the nature of ICMP
flood attacks, which exhibit highly repetitive and time-dependent behavior rather than localized feature structures. While
convolutional layers are effective at extracting spatial or local patterns, they may not optimally preserve long-range
temporal dependencies, especially when combined with pooling operations that can reduce sequential resolution. As a
result, important temporal relationships may be partially lost, leading to reduced detection performance for flooding-
based attacks.

In contrast, sequence-based models such as LSTM and BiLSTM are specifically designed to capture temporal
dependencies in sequential data, allowing them to better model the continuous and repetitive patterns of ICMP flood
traffic. This explains the superior performance observed in these models across most evaluation metrics. From a practical
perspective, these findings suggest that model selection for intrusion detection in SCADA environments should consider
the dominant characteristics of network traffic. For scenarios where attacks exhibit strong temporal dependencies,
sequence-based architectures are more suitable, whereas CNN-based hybrid models may still be beneficial when both
spatial and temporal features are present.

Three-stage hybrid models like CNN-LSTM-GRU and CNN-BiLSTM-GRU show a similar trend to other CNN-based variants,
with slight improvements in some classes. While their accuracy and loss metrics outperform CNN-only architectures, the
icmpf and bf classes still exhibit misclassifications in the confusion matrices. Their accuracy curves also display a small but
consistent gap between training and validation, suggesting reasonable but not optimal generalization. However, these
models provide a good balance by combining CNN’s spatial feature extraction, BiLSTM'’s bidirectional sequence learning,
and GRU’s efficiency making them relevant for scenarios where both accuracy and computational constraints must be
considered.

Overall, the results indicate that sequence-based architectures, particularly BiLSTM and LSTM, demonstrate superior
performance under the experimental conditions of this study. CNN-based hybrid models, while slightly less effective for
purely sequential SCADA traffic, remain relevant in scenarios where both spatial and temporal features are present. These
findings highlight the importance of selecting model architectures based on the underlying characteristics of network
traffic.
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Conclusions

This study presented a comprehensive comparative analysis of deep learning and hybrid deep learning architectures for
intrusion detection in SCADA networks operating under the IEC 60870-5-104 protocol. Eight models - LSTM, GRU, BiLSTM,
CNN-LSTM, CNN-BIiLSTM, LSTM-GRU, CNN-LSTM-GRU, and CNN-BIiLSTM-GRU - were evaluated using a realistic dataset
containing both benign traffic and multiple attack types, including bruteforce, ICMP flood, IEC104 flood, port scan, SYN
flood, and XMAS flood. The evaluation employed sequence-based learning, with performance assessed through accuracy,
loss, precision, recall, F1-score, confusion matrix analysis, and convergence behavior. The findings reveal that sequence-
oriented architectures, particularly BiLSTM and LSTM-GRU, achieved the most consistent and superior performance,
maintaining accuracy close to 99.9% and demonstrating strong generalization on unseen traffic. BiLSTM, in particular,
proved highly effective at capturing bidirectional temporal dependencies, while LSTM-GRU offered a balance between
accuracy and computational efficiency. In contrast, CNN-based hybrid models performed competitively in most scenarios
but showed noticeable degradation in detecting certain attack types such as ICMP flood, indicating that convolutional
layers are less optimal for modeling purely temporal patterns in SCADA traffic. Overall, the results suggest that pure
sequence-based architectures remain the most suitable for intrusion detection in SCADA IEC 60870-5-104 environments,
where temporal dependencies.

Future research will focus on expanding the dataset to include more diverse attack scenarios, integrating attention
mechanisms to enhance feature representation, and exploring lightweight yet robust model architectures for
deployment in resource-constrained industrial environments.
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