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Abstract
In the rapidly evolving digital world, protecting multimedia content is more crucial than ever. Digital
watermarking has become a vital technique for securing copyrights, verifying content authenticity, and
preventing unauthorized use. This paper introduces a secure watermarking approach based on Discrete
Wavelet Transform (DWT), which plays a key role in image decomposition and embedding processes. The
method focuses on the segmentation of video content into frames, where DWT is applied to embed
watermarks effectively. This approach lays the groundwork for future enhancements, including advanced
encryption and compression techniques such as Singular Value Decomposition, Artificial Jellyfish Search
Algorithm, and Elliptic-Curve Cryptography, along with H.265 video encoding for compression. The initial
implementation of DWT demonstrates its potential in safeguarding digital content by providing a solid
foundation for more comprehensive digital watermarking strategies. By integrating DWT with future
techniques, the paper aims to address the pressing challenges of content protection, contributing
significantly to the field of digital media security in today’s digital landscape.
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Introduction
In the field of information security, ensuring the protection of digital content has become increasingly
critical. Digital watermarking techniques offer a way to embed information, such as text or identifiers,
directly within digital media like images, videos, or audio files. This process involves modifying the
content of the media in such a way that the embedded information remains invisible to the naked eye,
preserving the original quality and appearance of the media. For images, this means that alterations to
pixel values are made without noticeable visual changes [1]. Watermarks can be categorized as either
robust or fragile, depending on the intended application. A robust watermark is designed to withstand
various types of media manipulations, such as lossy compression, scaling, and cropping, ensuring that the
embedded information remains intact even after such transformations [2]. On the other hand, a fragile
watermark is intended to detect tampering; it is designed to break or alter when the media is modified,
thus signaling unauthorized changes [3].

Digital watermarking serves different purposes depending on its type. Fragile watermarking is often
employed for scenarios where data integrity is crucial, preventing unauthorized copying or alterations [4].
However, challenges remain in optimizing the embedding methods and ensuring data authentication.
Robust watermarking, by contrast, focuses on embedding ownership information that can endure even
under conditions of deliberate or accidental media modification [5]. This makes robust watermarking
particularly valuable for protecting the ownership rights of multimedia content [6]. In an era where
multimedia encompasses a broad array of formats - text, audio, graphics, video, and more - effective
watermarking is essential for safeguarding the integrity and ownership of digital content [7]. As digital
media continues to evolve, the need for sophisticated watermarking techniques that can handle the
complexities of modern multimedia applications becomes increasingly apparent [8].

Literature survey
In the domain of multimedia security, the protection of digital content has garnered significant attention
due to the increasing risks of unauthorized access and misuse [9]. One of the prominent techniques
employed to safeguard such content is digital watermarking, particularly using methods based on Discrete
Wavelet Transform (DWT) and Singular Value Decomposition (SVD) [2]. The combination of these
techniques has been widely researched for its ability to embed watermarks within digital media, such as
images and videos, by modifying the frequency components of the content in a manner that is
imperceptible to the viewer [10]. The former includes algorithms that operate in both the spatial and
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transform domains, while the latter is tailored to various video compression standards, such as MPEG
(Moving Picture Experts Group)-2, MPEG-4, H.264, and H.265 [4-5]. The process of inserting these
watermarks, also known as watermarking, covertly conceals confidential information within host
multimedia data. Notably, this procedure transpires at the sender's end, with the reverse process of
watermark extraction occurring at the recipient's end. Video watermarking finds applications in broadcast
monitoring, copyright protection, and authentication, among others [11,12]. 

Multiple strategies have been developed by researchers to combat watermarking attacks, which can be
broadly categorized into common signal processing attacks and geometric distortions [13]. Geometric
transformations modify the spatial arrangement of pixels within an image, making watermark detection
challenging and potentially rendering the original watermarking process ineffective [14]. Besides DWT and
SVD, more advanced methods like the Undecimated Discrete Wavelet Transform have been introduced to
enhance the performance of watermarking [15]. The literature highlights the challenges of watermark
extraction, especially under signal degradation or geometric transformations, emphasizing the need for
reliable retrieval without compromising media quality [16].

Materials And Methods
The proposed model introduces a novel approach to video security through an adaptive and efficient
watermarking embedding process. Central to this framework is the DWT, a well-established method for
decomposing video frames into frequency components, enabling precise manipulation of the data. The
combination of DWT with SVD ensures robust watermark embedding by allowing the integration of the
watermark at a deeper structural level within the video frame, enhancing both invisibility and security
[2]. A key innovation in the proposed model is the use of the Artificial Jellyfish Search (AJS) algorithm.
Drawing inspiration from the behavior of jellyfish, the AJS algorithm dynamically selects optimal
positions within the video subframes for embedding. This approach introduces adaptability to the
watermarking process, reducing the risk of the watermark being easily detected or removed by adversaries.
The AJS algorithm’s exploration and exploitation balance ensure that the embedding locations are not
static, making it more resilient against attacks such as frame manipulation or frame averaging [1].

In addition to the AJS algorithm, chaotic maps are employed to optimize the search space further. By
leveraging chaotic behavior, these maps ensure the process avoids local optima, facilitating the efficient
exploration of potential embedding positions within the video. This integration enhances the
watermarking model’s robustness by ensuring that the embedding locations are optimally chosen, thereby
strengthening the resistance against removal or tampering attempts [15,16]. Another critical component
of the proposed model is the incorporation of the Elliptic Curve Model (ECM), a well-regarded
cryptographic technique. By utilizing ECM for public key cryptography, the model adds a layer of
encryption to the watermarking process. The ECM’s streamlined key sizes and efficient cryptographic
properties contribute to the overall security of the model, ensuring that the embedded watermark remains
secure even if intercepted. This proposed model, which integrates DWT, SVD, the AJS algorithm, chaotic
maps, and ECM, creates a comprehensive and secure solution for video watermarking [1]. By focusing on
both the robustness of the embedding process and the efficiency of key management, this model achieves
a high level of security while maintaining the quality and integrity of the video content. This makes it
highly applicable in safeguarding intellectual property and ensuring authenticity in digital video media
[2,15].

Mathematical expression
Let O represent the original video, and Fi represent the ith frame of the video, where i ∈ {1, 2, … , N} and N

is the total number of frames.

For each frame Fi from Equation (1), apply SVD and DWT.

Let Si represent the SVD applied to Fi in Equation (2) and Wi the DWT applied to Fi as per Equation (3).

For the secret text image T, apply the same operations:
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Swap the components (e.g., singular values Σi and ΣT) to embed the secret image as per Equation (5).

The AJS algorithm optimizes the position of embedding the secret image into the video frames. Let Popt 

represent the optimal position for embedding, where Popt is found by AJS.

The secret grayscale image T is encrypted using ECC mentioned in Equation (7). Let E(T) represent the
encrypted image.

After encrypting the secret image, embed the resulting bit stream BE into the optimal positions Popt of the

video frames shown in Equation (8).

Apply H-265 compression to the watermarked video O′, which consists of the modified frames {F1
′, F2

′, … ,

FN
′}.

Algorithm steps
1. Divide the original video (O) into individual frames.

2. Implement SVD and DWT by swapping components with the secret text image.

3. Utilize the AJS algorithm to identify the best positions for embedding.

4. Encrypt the secret grayscale image using ECC.

5. Insert the bit stream into the optimally chosen values.

6. Apply H-265 compression to the watermarked video.
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FIGURE 1: Schematic Representation of Proposed Block Diagram
DWT, Discrete Wavelet Transform; ECC, Elliptic Curve Cryptography; SVD, Singular Value Decomposition

One aspect that requires attention is the need for a more detailed explanation of how the ECM technique
integrates into the watermarking process. A step-by-step breakdown of the ECC method, how it is applied,
and the specific advantages it brings would make the process clearer for readers unfamiliar with
cryptography.
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FIGURE 2: Original and Watermark Images Swapping Process

The content includes visual aids (Figures 1 and 2) that assist in explaining the process, but adding more
detailed captions and descriptions would further improve the clarity of these diagrams. Additionally, while
the use of swapping and watermark embedding is highlighted as a security benefit, a comparison with
other techniques in terms of their respective strengths and vulnerabilities could give readers a broader
understanding of its security advantages.

In summary, the Secure Video Watermarking Embedding Process discussed here is an impressive attempt
to boost video security through a blend of advanced techniques. The combination of DWT, SVD, AJS, and
ECC reflects a comprehensive approach to tackling various security concerns. Enhancing the content with
more in-depth explanations of certain methods and offering a comparison with alternative approaches
could make the process even clearer. Nonetheless, this method significantly contributes to the field of
video security and watermarking strategies.

Results
The provided screenshot showcases a "Video Watermarking Module" that has been developed using the
.NET Framework. The system used for the implementation is equipped with an Intel Core i5 9th
generation processor, 8GB of RAM, and a 256GB SSD, ensuring smooth performance for handling video
processing tasks.
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FIGURE 3: Screenshot of Video Watermarking Module 1

The screenshot shown in Figure 3 depicts the user interface of a video watermarking module where the
DWT algorithm has been implemented on video frames. The interface allows users to browse both the
video file and the watermark image to be embedded. It displays important video information, such as total
frames, sample rate, codec, and bit ate.

In Figure 3 on the left side, four extracted frames are shown, where DWT is applied. The purpose of DWT is
to decompose these frames into different frequency components, enabling precise watermark embedding.
The right side provides controls for selecting frames, pre-processing, and applying the watermarking
algorithm. This process enhances security by embedding the watermark in a less perceptible manner while
preserving the video’s visual quality. Table 1 presents the performance of watermark extraction under
various attacks.

Name of attacks PSNR CF

Rotational attack 21.47 0.622

Extract watermark without any attack 31.43 0.964

Salt & Pepper noise 24.82 0.559

Gaussian filter attack 29.81 0.953

Gaussian noise 29.15 0.612

Circular filter attack 24.16 0.560

Poisson noise 29.62 0.734

Median filter attack 30.70 0.958

Scaling attack 29.59 0.964

Blur video attack 29.42 0.951

TABLE 1: Performance of Watermark Extraction Under Various Attacks
CF, Correlation Factor; PSNR, Peak Signal-to-Noise Ratio

Discussion
In the current stage of our research, the results are primarily based on metrics derived from the
foundational research paper. Key metrics such as Peak Signal-to-Noise Ratio (PSNR), Correlation Factor
(CF), and resistance to various types of attacks (including geometric and signal processing attacks) have
been evaluated to establish the baseline performance. These metrics provide a critical understanding of
how well the watermark is embedded in the media and how resilient it is to both quality degradation and

Cureus Journal of Computer Science

2025 Pathan et al. Cureus J Comput Sci 2 : es44389-024-01368-z. DOI https://doi.org/10.7759/s44389-024-01368-z 6 of 8

https://assets.cureusjournals.com/artifacts/upload/figure/file/4045/lightbox_ae86c1f0892f11ef804147d568ee4fef-Screen2.png
javascript:void(0)
javascript:void(0)
javascript:void(0)


malicious attacks.

Our proposed model, which integrates the DWT with SVD, AJS algorithm, and chaotic maps, aims to
significantly improve these baseline metrics. The incorporation of these advanced techniques ensures that
the watermark is embedded at a more structural level within the video frame, offering enhanced
imperceptibility, higher PSNR values, and stronger CF outcomes. This deep embedding not only maintains
the visual quality of the host video but also ensures that the watermark remains robust, even under
aggressive signal distortion.

Moreover, the adaptive nature of the AJS algorithm introduces flexibility in the watermarking process,
ensuring that the embedding locations are dynamic rather than fixed, which provides an additional layer
of protection. This adaptability is expected to improve resistance against common attacks, such as
geometric transformations, frame averaging, and compression-based attacks, which often target static
embedding methods. Additionally, the chaotic maps employed in the optimization process help avoid
local optima, further enhancing the robustness of the watermark under attack conditions.

By incorporating ECM-based cryptography for secure key management, the proposed model also ensures
the confidentiality of the embedded watermark. ECM’s efficient cryptographic properties bolster security
without significantly increasing computational overhead. This is especially critical in applications where
both the integrity and authenticity of the video content must be maintained across various platforms and
attack vectors.

Overall, with the combination of these innovative techniques, we anticipate not only higher PSNR and CF
values but also a marked improvement in the system's resilience to attacks like compression, noise, and
geometric distortions. These improvements are expected to position our proposed watermarking system
as a highly secure and efficient solution for safeguarding digital video content in real-world applications,
such as copyright protection, content verification, and digital forensics. Future work will involve a
detailed quantitative analysis of these metrics to further validate the performance gains introduced by our
approach.

Conclusions
In conclusion, this paper offers a detailed analysis of the methodology and security framework introduced
by the proposed video watermarking model. By incorporating DWT, SVD, the artificial jellyfish algorithm,
and ECC encryption, the model demonstrates a solid approach to securing digital video content. These
techniques collectively provide enhanced security and data protection. However, further exploration of
ECC’s integration and experimental validation would provide greater insights into its practical
effectiveness.

As a contribution, the introduction of a new and efficient algorithm for watermark extraction from digital
content would represent a significant advancement in the field. Such an algorithm would further
strengthen the domain of digital watermarking, adding valuable knowledge to existing research.
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