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Abstract

Software defect prediction is a crucial aspect of software quality assurance that facilitates early detection and prevention

of potential defects, minimizing the cost and adverse consequences associated with software failures. However, it always

suffers from the class imbalance problem, which makes it difficult for the model to generalize from minority defect

instances. As a result, models may become biased toward the majority class. In this paper, we propose a software defect

prediction framework that integrates generative adversarial network-based data augmentation with semi-supervised

machine learning (SSML) techniques. To predict software defects, both traditional machine learning and SSML algorithms

are applied in this study. The implemented techniques include k-nearest neighbors, support vector machine, decision

tree, random forest, label propagation, and artificial neural network, with performance evaluated using accuracy,

precision, recall, and F1-score. A comparative analysis has been performed between conventional machine learning and

SSML approaches based on six benchmark datasets: CM1, Linux-driver net, Eclipse 3.0, JM1, KC1, and Prop-1. The results

show that random forest achieved the highest accuracy (96.67%) and F1-score (94.38%) on the Linux-driver net dataset.

These findings confirm the potential of SSML models combined with tabular generative adversarial network-based

augmentation in enhancing defect prediction performance.
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Introduction

Software faults and defects are critical issues that software developers and engineers must address to ensure the

reliability, functionality and usability of their applications. A software fault or defect can arise from mistakes in the code,

design flaws, or issues in the software requirements. They can lead to system crashes, data corruption, or security

vulnerabilities, impacting the software's reliability and performance. It is imperative to discover and correct such errors so

that the software functions accordingly and meets the expectations of users [1]. It is beneficial for software companies

and engineering teams to detect software errors early because it saves cost and time by avoiding expensive repairs and

extended rework. Predictive analysis is a significant tool in modern industries, analyzing trends and patterns in data to

facilitate proactive decision-making [2]. With the integration of artificial intelligence (AI) and machine learning (ML) into

software programs, workflows are optimized, tasks are automated  and decision-making is improved [3]. All of these

contribute to enhancing the industry.
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ML model development for software defect prediction (SDP) often uses supervised and unsupervised learning

approaches. While labeled historical data is used in supervised learning to train models for predicting defects based on

patterns, unsupervised learning can be used to identify unknown patterns and outliers without the availability of known

labels, providing valuable knowledge of new kinds of defects. Sources of data for SDP are code metrics, change

history and defect logs. The common problem in ML for defect prediction is the class imbalance problem. This is a case

where there is a large number of samples of non-defective software compared to defective software. It becomes

challenging for the model to generalize from minority defect examples [4]. This may lead to majority-biased models,

which require the use of data augmentation techniques for consistent defect prediction. To overcome the issue of

imbalanced datasets in SDP, several data generation approaches are used. The approaches include synthetic minority

over sampling (SMOTE) [5], generative adversarial network (GAN) [5] and variational autoencoder (VAE) [6] that can create

synthetic samples for the minority class. Data augmentation and creating realistic situations of defects can also enhance

the accuracy of the model. Although many supervised ML models have been applied in SDP, the potential of applying

GAN and semi-supervised machine learning (SSML) together in this field is yet to be explored.

This study proposes a framework for SDP by integrating GAN-based augmentation with SSML. It aims to investigate the

performance of semi-supervised learning for SDP. In the proposed framework, tabular GAN (TGAN) is used to augment

the training dataset and make it more balanced. This study uses multiple publicly available software defect datasets

collected from different repositories, i.e., Prop-1, KC1, JM1, CM1, Eclipse 3.0 and Linux Driver Net. Firstly, a number of ML

algorithms, Random forest (RF), support vector machine (SVM), K-nearest neighbors (KNN), Naive bayes (NB), decision

tree (DT) and artificial neural networks (ANN), were used as classifiers. For semi-supervised learning, these models were

integrated with the label propagation (LP) approach. In the supervised setting, fully labeled datasets were used for model

training. In contrast, for semi-supervised learning, a small portion of the labeled data was intentionally withheld and

treated as unlabeled. This enables the models to iteratively learn from both the original labeled data and the LP-

generated pseudo-labels during training. Finally, the results of both the ML and SSML classifiers are assessed using

various evaluation metrics, i.e., accuracy, precision, recall and F1-score. The contributions of this research are described

below:

a) A framework for efficient SDP by incorporating TGAN data augmentation method with SSML.

b) Extensive ablation studies evaluating the impact of SSML algorithms compared to supervised ML algorithms across

several benchmark datasets.

c) A comprehensive performance comparison with state-of-the-art approaches, denoting the effectiveness of the

proposed framework.

Materials And Methods

Background study

SDP is used to predict potential defects during software development. By finding problems early, debugging becomes

less costly and helps developers to improve the overall quality and reliability of the software. Predictive models are

trained with both labeled datasets where the defects are known, and also with unlabeled datasets. This approach also

allows proper resource allocation and helps in reducing the post deployment defects. Figure 1 shows the systematic

diagram for SDP. It takes input queries and returns predictions through an expert system. This diagram for SDP begins

with collecting user feedback and system performance data, which is passed through a data pipeline. This data is

processed by an inference engine that interacts with a pretrained expert system and a prediction model to identify

potential defects. The insights are reserved in knowledge base and used to collect feedback, supporting the continuous

learning procedure and improvement of the performance. 
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FIGURE 1: Systematic diagram for software defect prediction

It explores previous research work on SDP and highlights the methodologies applied for supervised and semi-supervised

learning models. Also, current research work on SDP has been discussed with distinct techniques in this section. Jain et al.

[7] reviewed the use of generative models in heterogeneous software systems for defect prediction in software

environments. They focused on the transformation of generative models for software quality assurance and addressing

challenges of heterogeneous software architecture. GAN was used to detect defects at the code change level. This

method achieved superior performance in detecting semantically preserved changes on diverse project datasets,

demonstrating its usefulness for SDP [8]. Song et al. [9] introduce DP-GANPT as a new model that integrates GANs with

pre-trained code models to predict software defects. They used a semi-supervised learning model and bi-model code

prompt input representation to address data limitations. DP-GANPT was shown to surpass existing baselines in within-

project and cross-project defect prediction on the PROMISE dataset. To handle the issue of data imbalance, Kumar and

Venkatesan [10] used GANs to generate synthetic data for improving the prediction accuracy of defective modules. They

demonstrated marginally significant improvements in classification metrics with precision, recall and F1-score. Their score

indicated the effectiveness of GAN-based data augmentation techniques for SDP. Zou and Wang [11] worked on research

on three-stage cross-project defect prediction framework. The aim was to mitigate insufficient feature representation and

inadequate alignment of data distributions between source and target projects.  Eivazpour and Keyvanpour [12]

proposed an approach using VAE for generating synthetic samples of minority classes. By augmenting the training data

with synthetic examples, their method significantly boosts model accuracy as demonstrated on a number of datasets

from the PROMISE repository.

Hu et al. [13] proposed a federated oversampling learning framework for imbalanced SDP with privacy preservation. They

used PROMISE and NASA repositories datasets. VAE methodologies have worked well in improving the prediction of

software faults on NASA datasets [14]. The efficiency of these techniques was determined by the quantity and quality of

data availability. Employing GANs for data preprocessing and balancing in SDP has recorded improvements in model

performance. SeC-GAN has been shown to outperform standard classifiers in SDP and showed utility in the unbalanced

dataset [15]. Another research work comparing results with PROMISE data has revealed that the predictive accuracy

varied from task to task. It showed the improvement with GAN-generated data in software engineering. These articles

typically quantify performance metrics using Area Under the Curve (AUC). It illustrated the performance of GAN with

conventional methods such as SMOTE and ADASYN [16]. Authors have explored GANs, SMOTE and AdaBoost to solve

data imbalance in SDP. Matthews Correlation Coefficient (MCC) and the classification accuracy were calculated for

software fault prediction [17]. This study highlights the ongoing evolution towards more robust predictive models in
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software engineering. Extended RF methodologies were applied with GANs for software fault prediction, particularly in

datasets such as Eclipse [18]. These studies advocate hybrid approaches that leverage both supervised and semi-

supervised learning paradigms to enhance predictive performance.

Zhang et al. [19] explored LP-based semi-supervised model for SDP. They applied Laplacian score sampling technology

for labeled defect-free components. Sun et al. [20] contribute a comparative study of VAE and GAN approaches in

software fault prediction. Their analysis provides insights about the strengths and limitations of each method. They were

working on handling dataset imbalances and improved prediction accuracy. In predicting software aging-related bugs

(ARBs), GAN-based approaches have demonstrated significant advancements by generating synthetic data from

imbalanced datasets, thereby enhancing prediction accuracy in long-running systems [21]. Similarly, optimizations using

Bayesian hyperparameter techniques have underscored the effectiveness of oversampling strategies in improving recall

rates for security vulnerability prediction models [22]. Other studies have introduced novel GAN-based generative

oversampling methods to balance fault and non-fault modules in software fault prediction tasks [23]. Islam et al. [24]

proposed a two-layer stacking ensemble model for SDP. They applied SMOTE and used multiple datasets of Apache

corporation. Another study utilized CatBoost gradient boosting algorithm on SDP [25]. They integrated Local

Interpretable Model-agnostic Explanations, SHapley Additive Explanations and Explainable Artificial Intelligence to

enhance model transparency with JM1 dataset. These methods have shown superior performance in diverse evaluation

metrics, including precision, recall, F1-score and AUC, signaling their potential to address inherent challenges in class

imbalance.

The previous research highlights the use of GANs and VAEs in improving SDP through semi-supervised learning and bi-

modal input representations. They have explored the use of generative models like SMOTE, GAN and VAE for improving

prediction accuracy. There is limited focus on utilizing TGAN for synthetic data generation to balance class distributions.

Data augmentation across diverse SDP datasets may increase model performance. Some studies depended on labeled

data and did not use the semi-supervised learning algorithms to enhance performance by incorporating both labeled

and unlabeled data. This research bridges these gaps by applying TGAN and semi-supervised approaches to enhance

defect prediction accuracy and improve model robustness with limited labeled data.

Proposed methodology

This portion presents a detailed outline of the methodology used in the proposed SDP model, incorporating TGAN-

generated data and a semi-supervised learning approach. It describes each step in the data processing workflow,

including essential preprocessing techniques such as data cleaning and normalization. Figure 2 illustrates the SDP

process. It begins with data collection, where various types of datasets are gathered from different repositories. Data

preprocessing is then applied to ensure consistency and eliminate anomalies or irrelevant data in the dataset. To address

class imbalance, data augmentation is performed using TGAN, which helps enhance the representation of minority

classes. Both ML and SSML algorithms are applied to each dataset to analyze the data. Evaluation metrics such as

accuracy, precision, recall, and F1-score are used to assess model performance.
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FIGURE 2: Methodology of the proposed SSML-based model for SDP

ANN, Artificial Neural Networks; DT, Decision Tree; KNN, K-Nearest Neighbors; LP, Label Propagation; NB, Naive Bayes; RF, Random

Forest; SDP, Software Defect Prediction; SSML, Semi-Supervised Machine Learning; SVM, Support Vector Machine; TGAN,

Tabular Generative Adversarial Network

Data collection

SDP datasets are essential for identifying bugs and defects in software modules. These datasets have labeled code

modules with different features to help train models for defect prediction. Using different datasets helps the model work

well on various software projects. Table 1 provides an overview of the six datasets collected for the SDP model. The

datasets originate from various repositories, including PROMISE [26], ARB [27] and Eclipse [28]. This table contains dataset

name, repository source, size and the number of features.

Serial No. Dataset Repository Size No. of Features

1 Prop-1 PROMISE 6,510 22

2 KC1 PROMISE 998 22

3 JM1 PROMISE 6,893 22

4 Eclipse_3.0 Eclipse 10,593 202

5 Linux driver net ARB 2,307 83

6 CM1 PROMISE 703 22

TABLE 1: Overview of datasets used for the software defect prediction model

Data preprocessing

To maintain the quality and consistency of any dataset, several preprocessing techniques have been applied, which help

the model to achieve better performance. The preprocessing transformed the unstructured data into a clean and

structured format. Afterwards, the formatted data are fed to the ML models for further processing. The preprocessing

steps are checking for null values, replacing null values with NaN, sorting special characters, label encoding and outliers

detection. Outliers are found and removed using interquartile range methodology. It shows the values that fall outside
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from the normal range. Figure 3 illustrates this for a single feature, where extreme values beyond the upper and lower

limits are identified and excluded. A similar method is applied in each dataset to ensure the cleanliness and reliability of

data.

FIGURE 3: Box plot showing outlier detection and removal for a selected feature (total_op)

Data augmentation

In this research, TGAN has been used to generate synthetic tabular data. Figure 4 describes the architecture of a TGAN. It

consists of two elements: generator and discriminator. The generator generates synthetic data from noise vectors and the

discriminator labels the data as real or fake. The two networks are trained simultaneously and automated via

backpropagation. The generator’s task is to produce realistic samples such that its loss is minimized. The discriminator, on

the other hand, learns how to tell apart real from fake samples.
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FIGURE 4: The overview of TGAN data generation process

TGAN, Tabular Generative Adversarial Network

The data generation process is used to handle data imbalance problems in different datasets. It learns from the

distribution of real data and generates synthetic data containing similar statistical properties. TGAN works by training two

neural networks: generator and discriminator [29]. The equation of TGAN training represents the process between

generator (G) and discriminator (D). Mathematically, this can be expressed as follows:

The discriminator (D) maximizes the probability of correctly classifying real data x as real and generated data G(z) as fake.

The generator (G) aims to minimize the discriminator's ability to distinguish synthetic data from real data, by generating

data G(z) that appears as real as possible. Here, x is a real data sample, z is random noise and G(z) is the generated output.

Ex~Pr(x) represents the expectation (average) over all real data samples x that are drawn from the real data distribution

Pr(x). Similarly, Ez~Pz(z) represents the expectation over all noise vectors z sampled from a noise distribution Pz(z). TGAN

uses adversarial training to generate realistic synthetic tabular data. This helps improve ML models by adding more

training samples, especially in cases like SDP where real data is limited [30].

Table 2 presents a detailed overview of the key parameters used in TGAN. It also outlines the process of generating

balanced synthetic tabular data to address the issue of class imbalance. Initially, it started with few data in each set. In the

TGAN model, it learns the patterns and connections among different features and data points. After training, TGAN

produces artificial data to balance the counts of minority class with majority class. The produced synthetic data is

subsequently mixed with the original dataset and labeled. In the balanced dataset, the ratio of ‘YES’ to ‘NO’ labels is very

close. 
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Parameters Values

Latent Dimension 100

Output Dimension Data.shape [1]

Generator Layer 1 Units 128

Generator Layer 2 Units 64

Generator Activation LeakyReLU (alpha=0.2)

Generator Output Activation Tanh

Discriminator Layer 1 Units 128

Discriminator Layer 2 Units 64

Discriminator Activation LeakyReLU (alpha=0.2)

Discriminator Output Activation Sigmoid

Discriminator Loss Function Binary cross-entropy

Generator Loss Function Binary cross-entropy

Optimizer Adam (lr=0.002, β1=0.5)

Noise Distribution Normal (mean=0, std=1)

TABLE 2: Key parameters and values for the TGAN architecture

TGAN, Tabular Generative Adversarial Network

Table 3 shows the generated data, declaring the true and false properties of software defects. It highlights an overview of

the datasets used for the SDP model both before and after TGAN was applied. It shows the number of data instances for

each dataset and the number of ‘YES’ and ‘NO’ software defect values. The table highlights the distribution of defects

across six different datasets, reflecting the balance between true and false classifications.
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Serial No. Dataset Before TGAN After TGAN Yes No

1 cm1 703 1,353 649 704

2 Linux driver net 2,307 4,357 2,220 2,137

3 eclipse_3.0 10,593 20,653 10,946 9,707

4 jm1 6,893 13,493 6,881 6,612

5 kc1 998 1,898 873 1,025

6 prop-1 6,510 13,010 6,114 6,896

TABLE 3: Summary of data distribution before and after applying TGAN

TGAN, Tabular Generative Adversarial Network

Figure 5 demonstrates the comparison of original data distribution and synthetic data generated using TGAN for data

augmentation. The original data exhibits a clustered distribution with clear patterns. The synthetic data appears

uniformly spread within a normalized range between -1 and 1. This highlights how TGAN effectively generates new

samples and the distribution may differ significantly from the original dataset.

FIGURE 5: Comparison of original data distribution and synthetic data generated using TGAN for data augmentation

TGAN, Tabular Generative Adversarial Network

Figure 6 displays the correlation coefficient matrices of the ‘KC1’ dataset. It shows the difference between synthetic data

generated with TGAN and original data. The heatmaps illustrate relationships between variables, where darker shades

represent stronger correlations. The synthetic data's correlation patterns differ from the original. The relationships

between features have changed while TGAN captures some structural similarities. Coefficient matrix represents the

pairwise correlation between variables in a dataset, where values range from -1 (perfect negative correlation) to +1

(perfect positive correlation). It is used to identify the strength and direction of linear relationships between variables. 
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FIGURE 6: Correlation coefficient matrices of original and TGAN-generated synthetic data for the "KC1" dataset

TGAN, Tabular Generative Adversarial Network

ML and SSML classifiers

In this research, ML algorithms were first applied and after that SSML algorithms were used. Some algorithms were

common in both cases. ML uses only labeled data to train the model, while SSML uses both labeled and a large amount

of unlabeled data. This makes SSML more useful when labeled data is limited, as it can still learn from the unlabeled part.

SSML is highly valuable in SDP because labeled defect data is often limited, while unlabeled data is abundant. SSML helps

leverage this unlabeled data to enhance prediction models, leading to more accurate and early defect detection. This

results in cost savings and improved software quality by identifying issues during the development phase.

ML algorithms include RF, SVM, KNN, NB, DT, and ANN

SSML algorithms include RF, SVM, KNN, LP, DT, and ANN

• RF: RF is an ensemble learning method that creates multiple decision trees and merges their outputs to improve

accuracy and reduce overfitting. It is effective in both classification and regression tasks and handles large datasets with

higher dimensionality. The RF equation is shown below.

Here, it combines predictions ytreei from decision trees N [31].

• SVM: SVM is a classification algorithm that finds the best hyperplane separating data into different classes. It maximizes

the margin between support vectors, making it ideal for high dimensional spaces and binary classification tasks. The

hyperplane of SVM is expressed below:
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Here, w represents weight vector and b represents bias [32]. It finds the optimal hyperplane that maximizes the margin

between yi = +/- 1. 

• KNN: KNN is a simple, non-parametric algorithm that classifies data points by looking at the 'k' nearest data points in the

feature space. It is commonly used for classification and regression, relying heavily on distance metrics. The classification

rule of voting for KNN is shown below:

where, Nk(xtest) is the set of k nearest neighbors to xtest [32].

• NB: NB is a probabilistic classifier. It works based on Bayes' theorem. It assumes independence between features. It

produces good results with large datasets. It also works fast and efficiently in tabular data by making probability

computation simple. The basic equation for Bayes' theorem is as follows:

 

where, X is the feature vector and y is class label [32].

• DT: DT generally splits the data into several nodes based on features. It builts a tree for making decisions. By using

pruning, the overfitting issue is mitigated. At this time, the model becomes easier to interpret. The information gain

calculated with entropy is shown below.

 

Here, to achieve maximum information gain, it recursively splits dataset S on feature A [32].

• ANN: ANN models are built following the human brain. It has interconnections among the layers of neurons. Those

neurons are very flexible and powerful for solving complex calculations. They are very efficient in classification and

detection models.

Here, for layer l, activation a(l) is calculated by applying a non-linear activation function  with the previous layer a(l-1)

[32].

• LP: LP is a graph-based SSML classifier. In this algorithm, labels are propagated from labeled to unlabeled data. It

maintains a similar network for each data point. The data points are represented in a graph structure and perform well.

Here, propagate labels F in a graph over time (t) using similarity matrix S. It blends with initial labels Y with clamping

factor  [33].

Figure 7 describes the algorithm of SSML procedure followed in this study. This algorithm has been prepared by the

authors at their own initiative for the proposed SSML model. The dataset was partitioned  into two segments: labeled

portion and unlabeled portion. The labeled data was first used to train the model. Later on, the model was applied to

assign labels to the unlabeled data. Following this step, 80% of the labeled data was used for training, while the

remaining 20% was applied for evaluating the model’s performance. Different models were tested using the
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aforementioned classifiers. Each model is then evaluated using metrics like accuracy, precision, recall, and F1-score. After

evaluation, the trained models are used to predict the missing labels in the dataset. This process repeats in a loop until all

the unlabeled examples in the dataset are labeled. It helps improve model performance when labeled data is limited by

learning from both labeled and unlabeled samples.

FIGURE 7: Algorithm of semi-supervised learning

Results And Discussion

In this section, we present the experimental results of our proposed semi-supervised models. The performance of each

classifier is evaluated across six different datasets. The results are analyzed to determine the strengths and limitations of

each algorithm. Tables 4-9 present the performance comparison of ML and SSML models across various evaluation

metrics. They show the comparison of the performance of ML and SSML algorithms across accuracy, precision, recall, and

F1-score on six datasets: CM1, Linux Driver, Eclipse 3.0, JM1, KC1 and Prop-1. The equations of the evaluation metrics are

given below [34] (TP = true positive, TN = true negative, FP = false positive, FN = false negative).
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Classifier Accuracy Precision Recall F1-score

ML SSML ML SSML ML SSML ML SSML

RF 85.79 88.14 85.23 93.51 73.95 77.25 79.19 84.61

SVM 59.83 86.96 45.03 88.53 44.75 79.39 44.89 83.71

KNN 87.4 83.0 82.2 84.24 85.09 73.47 83.62 78.49

DT 79.08 88.07 78.03 84.99 65.53 87.11 71.24 86.04

ANN 80.95 90.27 92.19 90.35 50.86 86.15 65.56 88.2

NB 73.34 0 87.18 0 33.55 0 48.46 0

LP 0 85.05 0 83.11 0 81.07 0 82.08

TABLE 4: Comprehensive evaluation of ML and SSML algorithms for Prop-1 dataset

ANN, Artificial Neural Networks; DT, Decision Tree; KNN, K-Nearest Neighbors; LP, Label Propagation; ML, Machine Learning; NB,

Naive Bayes; RF, Random Forest; SSML, Semi-Supervised Machine Learning; SVM, Support Vector Machine; 
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Classifier Accuracy Precision Recall F1-score

ML SSML ML SSML ML SSML ML SSML

RF 72.5 85.11 46.15 81.48 34.62 70.97 39.56 75.86

SVM 68 74.67 40.63 68.35 50 43.2 44.83 52.94

KNN 71.5 72.49 41.94 57.81 65 59.68 31.33 58.73

DT 75.5 79.42 60 67.67 57.31 72 56.87 69.77

ANN 73.5 82.85 59.32 79.41 54.69 64.8 56.91 71.37

NB 74 0 48.45 0 38.65 0 44.16 0

LP 0 77.66 0 72.73 0 51.61 0 60.38

TABLE 5: Comprehensive evaluation of ML and SSML algorithms for KC1 dataset

ANN, Artificial Neural Networks; DT, Decision Tree; KNN, K-Nearest Neighbors; LP, Label Propagation; ML, Machine Learning; NB,

Naive Bayes; RF, Random Forest; SSML, Semi-Supervised Machine Learning; SVM, Support Vector Machine
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Classifier Accuracy Precision Recall F1-score

ML SSML ML SSML ML SSML ML SSML

RF 77.3 79.05 57.14 79.25 30.24 54.19 39.55 64.37

SVM 70.27 70.42 58.85 64.24 33.64 34.19 40.39 44.63

KNN 71.14 74.07 52.5 70.88 42.56 59.48 46.79 64.07

DT 73.89 73.34 61.57 60.2 36.24 59.68 42.49 60.96

ANN 72.7 72.37 58.93 59.74 36.41 58.31 44.64 58.99

NB 0 73 0 0 0 47.1 0 54.89

LP 0 73 0 0 0 47.1 0 54.89

TABLE 6: Comprehensive evaluation of ML and SSML algorithms for JM1 dataset

ANN, Artificial Neural Networks; DT, Decision Tree; KNN, K-Nearest Neighbors; LP, Label Propagation; ML, Machine Learning; NB,

Naive Bayes; RF, Random Forest; SSML, Semi-Supervised Machine Learning; SVM, Support Vector Machine
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Classifier Accuracy Precision Recall F1-score

ML SSML ML SSML ML SSML ML SSML

RF 77.3 83.32 71.72 88.21 34.92 70.2 46.97 78.18

SVM 71.21 82.11 70.24 91.03 32.02 57.96 43.25 70.82

KNN 71.14 79.37 56.21 73.17 42.16 71.08 48.15 72.06

DT 77.68 75.96 74.91 67.64 33.77 68.93 46.55 68.28

ANN 71.9 81.04 69.18 75.97 34.02 72.24 47.42 74.06

NB 71.21 0 69.24 0 32.25 0 46.76 0

LP 0 61.08 0 45.36 0 38.32 0 46.1

TABLE 7: Comprehensive evaluation of ML and SSML algorithms for Eclipse 3.0 dataset

ANN, Artificial Neural Networks; DT, Decision Tree; KNN, K-Nearest Neighbors; LP, Label Propagation; ML, Machine Learning; NB,

Naive Bayes; RF, Random Forest; SSML, Semi-Supervised Machine Learning; SVM, Support Vector Machine
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Classifier Accuracy Precision Recall F1-score

ML SSML ML SSML ML SSML ML SSML

RF 71.43 96.67 71.43 95.45 67.25 93.33 63.16 94.38

SVM 70.78 76.71 100 86.79 62.12 25.7 54.26 39.66

KNN 66.02 75.72 58.27 65.06 52.46 40.15 53.81 49.64

DT 72.29 71.9 91.67 53.33 67.97 46.43 64.67 49.64

ANN 69.05 72.71 41.27 56.3 42.46 37.43 43.81 44.97

NB 70.13 0 68.46 0 32.56 0 49.66 0

LP 0 65.33 0 37.93 0 44.44 0 49.73

TABLE 8: Comprehensive evaluation of ML and SSML algorithms for Linux driver dataset

ANN, Artificial Neural Networks; DT, Decision Tree; KNN, K-Nearest Neighbors; LP, Label Propagation; ML, Machine Learning; NB,

Naive Bayes; RF, Random Forest; SSML, Semi-Supervised Machine Learning; SVM, Support Vector Machine
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Classifier Accuracy Precision Recall F1-score

ML SSML ML SSML ML SSML ML SSML

RF 71.63 95.45 51.85 93.33 66.67 95.45 58.33 94.3

SVM 68.9 74.09 45.25 69.62 53.23 65.87 48.87 67.65

KNN 73.05 81.82 55.74 75.91 75.56 79.39 64.15 77.33

DT 78.72 85.91 75.86 80.65 48.89 85.23 59.46 82.87

ANN 72.34 76.64 56.52 70.77 60.95 70.37 58.68 70.57

NB 68.09 0 57.89 0 61.2 0 60.32 0

LP 0 87.27 0 86.59 0 80.68 0 83.53

TABLE 9: Comprehensive evaluation of ML and SSML algorithms for CM1 dataset

ANN, Artificial Neural Networks; DT, Decision Tree; KNN, K-Nearest Neighbors; LP, Label Propagation; ML, Machine Learning; NB,

Naive Bayes; RF, Random Forest; SSML, Semi-Supervised Machine Learning; SVM, Support Vector Machine

The evaluated classifiers include RF, SVM, KNN, DT, ANN, NB and LP. In this research, the semi-supervised version of RF

(SSML) consistently delivered the best performance across most datasets. With Prop-1 dataset, ANN (SSML) delivered the

best results, achieving 90.27% accuracy, 90.35% precision and an 88.20% F1-score. In contrast, RF (ML) recorded 85.79%

accuracy. In the KC1 dataset, RF (SSML) again stood out with 85.11% accuracy and 81.48% precision, while DT (ML)

managed 75.5% accuracy. For the JM1 dataset, RF (SSML) outperformed all others with 79.05% accuracy and 64.37% F1-

score compared to DT (ML), which had 73.89% accuracy. In the Eclipse 3.0 dataset, RF (SSML) maintained its top position,

with 83.32% accuracy and 78.18% F1-score. On the Linux Driver dataset, RF (SSML) again led with 96.67% accuracy and

94.38% F1-score, whereas DT (ML) scored 72.29% in accuracy. For the CM1 dataset, RF (SSML) achieved the highest

accuracy of 95.45% and an F1-score of 94.3%, while DT (ML) reached only 78.72% accuracy.  All experiments were

performed in local machine that included an intel core i5 processor, 16 GB RAM, 512 GB SSD, Windows OS and a stable

internet connection. Besides this, Python and Google Colab Pro with reproducible setup were used for model

development and data augmentation. The training environment included NVIDIA T4 and A100 GPUs with CUDA support,

32 GB RAM and a 24-hour session limit with sufficient compute units. The software stack consisted of Python 3.12,

PyTorch 2.8 (CUDA 12.6) and TensorFlow 2.19.

ANN (SSML) consistently excelled, leading in multiple datasets, including the best accuracy in Linux Driver and CM1. RF

(SSML) achieved the highest recall and F1-score in Linux Driver and CM1, while ANN (SSML) dominated in Prop-1 with

accuracy and F1-score. RF (SSML) on the JM1 dataset stood out, showing the highest AUC score. Comparisons with

previous works were also discussed. Table 10 presents a comparison of the proposed SSML model with state-of-the-art

techniques reported in the literature.
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Ref. Balancing method Dataset Repository Methodology Result

This work TGAN Prop-1 PROMISE SSML-ANN F1-score = 88.20%

KC1 PROMISE SSML-RF Accuracy = 85.11%

JM1 PROMISE SSML-RF AUC = 84.29%

Eclipse 3.0 Eclipse SSML-RF F1-score = 78.18%

Linux-driver net ARB SSML-RF Accuracy = 96.67%

CM1 PROMISE SSML-RF Accuracy = 95.45%

[7] GAN Lucene PROMISE DP-GANT F1-score = 87.4%

[8] GAN, SMOTE CM1 PROMISE CNN Accuracy = 92%

[12] VAE CM1 PROMISE SVM Accuracy = 95.3%

[16] - Eclipse 3.0 Eclipse exRF F1-score = 75%

[17] Laplacian JM1 PROMISE NSGLP AUC = 72%

[18] VAE KC1 PROMISE RF F1-score = 92%

[21] GAN Prop-1 PROMISE KNN F1-score = 84.3%

[25] SMOTE JM1 PROMISE CatBoost Accuracy = 85%

TABLE 10: Comparative analysis of previous studies and current research findings

ANN, Artificial Neural Network; AUC, Area Under the Curve; CatBoost, Categorical Boosting; CNN, Convolutional Neural Network;

DP-GANT, Differential Privacy Generative Adversarial Network with Transformer; exRF, Extreme Random Forest; GAN, Generative

Adversarial Network; KNN, K-Nearest Neighbors; RF, Random Forest; SMOTE, Synthetic Minority Over-sampling Technique; SSML,

Semi-Supervised Machine Learning; SVM, Support Vector Machine; TGAN, Tabular Generative Adversarial Network; VAE, Variational

Autoencoder

The proposed technique is benchmarked against methods such as TGAN, GAN, VAE, AC-GAN, and Laplacian sampling on

similar datasets. The SSML method not only matches but often surpasses these leading methods in terms of accuracy and

F1-score; along with this, it highlights robustness to class imbalance. The current work achieves the highest accuracy of

95.45% and 96.67% using TGAN on the CM1 and Linux-driver datasets, outperforming other studies such as [7,8]

(accuracy up to 92%) and [11,12,16,17] (accuracy up to 95.3%, AUC up to 72%). The results demonstrate significant

advancements in predictive performance compared to prior works. Figure 8 illustrates the highest accuracy and F1-score

of applied ML and SSML on six different datasets with a bar graph for better visualization. Figure 9 presents the ROC

curves for six datasets, showcasing the performance of different classifiers in a graphical format. ROC curve illustrates the
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trade-off between the true positive rate and false positive rate across various threshold settings. A curve that rises sharply

towards the top-left corner indicates better classifier performance. The closer the curve is to this corner, the higher the

model’s ability to distinguish between classes.

In summary, the proposed TGAN-based semi-supervised approach outperformed other approaches and achieved the

highest accuracy and F1-score. The data generated by TGAN aid in enhancing the accuracy and generalization of the SDP

model. TGAN serves as a valuable asset for effective data augmentation, strengthening the performance and robustness

of SSML frameworks. 

FIGURE 8: Performance metrics of ML and SSML: Accuracy and F1-score visualization

ML, Machine Learning; SSML, Semi-Supervised Machine Learning
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FIGURE 9: ROC curves for six datasets after applying the SSML model

AUC, Area Under the Curve; ANN, Artificial Neural Networks; DT, Decision Tree; KNN, K-Nearest Neighbors; RF, Random Forest; ROC,

Receiver Operating Characteristic; SSML, Semi-Supervised Machine Learning; SVM, Support Vector Machine

Conclusions

This study demonstrates the significant impact of using semi-supervised learning techniques with limited labeled data in

SDP. SSML models consistently outperformed traditional approaches across key metrics, showcasing their superiority in

improving prediction accuracy. The integration of TGAN for data augmentation further enhanced model performance by

effectively increasing the size of the training dataset. Future research could explore integrating more advanced data

augmentation techniques to further enhance model performance, include software testing and defect data from

different testing phases to build a more robust dataset, and investigate the application of other semi-supervised

algorithms on larger and more diverse datasets to provide deeper insights into scalability. Additionally, incorporating

explainable AI and large language model methods would help in better understanding the decision-making process of

these models in defect prediction.
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