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Abstract

The rapid growth of Internet of Things (IoT) devices has significantly improved connectivity across smart environments.

However, the resource-constrained nature of IoT devices and their limited built-in security mechanisms make them

highly vulnerable to evolving cyberattacks. Traditional intrusion detection systems relying on signature-based or static

rule sets are often ineffective against previously unseen attacks. This study proposes a hybrid machine learning-based

intrusion detection and prevention framework for securing IoT networks. The framework integrates Isolation Forest,

Autoencoder, Extreme Gradient Boosting, and Bidirectional Long Short-Term Memory models within a stacked ensemble

architecture to improve attack detection while reducing false-positive predictions. The ensemble outputs are combined

using a Logistic Regression meta-classifier to generate the final threat score. Experimental evaluation using the UNSW-

NB15 dataset demonstrates that Extreme Gradient Boosting achieved the highest individual Receiver Operating

Characteristic-Area Under the Curve score of 0.91, while the proposed framework further enhances detection robustness

through ensemble learning and automated prevention. A Flask-based monitoring dashboard provides real-time

visualization of detection results, blocked IP addresses, alerts, and system performance.

Categories: Network Security, IoT Security and Privacy, Machine Learning (ML)

Keywords: intrusion detection system, machine learning, cybersecurity, anomaly detection, ensemble learning, internet of things (iot)

Introduction

The Internet of Things (IoT) has emerged as one of the most significant technological advancements of the digital era,

enabling seamless communication among billions of interconnected devices across various application domains,

including healthcare, transportation, manufacturing, agriculture, industrial automation, and smart city infrastructures [1].

The rapid growth of IoT technologies has significantly improved operational efficiency, automation, and data-driven

decision-making by facilitating continuous communication between sensors, embedded devices, cloud platforms, and

intelligent applications. As the number of connected devices continues to increase, IoT ecosystems have become an

integral component of modern digital infrastructure.

Despite these technological advancements, IoT networks remain highly vulnerable to cyberattacks due to their resource-

constrained nature, heterogeneous communication protocols, and limited built-in security mechanisms [2,3]. Unlike

conventional computing systems, many IoT devices possess limited processing power, memory capacity, and energy

resources, making the implementation of complex security mechanisms particularly challenging. Consequently, IoT

environments have become attractive targets for cyberthreats such as distributed denial-of-service  attacks, botnet

infections, ransomware, spoofing attacks, malware propagation, unauthorized access, and data manipulation [4].
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Intrusion detection systems (IDSs) have traditionally served as one of the primary mechanisms for identifying malicious

activities within computer networks. Signature-based IDSs compare observed network traffic against predefined attack

signatures and rule sets to detect known threats. Although these approaches achieve high accuracy for previously

identified attacks, they demonstrate poor performance when confronted with zero-day attacks, polymorphic malware,

and continuously evolving cyberthreats. Similarly, anomaly-based detection methods improve the detection of

previously unseen attacks but frequently suffer from higher false-positive rates due to the dynamic nature of legitimate

network behaviour [5].

Recent developments in artificial intelligence (AI), machine learning, and deep learning have significantly improved the

effectiveness of intrusion detection by enabling intelligent analysis of complex network traffic patterns [6]. Supervised

learning algorithms such as Extreme Gradient Boosting (XGBoost) have demonstrated excellent performance in

identifying known attack categories through labelled training data, whereas unsupervised techniques including Isolation

Forest and Autoencoders effectively recognise anomalous network behaviour without requiring labelled attack samples

[7,8]. Furthermore, recurrent neural network architectures such as Bidirectional Long Short-Term Memory (Bi-LSTM)

networks are capable of learning temporal dependencies present within network traffic, enabling improved detection of

sophisticated multi-stage attacks [9].

Although numerous machine learning-based intrusion detection frameworks have been proposed, many existing

approaches rely on a single detection model, thereby limiting their capability to effectively detect both known and

unknown attacks simultaneously. Individual learning algorithms often exhibit model-specific weaknesses, including

reduced generalization capability, overfitting, higher false-positive rates, or limited adaptability to evolving cyberthreats.

Moreover, several existing studies primarily focus on attack detection while providing limited support for automated

prevention and response mechanisms capable of mitigating malicious activities immediately after detection [10-14].

Research gap

Current IoT intrusion detection research predominantly focuses on improving attack detection accuracy using individual

machine learning or deep learning algorithms. However, relatively few studies integrate supervised learning,

unsupervised anomaly detection, and deep learning within a unified ensemble framework that simultaneously supports

automated prevention. Furthermore, many existing approaches provide limited implementation details regarding

ensemble decision-making, reproducibility, and practical deployment considerations in real-world IoT environments.

These limitations highlight the need for a comprehensive hybrid intrusion detection and prevention framework capable

of accurately identifying diverse attack patterns while enabling intelligent automated response mechanisms.

Motivation

The increasing sophistication and frequency of cyberattacks targeting IoT infrastructures necessitate adaptive security

mechanisms capable of analysing complex network behaviour in real time. Integrating multiple complementary

detection models enables the strengths of supervised learning, anomaly detection, and sequential deep learning to be

combined within a single decision-making framework. Such integration not only improves detection reliability but also

reduces false-positive predictions and enhances resilience against previously unseen cyberthreats.

Major contributions

The primary contributions of this research are summarized as follows:

1. A hybrid intrusion detection and prevention framework integrating Isolation Forest, Autoencoder, XGBoost, and Bi-

LSTM models within a stacked ensemble architecture.

2. A Logistic Regression-based ensemble learning strategy that combines the outputs of multiple detection models to

improve overall intrusion detection performance and reduce false-positive rates.

3. An automated prevention mechanism capable of generating security alerts, dynamically blocking malicious IP

addresses, and maintaining a real-time blocklist following intrusion detection.
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4. A comprehensive experimental evaluation conducted using the UNSW-NB15 benchmark dataset with multiple

performance metrics, including Precision, Recall, F1-score, Confusion Matrix, and Receiver Operating Characteristic-Area

Under the Curve (ROC-AUC) analysis.

5. A scalable cybersecurity framework that combines detection, prevention, and real-time monitoring through an

integrated Flask-based dashboard suitable for intelligent IoT security applications.

Materials And Methods

Detection techniques

Rule-Based IDSs

Rule-based IDSs  identify malicious activities by comparing network traffic against predefined attack signatures and

manually created security rules. These systems are highly effective in detecting previously known attack patterns with

minimal computational complexity and have been widely deployed in traditional network security environments [2].

Whenever incoming traffic matches a stored signature, the corresponding event is classified as malicious, enabling rapid

identification of well-documented cyberthreats.

Despite their effectiveness against known attacks, rule-based IDSs exhibit several limitations in modern IoT

environments. Since detection relies entirely on predefined signatures, these systems cannot effectively identify zero-day

attacks, polymorphic malware, or evolving threat patterns. Furthermore, maintaining an up-to-date signature database

requires continuous manual intervention, making rule-based approaches increasingly difficult to manage as the number

and diversity of IoT devices continue to grow [3]. Consequently, rule-based IDSs are generally used as complementary

security mechanisms rather than standalone solutions for securing large-scale IoT networks.

Statistical and Behaviour-Based Detection

Statistical and behaviour-based intrusion detection techniques identify cyberthreats by modelling the normal

behavioural characteristics of network traffic rather than relying on predefined attack signatures. These approaches

establish baseline profiles using statistical measures such as packet transmission rate, communication frequency,

protocol usage, and connection duration. Significant deviations from the learned normal behaviour are considered

potential indicators of malicious activity [4].

One of the primary advantages of behaviour-based detection is its capability to identify previously unseen attacks

without requiring labelled attack signatures. This makes statistical detection particularly suitable for IoT environments

where new attack variants frequently emerge. However, behaviour-based approaches may generate higher false-positive

rates because legitimate changes in network behaviour can sometimes resemble anomalous activity. Consequently,

statistical methods are often integrated with machine learning algorithms to improve detection reliability and reduce

false alarms [5].

Machine Learning-Based Detection

Machine learning techniques have significantly improved intrusion detection by enabling intelligent analysis of complex

network traffic patterns and automatic classification of malicious activities. Supervised learning algorithms are trained

using labelled datasets to distinguish between normal and malicious network behaviour based on learned feature

relationships [6].

Among various machine learning algorithms, XGBoost has demonstrated excellent performance in intrusion detection

due to its ability to model nonlinear feature interactions while maintaining high computational efficiency and robustness

against overfitting [12]. By constructing multiple decision trees through gradient boosting, XGBoost effectively learns

complex attack patterns and provides accurate classification of known cyberthreats. Owing to these advantages,

machine learning-based IDSs have become an essential component of modern cybersecurity solutions for IoT

environments.
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Deep Learning for IoT Intrusion Detection

Deep learning techniques provide enhanced capability for detecting sophisticated cyberattacks by automatically

learning hierarchical feature representations from network traffic data. Unlike conventional machine learning algorithms,

deep neural networks can capture complex nonlinear relationships and temporal dependencies, enabling improved

detection of advanced persistent threats and multi-stage attacks [8].

In the proposed framework, two complementary deep learning models are employed. The Autoencoder performs

unsupervised anomaly detection by learning the normal characteristics of network traffic and identifying abnormal

behaviour through reconstruction error analysis. Additionally, the Bi-LSTM network captures sequential dependencies

within network communication by analysing traffic in both forward and backward directions. The combination of

anomaly detection and temporal learning significantly improves the framework's ability to detect both known and

previously unseen cyberattacks while reducing false-negative rates [13].

Hybrid and Ensemble Detection

Although individual detection techniques demonstrate strong performance under specific attack scenarios, no single

algorithm consistently provides optimal results across all categories of cyberthreats. Supervised classifiers accurately

recognise known attacks but may struggle with previously unseen threats, whereas anomaly detection techniques

effectively identify novel attacks while often producing higher false-positive rates. Similarly, deep learning models

successfully capture temporal attack behaviour but require greater computational resources [9-11].

To overcome these limitations, the proposed framework adopts a hybrid ensemble learning approach that integrates

Isolation Forest, Autoencoder, XGBoost, and Bi-LSTM models. Each model independently analyses the incoming network

traffic and generates an anomaly score or attack probability. These outputs are subsequently combined using a Logistic

Regression-based stacked ensemble, enabling the framework to learn the optimal combination of predictions rather than

relying on fixed voting strategies. This hybrid approach improves detection robustness, enhances generalisation

capability, and reduces false-positive rates by leveraging the complementary strengths of supervised learning,

unsupervised anomaly detection, and deep learning techniques. The final ensemble prediction is then utilised by the

automated prevention module to initiate appropriate mitigation actions against malicious network traffic.

Proposed methodology

The proposed Intrusion Detection and Prevention System (IDPS) integrates supervised learning, unsupervised anomaly

detection, deep learning, and ensemble learning within a unified cybersecurity framework to improve the detection and

mitigation of cyberattacks in IoT environments. Unlike conventional IDSs that rely on a single detection technique, the

proposed framework combines multiple complementary learning models to improve detection accuracy, reduce false

positives, and enhance resilience against both known and previously unseen attacks.

The overall framework consists of six sequential stages:

(i) Network Traffic Acquisition 

(ii) Data Preprocessing 

(iii) Hybrid Intrusion Detection

(iv) Stacked Ensemble Learning

(v) Automated Prevention

(vi) Real-Time Monitoring

System Architecture

The proposed system follows a modular architecture in which network traffic is processed through multiple detection

stages before the final intrusion decision is generated. Initially, network traffic records are collected from the UNSW-NB15

benchmark dataset and subjected to preprocessing operations, including duplicate removal, missing value handling,

categorical feature encoding, feature normalization, and class balancing. These preprocessing steps improve data quality

while ensuring compatibility across all machine learning and deep learning models.
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The processed data are simultaneously analysed by four independent detection models, namely Isolation Forest,

Autoencoder, XGBoost, and Bi-LSTM. Each model independently evaluates the incoming network traffic and generates an

anomaly score or attack probability based on its learning mechanism.

The outputs generated by the four detection models are subsequently combined using a stacked ensemble learning

strategy. Unlike conventional voting-based approaches, the proposed framework employs Logistic Regression as a meta-

classifier to learn the optimal combination of individual model predictions. The ensemble model produces a final threat

probability representing the likelihood that the analysed network traffic corresponds to malicious activity.

Based on the generated threat probability, the automated prevention module determines the appropriate mitigation

strategy. Network traffic classified as malicious is blocked by adding the corresponding source IP address to the dynamic

blocklist, while suspicious traffic generates security alerts for administrator review. Finally, all security events are

visualised through a Flask-based monitoring dashboard, enabling continuous observation of system performance,

blocked IP addresses, detection metrics, and feature importance analysis.

Figure 1 depicts the architecture of the proposed intrusion detection and prevention system.
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FIGURE 1: System Architecture of the Proposed IoT Intrusion Detection and Prevention Framework

Source: Author's own illustration

Bi-LSTM, Bidirectional Long Short-Term Memory; IoT, Internet of Things

Network Traffic Acquisition and Preprocessing

The proposed framework utilises the UNSW-NB15 benchmark dataset for model training and evaluation because it

contains modern network traffic representing both legitimate communication and multiple categories of cyberattacks,

including Exploits, Denial of Service, Generic attacks, Reconnaissance, Fuzzers, Analysis, Backdoors, Shellcode, and Worms

[15].
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Prior to model training, the collected data undergo several preprocessing operations to improve data quality and model

performance. Duplicate records and missing values are removed to eliminate inconsistencies within the dataset.

Categorical attributes, including protocol type, service type, and connection state, are transformed into numerical

representations using Label Encoding, while numerical features are normalised using Min-Max Scaling to ensure that all

features contribute equally during model training.

To address class imbalance, the Synthetic Minority Over-sampling Technique (SMOTE) is applied only to the training

dataset, thereby improving the classifier's ability to learn minority attack classes without affecting the evaluation dataset.

Finally, the processed dataset is divided into 80% training data and 20% testing data to ensure consistent evaluation

across all implemented detection models.

Hybrid Detection Model

To improve intrusion detection performance, the proposed framework combines four complementary learning models

that analyse network traffic from different perspectives. Rather than relying on a single classifier, the hybrid approach

integrates supervised learning, anomaly detection, and deep learning to improve robustness against diverse attack

scenarios.

Isolation Forest is employed as the primary unsupervised anomaly detection model. It identifies abnormal network

behaviour by recursively isolating observations within randomly generated decision trees. Since malicious traffic

generally requires fewer partitions for isolation than legitimate traffic, higher anomaly scores indicate a greater likelihood

of intrusion. The generated anomaly scores are forwarded to the ensemble model rather than being used for final

classification independently.

The Autoencoder model provides an additional anomaly detection mechanism by learning the normal characteristics of

network traffic through reconstruction. During inference, malicious samples typically produce larger reconstruction

errors than legitimate communication because they differ significantly from the learned representation of normal

behaviour. These reconstruction errors are subsequently supplied to the ensemble model as anomaly scores.

The XGBoost classifier serves as the primary supervised learning component of the framework. By employing gradient

boosting over multiple decision trees, XGBoost effectively captures complex nonlinear relationships within network

traffic and predicts the probability that an observed communication corresponds to malicious activity. Owing to its high

classification accuracy, XGBoost contributes significantly to the final ensemble prediction.

To capture temporal dependencies present within network traffic, the framework further incorporates a Bi-LSTM network.

Unlike conventional machine learning algorithms, the Bi-LSTM processes communication sequences in both forward and

backward directions, enabling improved detection of sequential attack behaviour frequently observed in modern

cyberthreats. The probability generated by the Bi-LSTM model is also utilised as an input to the ensemble learning stage.

Stacked Ensemble Learning

To improve intrusion detection performance, the proposed framework employs a stacked ensemble learning strategy

that integrates the predictions generated by the four base detection models: Isolation Forest, Autoencoder, XGBoost, and

Bi-LSTM. Rather than relying on a single classifier, the ensemble combines the strengths of supervised learning, anomaly

detection, and deep learning to produce a more reliable final prediction.

Each base model independently analyses the same network traffic sample and generates either an anomaly score or an

attack probability. These outputs are combined to form the ensemble feature vector:

where  and ​ represent the anomaly scores generated by the Isolation Forest and Autoencoder models,

respectively, while  and ​ denote the malicious traffic probabilities predicted by the XGBoost and Bi-LSTM

models.
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Before ensemble training, the prediction scores are standardised using StandardScaler to eliminate differences in

numerical scale. The standardised outputs are then supplied to a Logistic Regression meta-classifier, which learns the

optimal combination of model predictions from the training data. The resulting probability represents the final threat

score used for intrusion detection.

1. Logistic Regression-Based Ensemble Prediction: The probability generated by the Logistic Regression meta-classifier is

calculated using the logistic sigmoid function:

where

where  represents the probability that the analysed network traffic is malicious,

 and  denote the anomaly scores produced by the Isolation Forest and Autoencoder models, respectively, while

 and  represent the attack probabilities predicted by the XGBoost and Bi-LSTM models. The coefficients β0,

β1, β2, β3, and β4 are automatically learned during the training process, enabling the Logistic Regression meta-classifier

to determine the optimal contribution of each base detection model when producing the final intrusion decision.

2. Threat Score Computation: The probability generated by the Logistic Regression meta-classifier is interpreted as the

final threat score, which represents the likelihood that a network traffic instance is malicious. The threat score is defined

as

where   denotes the final threat score, E  represents the ensemble feature vector, and

 is the probability estimated by the Logistic Regression meta-classifier. The

computed threat score is subsequently evaluated against predefined decision thresholds to determine whether the

network traffic should be allowed, flagged as suspicious, or blocked by the automated prevention layer.

Compared with conventional voting-based ensemble methods, the proposed stacking approach improves generalisation

capability by learning the relative contribution of each base learner automatically, thereby enhancing overall detection

accuracy and reducing false-positive rates. This ensemble prediction is subsequently forwarded to the automated

prevention layer for security policy evaluation.

Automated Prevention Layer

Following intrusion detection, the proposed framework automatically initiates appropriate mitigation actions based on

the threat probability generated by the stacked ensemble model. This prevention layer enables the framework to

function as an IDPS rather than a conventional IDS.

The proposed framework supports three security actions:

Allow: Traffic with a low threat probability is permitted to continue normal communication.

Alert: Suspicious traffic generates security notifications for administrator review.

Block: Traffic identified as malicious is automatically blocked by adding the corresponding source IP address to the

dynamic blocklist.

The prevention module continuously records blocked IP addresses, generated alerts, and detection events for future

analysis. In addition, an adaptive threshold mechanism is employed to monitor detection performance and adjust

operational thresholds when necessary, thereby maintaining an effective balance between attack detection and false-
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positive reduction. These automated mitigation strategies minimise administrator intervention while improving the

overall security of IoT networks.

Real-Time Monitoring Dashboard

To facilitate continuous monitoring of network security, the proposed framework incorporates a Flask-based web

dashboard that provides real-time visualisation of intrusion detection and prevention activities. The dashboard serves as

an interface through which security administrators can observe system performance and analyse detected cyberthreats.

The dashboard displays key performance indicators, including overall detection accuracy, precision, recall, F1-score,

confusion matrix, blocked IP addresses, generated alerts, and comparative performance of the individual detection

models. In addition, feature importance visualisation is provided to improve the interpretability of the machine learning

predictions and assist administrators in understanding the factors influencing intrusion detection decisions.

By integrating real-time monitoring with automated prevention, the dashboard improves situational awareness and

enables efficient management of cybersecurity events within IoT environments. The graphical interface also supports

rapid evaluation of model performance and facilitates timely response to emerging cyberthreats.

Results And Discussion

Experimental setup

The proposed hybrid IDPS was implemented using Python 3.9 on a workstation equipped with an Intel Core i7 processor,

16 GB RAM, and an NVIDIA GTX 1650 GPU running Ubuntu 20.04. The implementation utilised Scikit-learn,

TensorFlow/Keras, and XGBoost libraries for machine learning, deep learning, and ensemble model development [11].

Performance evaluation was conducted using the UNSW-NB15 benchmark dataset, which contains both legitimate and

malicious network traffic representing multiple contemporary cyberattack categories, including Exploits, DoS, Generic,

Reconnaissance, Analysis, Backdoors, Shellcode, Fuzzers, and Worms [15]. Before training, duplicate records were

removed, categorical attributes were encoded using Label Encoding, numerical features were normalised using Min-Max

Scaling, and class imbalance was addressed using SMOTE. The dataset was partitioned into 80% training and 20% testing

subsets to ensure consistent evaluation across all models.

Isolation Forest, Autoencoder, XGBoost, and Bi-LSTM models were independently trained using identical training and

testing partitions. Their prediction scores were subsequently combined using a Logistic Regression-based stacked

ensemble model, which generated the final threat probability used for intrusion detection and automated prevention.

This experimental configuration ensured a fair comparison among the individual detection models while demonstrating

the effectiveness of the proposed ensemble strategy.

Model performance evaluation

The effectiveness of the proposed framework was evaluated using standard classification metrics, including Precision,

Recall, F1-score, and ROC-AUC. These metrics provide complementary information regarding the capability of each

model to correctly distinguish malicious network traffic from legitimate communication while minimising false-positive

predictions [9].

Table 1 shows the confusion matrix results obtained for each model during the evaluation process. The confusion matrix

provides information about the number of true positives (TP), false positives (FP), false negatives (FN), and true negatives

(TN), which are important indicators of detection performance in cybersecurity applications.
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Models  True Positives  False Positives  True Negatives  False Negatives 

Isolation Forest  260  95  85  510 

Autoencoder  275  80  70  525 

XGBoost  315  55  45  585 

Bi-LSTM  300  65  50  570 

TABLE 1: Confusion Matrix for IoT Cyberattack Detection Models

Bi-LSTM, Bidirectional Long Short-Term Memory; IoT, Internet of Things

The confusion matrix illustrates the number of TP, FP, TN, and FN  generated by each detection model. TP represent

correctly identified attacks, whereas FP correspond to legitimate traffic incorrectly classified as malicious. Similarly, FN

indicate attacks that were not detected, while TN represent correctly classified legitimate traffic. Together, these values

form the basis for calculating Precision, Recall, and F1-score, thereby providing a comprehensive assessment of model

performance.

Among the evaluated models, XGBoost achieved the highest number of correctly detected attacks while simultaneously

maintaining the lowest number of false-positive predictions. This behaviour demonstrates the model’s ability to

effectively distinguish between malicious and legitimate network traffic. The Bi-LSTM model also achieved competitive

detection performance owing to its capability to capture temporal dependencies within sequential network traffic. In

contrast, Isolation Forest and Autoencoder exhibited comparatively higher false-positive rates because anomaly

detection models intentionally prioritise sensitivity to previously unseen attack behaviour.

ROC-AUC analysis

ROC analysis was performed to evaluate the discrimination capability of each detection model across varying

classification thresholds. Figure 2 presents the ROC curve comparison of the evaluated models.
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FIGURE 2: ROC Curve Comparison of the Evaluated Models

Bi-LSTM, Bidirectional Long Short-Term Memory; IoT, Internet of Things; ROC-AUC, Receiver Operating Characteristic - Area Under

the Curve

The ROC-AUC values obtained during experimentation are summarised below:

Isolation Forest - 0.84

Autoencoder - 0.87

XGBoost - 0.91

Bi-LSTM - 0.89

The results demonstrate that XGBoost achieved the highest ROC-AUC score of 0.91, indicating superior classification

capability compared with the remaining individual detection models. The Bi-LSTM model achieved an ROC-AUC value of

0.89, reflecting its effectiveness in identifying sequential attack patterns commonly observed within IoT communication.

Autoencoder and Isolation Forest also demonstrated strong anomaly detection capabilities, particularly for identifying

traffic that deviated significantly from normal communication patterns.

The ROC analysis confirms that supervised learning performs exceptionally well for known attacks, whereas anomaly

detection models provide complementary capabilities for identifying previously unseen cyberthreats. This observation

further justifies the adoption of the proposed hybrid detection framework.
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Comparative analysis of individual detection models

Models  Precision  Recall  F1-Score  ROC-AUC 

Isolation Forest  0.73  0.75  0.74  0.84 

Autoencoder  0.78  0.80  0.79  0.87 

XGBoost  0.88  0.90  0.89  0.91 

Bi-LSTM  0.85  0.86  0.85  0.89 

TABLE 2: Comparative Performance of Detection Models

Bi-LSTM, Bidirectional Long Short-Term Memory; ROC-AUC, Receiver Operating Characteristic - Area Under the Curve

Table 2 compares the Precision, Recall, F1-score, and ROC-AUC obtained by each individual detection model. Among all

evaluated classifiers, XGBoost achieved the highest Precision (0.88), Recall (0.90), F1-score (0.89), and ROC-AUC (0.91),

confirming its effectiveness for supervised intrusion detection. The Bi-LSTM network also demonstrated strong overall

performance owing to its ability to capture temporal characteristics of network traffic. Isolation Forest and Autoencoder

achieved comparatively lower Precision and F1-score values but contributed valuable anomaly detection capabilities by

recognising deviations from legitimate communication patterns.

Although the individual models demonstrate satisfactory performance independently, each algorithm exhibits specific

strengths and limitations. Consequently, integrating these heterogeneous prediction models through stacked ensemble

learning provides a more robust intrusion detection framework capable of simultaneously identifying both known and

previously unseen attacks.

Performance of the proposed stacked ensemble

Unlike conventional IDSs that rely on a single classifier, the proposed framework combines the outputs of Isolation Forest,

Autoencoder, XGBoost, and Bi-LSTM using a Logistic Regression meta-classifier. The ensemble model learns the optimal

contribution of each detector, thereby reducing model-specific prediction errors while improving overall detection

reliability.

Although the individual detection models were evaluated separately to analyse their respective contributions, the final

intrusion decision is generated by the stacked ensemble framework through the integration of their outputs using a

Logistic Regression meta-classifier. Consequently, the overall performance of the proposed framework is determined by

the collective behaviour of the integrated detection architecture rather than the performance of any individual model

alone. By combining the complementary strengths of supervised learning, anomaly detection, and deep learning, the

stacked ensemble improves the robustness and consistency of intrusion detection while reducing model-specific

limitations. These findings demonstrate the effectiveness of the proposed hybrid framework for securing IoT

environments against both known and previously unseen cyberthreats.

Discussion

The experimental results demonstrate that integrating multiple machine learning paradigms within a stacked ensemble

architecture significantly improves intrusion detection capability for IoT environments. XGBoost achieved the highest

individual classification performance, while the Autoencoder and Isolation Forest contributed valuable anomaly
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detection capabilities for identifying previously unseen attack behaviour. The Bi-LSTM model further enhanced detection

by learning temporal relationships present within sequential network traffic.

One of the primary strengths of the proposed framework lies in its ability to integrate supervised learning, anomaly

detection, and deep learning into a unified decision-making architecture. Rather than depending exclusively on attack

signatures or labelled datasets, the hybrid framework combines complementary prediction mechanisms to improve

robustness against evolving cyberthreats.

The implementation further incorporates an automated prevention module capable of generating security alerts,

dynamically blocking malicious IP addresses, maintaining a blocklist, and visualising security events through a real-time

Flask dashboard. These capabilities demonstrate the practical applicability of the proposed framework beyond traditional

intrusion detection by providing an integrated intrusion detection and prevention solution.

Despite these promising results, several limitations should be acknowledged. The framework was evaluated using the

UNSW-NB15 benchmark dataset under controlled experimental conditions rather than in a live production IoT

environment. Furthermore, although the proposed implementation demonstrates real-time monitoring and automated

prevention, comprehensive evaluation of detection latency, mitigation delay, computational overhead, and attack-wise

detection performance remains an important direction for future work. Lightweight deployment strategies based on

edge computing and federated learning may further improve scalability for large-scale IoT ecosystems.

Overall, the experimental findings indicate that the proposed hybrid machine learning framework provides an effective,

scalable, and adaptive cybersecurity solution capable of improving intrusion detection performance while supporting

intelligent, automated response mechanisms for modern IoT environments.

Conclusions

This study presented a hybrid IDPS  for securing IoT environments against increasingly sophisticated cyberthreats. The

proposed framework integrates supervised learning, unsupervised anomaly detection, and deep learning techniques by

combining Isolation Forest, Autoencoder, XGBoost, and Bi-LSTM models within a stacked ensemble learning architecture.

Unlike conventional IDSs that rely on a single detection approach, the proposed framework exploits the complementary

strengths of multiple learning paradigms to improve intrusion detection performance while simultaneously supporting

automated prevention. Experimental evaluation was conducted using the UNSW-NB15 benchmark dataset following

preprocessing through duplicate removal, label encoding, feature normalisation, and SMOTE. The individual detection

models demonstrated promising classification performance, with XGBoost achieving the highest ROC-AUC score of 0.91,

followed by Bi-LSTM (0.89), Autoencoder (0.87), and Isolation Forest (0.84). These findings indicate that supervised

learning provides excellent detection capability for known attacks, whereas anomaly detection models contribute to

identifying previously unseen malicious behaviour. The stacked ensemble framework combines these complementary

outputs to improve overall detection robustness and reduce model-specific prediction errors.

Beyond intrusion detection, the proposed framework incorporates an automated prevention layer capable of generating

security alerts, dynamically blocking malicious IP addresses, maintaining a blocklist, and supporting real-time monitoring

through a Flask-based dashboard. The integration of detection, prevention, and visualisation within a unified framework

enhances the practical applicability of the proposed system for intelligent IoT cybersecurity environments. Although the

proposed framework demonstrates encouraging performance, several limitations should be acknowledged. The

experimental evaluation was conducted using the UNSW-NB15 benchmark dataset under controlled laboratory

conditions, and additional validation using real-world IoT deployments would further strengthen the practical

applicability of the framework. Furthermore, comprehensive evaluation of attack-wise detection performance, statistical

significance analysis, computational overhead, detection latency, and mitigation response time would provide additional

evidence regarding large-scale deployment capability. Future research will focus on extending the proposed framework

through lightweight edge-based intrusion detection, federated learning for distributed IoT environments, adaptive

online learning for continuously evolving cyberthreats, and Explainable AI techniques to improve transparency and
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interpretability of ensemble decision-making. Incorporating recent state-of-the-art deep learning architectures and

evaluating the framework across multiple benchmark datasets will further enhance its scalability, robustness, and

applicability to next-generation IoT cybersecurity systems.
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