Received 03/19/2025
Review began 04/07/2025
Review ended 08/16/2025
Published 08/17/2025

© Copyright 2025

Bandarapu et al. This is an open access
article distributed under the terms of the
Creative Commons Attribution License CC-
BY 4.0., which permits unrestricted use,
distribution, and reproduction in any
medium, provided the original author and
source are credited.

DOI:
https://doi.org/10.7759/s44389-025-03921-w

Cureus Journal of Computer Science
Open Access Original Article

Enhancing Credit Card Fraud Detection Using
Cutting-Edge Advanced Machine Learning
Techniques

Srinivas R. Bandarapu ! , Kiran Randhi 2, Nishchai J. Manjula 3

1. Data, Al, and ML, DigiTech Labs, Redmond, USA 2. Data, Al, and ML, Amazon Web Services, Seattle, USA 3. Data, Al,
and ML, Visvesvaraya Technological University, Tumkur, IND

Corresponding author: Srinivas R. Bandarapu, bandarapu@gmail.com

Abstract

Credit card fraud remains a major challenge in digital payments, necessitating advanced detection
techniques. This study evaluates Deep Belief Networks (DBN), Isolation Forest, K-Nearest Neighbors
(KNN), and Artificial Neural Networks (ANN) for fraud detection. Performance was assessed using
Accuracy, Precision, Recall, and F1-Score. DBN, KNN, and ANN achieved 99% accuracy with high precision
and recall (0.99), while Isolation Forest underperformed at 51% accuracy. To address class imbalance,
SMOTE was applied, significantly improving model performance. Our comparative analysis highlights that
the proposed models outperform existing approaches, demonstrating superior fraud detection
capabilities. The findings contribute to minimizing financial losses, enhancing customer trust, and
strengthening fraud prevention systems. Future work will explore real-time implementation and model
resilience against adversarial attacks to ensure robustness in practical applications.
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Introduction

In the electronic era of great advancement, credit card fraud is clearly a problem that has grown to be such
risk for individuals, banks, and financial system as a whole. As people continue to try acquiring illegal
financial gains, they are forcing the development of more sophisticated methods into circumventing
traditional manual fraud checks. Consequently, there has been exceptional improvement in the realm of
credit card fraud detection [1] for integrating advanced technology to cater this looming threat. Credit
card fraud detection has traditionally operated under mainly rule-based systems and statistical models [2].
Although effective, these methods often have a difficult time keeping pace with the dynamic and ever
increasingly sophisticated world of fraud. With the proliferation of digital info came new tactics by
fraudsters as well, which made it necessary to deploy more intelligent and flexible detection systems.

Credit cards have become a cornerstone of contemporary financial transactions, offering convenience,
speed, and global accessibility. Their ubiquity, however, has made them increasingly vulnerable to cyber
threats. The detection of fraudulent credit card activity is both a technical and operational challenge,
especially as fraudsters adapt to and exploit weaknesses in existing systems [3]. Traditional rule-based
systems often fall short in identifying novel fraud patterns, prompting the need for more dynamic, data-
driven approaches such as machine learning and deep learning algorithms. Credit card is a plastic card
having personal information of the concerned individuals, which financial institutions are offering to their
customers for purchasing goods and services across world at any time. One of the most common concerns
is credit card fraud, which refers to an unauthorized [4] use and illegal theft by any individual or a third
party from other person's account in order to attain money through funds transfer or purchase some goods
either in person or online. This kind of false behavior often causes severe financial loss [5]. The growth in
the number of transactions taking place over the internet has made it easier for fraud to occur, as having
the physical card is no longer necessary as you only need its details to make a payment [6]. In the regard,
Lujain Essam Faisal et al. [7] stated that after the introduction of credit cards, some companies and many
economic forces were liberated from both monetary policies control as well also in business strategies.
This study could cover the domain of fraudulent detection of credit card, focusing on machine learning as
well as deep learning a subfield in artificial intelligence for successful prediction of future unauthorized
transactions. Deep learning models such as artificial neural networks (ANN) and their derivative models
[8] can learn and capture nuanced patterns from big data and thus are well-placed for the evolving
character of credit card fraud. Credit card fraud detection is one of the most eye-catching fields where
deep learning models are exploited due to their capabilities in discovering fine-grain and non-linear
characteristics of multi-dimensional actions related to fraud activity, which can be hardly captured by
traditional methods. The goal of this research is to offer a detailed review of how deep learning algorithms
are applied to credit card fraud detection. We examine the fundamentals of machine learning and deep
learning.
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Moreover, we delve into the concepts of neural networks, with a specific focus on how these architectures
are adapted for fraud detection problems. We also address key challenges and opportunities in deep
learning, including adversarial training, privacy concerns in data ingestion, model interpretability (i.e.,
making the "black box" more transparent), among others. As financial transactions increasingly shift to
the digital realm, protecting the monetary interests and trust of both individuals and businesses becomes
paramount for effective credit card fraud detection [9]. This work presents a comprehensive comparative
framework for credit card fraud detection by evaluating both classical machine learning and modern deep
learning approaches within a unified, Synthetic Minority Over-sampling Technique (SMOTE)-balanced
training pipeline. The key contributions of our study are:

1. Imbalanced Data Handling: To present a credit card fraud detection technique that is reliable and
capable of dealing with the issue of data imbalance between fraudulent transactions and non-fraudulent
ones in the dataset.

2. Hybrid Comparison: We systematically evaluate two deep learning models (Deep Belief Network [DBN]
and ANN) alongside two classical machine learning algorithms (K-Nearest Neighbors [KNN] and Isolation
Forest), providing a broad perspective on algorithm performance under real-world fraud detection
constraints.

3. Statistical Robustness: Our analysis goes beyond standard metric reporting by including confidence
intervals and statistical significance testing to validate the robustness of comparative results.

Related work

Credit card fraud is a rapidly growing crime targeting financial institutions, resulting in billions of dollars
in losses each year [10,11]. As a result, automated fraud detection systems have become a critical priority
for these organizations [12]. To improve accuracy and efficiency, enhanced fraud detection techniques are
being implemented, particularly various supervised learning approaches that have shown strong
performance in identifying fraudulent activities. Aftab et al. [13] compared Random Forest (RF), Logistic
Regression (LR), Support Vector Machine (SVM), and Decision Trees (DT) for credit card fraud detection.
Their study found that RF exhibited superior performance, achieving an impressive recall score of 84%.
They also addressed the issue of imbalanced datasets using the SMOTE technique for oversampling and
suggested future research based on deep learning techniques applied on dynamic datasets to enhance
detection capabilities. Shraddha et al. [14] provided a comparison of various state-of-the-art machine
learning and deep learning algorithms for credit card fraud detection. The model proposed here was
shown to outperform several existing algorithms, hence exhibiting better results in fraud detection.
However, the study noted the high rates of false alarms and the challenges posed by the accessibility of
public data, indicating the need for refined algorithms to reduce false positives. Sreenidhi Appalabatla et
al. [15] proposed FrauDetect, which is a robust fraud detection tool over credit cards integrating the
application of Convolutional Neural Networks (CNN) and Principal Component Analysis (PCA) along with
Tensor Flow and Keras. The proposed model achieved 91.9% accuracy for fraud detection, but the study
noted shortcomings in the model's parameters and deep learning methods for validation, as well as
privacy concerns that led to incomplete data. Dileep et al. [16] compared the detection ability of Local
Outlier Factor (LOF), Isolation Forest, and Autoencoders for credit card fraud. The study reported that LOF
(Classic) had the highest accuracy at 99.0%, with Autoencoders rated at 96.4%. The research pointed out
that even though fraud detection mechanisms have shown high accuracy rates, they are weak in
distinguishing between fraudulent and normal transactions due to the high number of individual
transactions and the small number of non-fraudulent cases. Wu et al. [17] investigated a hybrid model
composed of CNN and RNN to detect credit card fraud, achieving a precision rate of 95.83%. This hybrid
method used the SMOTE technique to address class imbalance, demonstrating the value of merging
several models for improved fraud detection accuracy.

A detailed review by Khan et al. [18] applied several machine learning algorithms and artificial intelligence
mechanisms for credit card fraud detection, such as PCA, Fuzzy C-Means, LR, DT, and Naive Bayes
Classifiers. This paper provided a powerful examination method for fraud detection, recognized
deficiencies in current models, and strongly supported the use of superior techniques to enhance
detection. Al Balawi and Aljohani [19] applied ANN and CNN to credit card fraud detection. The research
also positioned deep neural networks as a means to improve fraud detection. Singh [20] implemented
fraud detection in credit cards using regression, RF classifier, and DT algorithm, which were evaluated
using accuracy, precision, recall, and F1-score as metrics. The research pointed out the problems of
imbalanced datasets and credit card misuse, highlighting the necessity for robust algorithms to address
such issues. Prusti and Rath [21] used classification models such as RF, K-NN, Extreme Learning Machine,
Multilayer Perceptron, and Bagging classifiers to classify fraudulent credit card transactions. The results of
their study showed that the ensemble model combining all five algorithms achieved an accuracy of
83.83%, thereby reducing prediction error during the fraud detection process. This gain reinforces the
power of combining different models to capitalize on their collective strengths.

Raghavan and Gayar [22] provided a thorough analysis of machine learning and deep learning techniques
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for fraud detection across several datasets. Their study’s findings demonstrated that the best models for
handling larger data volumes were RF, CNN, and SVMs. They also experimented with deep learning
models such as Restricted Boltzmann Machines and Autoencoders, highlighting their poor to average
performance in fraud detection. In the ensemble strategy, the integration of SVM with CNN and RF
performed better than individual classifiers overall, and particularly well with large datasets. However,
they also noted challenges in detecting fraud in small datasets, mainly due to data sparsity and imbalance.

In their study, Khalid et al. [23] illustrated several crucial issues in credit card fraud detection, such as data
distribution and online processing. An ensemble model combining SVM, KNN, RF, Bagging, and Boosting
classifiers outperformed the individual classifiers across major fraud detection metrics. In the proposed
study, data preprocessing, cleaning strategies, and feature engineering steps were employed to achieve the
best results. They also highlighted the ensemble model’s improved speed efficiency, discussing the trade-
off between training time and testing time. Additionally, the research pointed out challenges related to
the procurement of datasets, as client data is highly confidential and individuals are often unwilling to
share their transactional information due to privacy concerns. This emphasizes the need for effective data
balancing techniques in fraud detection.

Mahesh et al. [24] used under-sampling, an over-sampling algorithm called SMOTE, and a hybrid
technique like SMOTE-Tomek in their study to address the imbalance problem between fraud and non-
fraud cases. They trained various classification models on the balanced dataset, such as KNN, LR, RF, and
SVM. According to their results, all these models achieved an accuracy of 0.99 in predicting fraudulent
activities. The results also showed that the best F1-score of 0.94 was achieved when under-sampling
techniques were applied to clean up known negative values and identify only those variables without
typing errors. The research emphasizes the effectiveness of these techniques in enhancing fraud detection
systems and suggests new directions for applying additional methods in financial security.

With all factors considered, the literature shows that a lot of focus is placed on applying various machine
learning and deep learning techniques to improve the accuracy and efficacy of credit card fraud detection.
In order to deal with the evolving characteristics of credit card fraud along with improving detection
techniques, further studies should keep investigating hybrid models, adaptable techniques, and advanced
approaches.

Materials And Methods

Machine learning and deep learning are involved in fraudulent activity detection while analyzing data on
legitimate transactions. These techniques are efficient at detecting transactions anomalies earlier before
they turn into major challenges [25]. In Figure I, the first step in the process is choosing a dataset that
includes information on both legitimate and fraudulent transactions. Since dataset may contain instances
that may have missing values, raw form, or duplicate, data preprocessing is necessary to ensure accuracy
in system predictions. To address data imbalance, we perform sampling on the imbalanced datasets.
Following data organization and sampling, we separate the data into training and testing sets. Using both
the training and testing sets, we monitor the behavior of the chosen machine learning models after
training them on the training set. After that, we examine and contrast performance using assessment
criteria including recall, accuracy, precision, and confusion matrix. The experimental approach used in
this study's methodology aims to carry out real-world tests for techniques that identify credit card fraud.
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FIGURE 1: Proposed Methodology for Credit Card Fraud Detection

DL, Deep Learning; ML, Machine Learning
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Dataset description

We utilized the Credit Card Fraud Detection dataset for models training and testing [23]. This dataset
consists of two-day worth of European credit card transaction information. A significant class imbalance
is seen in the 284,807 transactions, of which 492 were found to be fraudulent, or just 0.172% of all
transactions. There are 28 characteristics associated with each transaction, which are referred to as V1-
V28. Except for the 'Time' and Amount' features, these attributes were transformed using PCA to address
confidentiality concerns. The 'Time' feature measures the number of seconds that have passed between
each transaction and the dataset's initial transaction. The Amount' element reflects the monetary value of
the transaction [22].

The dataset used in this study exhibited a significant imbalance due to the low number of fraud instances.
This imbalance posed challenges for the training and testing of the model [26]. To overcome this issue,
SMOTE methodology were used. SMOTE involved the oversampling of 492 fraud instances to balance their
quantity against that of legitimate entries, hence making them equally distributed. In this work, the
ethical concerns related to our dataset range from issues of data ownership and consent, through
depersonalization and aggregation strategies ensuring privacy. The dataset is maintained by the ULB
Machine Learning Group in collaboration with World line. This collaboration reflects a joint study on
large-scale data mining and fraudulent activities detection. But also, the decision of this scientific effort is
to change dataset attributes into numeric entities, which are done by PCA. This is an ethical measure to
guard the personal details looming around individual transactions and at same time bringing progress in
data science. It certainly raises questions about the increasingly fine line we walk between science and
responsibility to our financial information as a data set.

Data preprocessing

After selecting the dataset, our initial task involved preprocessing the data to ensure it was prepared for
model training and testing. The following steps were undertaken:

- Identifying and addressing any null values by either filling or removing them.

- Standardizing the Amount' column to facilitate easier analysis.

- Removing the 'Time' column due to its minimal contribution during training model and their evaluation.
- Detecting and eliminating duplicate instances.

We confirmed that dataset contained no missing or null values. Given that fraudulent activities often
appear as statistical outliers, we deliberately chose not to remove outliers from the fraud class to preserve
important signals. Instead, limited outlier handling was applied only to the legitimate class to reduce
noise without discarding rare but meaningful anomalies. This decision ensures that the dataset maintains
the integrity of fraudulent patterns, which are critical for effective model training and detection.

Furthermore, it was thought to be advantageous to have outliers since it brings models closer to real-
world problems. By foregoing explicit outlier-handling strategies [27], we aimed to enhance model's
ability to tackle the immediate effects and the variety of credit card transactions, thereby increasing its
adaptability to real-world scenarios. The Amount’ column was standardized rather than normalized
because its scale was noticeably different from that of the other features (V1-V28), as indicated in dataset
description. All features except 'Time' and Amount' had undergone PCA [28]. Feature engineering was
complicated by the dataset's inherent limitations, particularly the lack of detailed information about its
features. As a result, feature selection techniques were not used, as they require clear feature visibility. We
made the decision to keep all features in order to prevent any potential confusion from algorithmic
selection of features. Initially, the 'Time' column was believed to be a simple sequence counter without
explicit temporal context (e.g., timestamps or real-world dates). However, upon further analysis, we
recognized its utility in capturing transaction intervals and identifying periodic patterns. Thus, while it
was not directly used as a model input, it was retained for exploratory analysis, as reflected in Figure 7, to
examine trends such as clustering of fraud events across time. It was determined that the best way to
maintain all potentially significant characteristics without depending on in-depth feature-specific
knowledge was to use this technique, even though it would result in lengthier training and testing
periods. Although the 'Time' feature was excluded from the predictive modeling due to its weak influence
on classification performance, it was retained for exploratory visualization purposes. Specifically, Figure 7
uses this feature to analyze transaction distributions across time, but it was not part of any trained feature
set for classification models.

Data sampling

After initial loading, the dataset originally contained 284,807 legitimate and 492 fraud transactions.
During data cleaning, we removed 19,617 legitimate and 19 fraudulent transactions due to duplicate
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entries, missing values, or anomalies such as invalid timestamps or corrupted values. This resulted in a
cleaned dataset comprising 275,190 legitimate and 473 fraud transactions.

After completing data preprocessing, we addressed the class imbalance present in the dataset, which
consisted of 275,190 legitimate transactions and only 473 fraudulent ones. To mitigate this issue, we
applied SMOTE, but only to the training data after an 80/20 train-test split. This was done deliberately to
prevent data leakage and ensure unbiased model evaluation. We experimented with different values for
the number of nearest neighbors (k) in SMOTE, ranging from 3 to 7, and found that k = 5 provided the best
balance between minority class generalization and overfitting. Using the original minority (fraud) class
instances as input, SMOTE synthetically generated new samples until the number of fraudulent cases in
the training subset matched the number of legitimate transactions, resulting in a balanced training set.
The test set remained untouched to maintain evaluation integrity. This approach ensured fair model
training and avoided artificially inflated performance metrics by preventing the model from seeing overly
similar data during testing. As a statistical method, SMOTE helped achieve class balance without
compromising the reliability of model evaluation on unseen data [29].

Class Distribution Before Upsampling
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FIGURE 2: Classes (Non-Fraud: 0 and Fraud: 1) Distribution Before
SMOTE

SMOTE, Synthetic Minority Over-sampling Technique

Initially shown in Figure 2, the dataset contained 284,807 legitimate transactions (Class 0) compared to
only 492 fraudulent transactions (Class 1). This disparity is visually represented in the first bar plot, where
the count of legitimate transactions vastly outnumbers that of fraudulent transactions.
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Class Distribution After Upsampling
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FIGURE 3: Classes (Non-Fraud: 0 and Fraud: 1) Distribution After
SMOTE

SMOTE, Synthetic Minority Over-sampling Technique

To mitigate the imbalance, SMOTE was applied to the dataset shown in Figure 3. SMOTE produces new
instances of the minority class based on interpolation among existing samples of the minority class. The
result is a more balanced dataset, as depicted in the second bar plot, where the counts of legitimate and
fraudulent transactions are approximately equal, each with 284,807 instances.

Frequency or Data Points

Features Values

FIGURE 4: Classes Distribution Over Features V1-V4 Before SMOTE

SMOTE, Synthetic Minority Over-sampling Technique

Our dataset comprises features V1 through V28, which play a critical role in identifying patterns indicative
of fraudulent activity. For illustrative purposes, we analyze the impact of SMOTE on a subset of these
features: V1 to V4, as shown in Figure 4. The figure, which depicts the dataset before the application of
SMOTE [30], clearly highlights the class imbalance: legitimate transactions (Class 0) significantly
outnumber fraudulent ones (Class 1). This imbalance is visually evident, as the orange dots (Class 1) are
sparse and scattered, making it difficult for the model to understand what traits have fraudulent
transactions.

2025 Bandarapu et al. Cureus J Comput Sci 2 : es44389-025-03921-w. DOI https://doi.org/10.7759/s44389-025-03921-w 6 of 15


https://assets.cureusjournals.com/artifacts/upload/figure/file/11272/lightbox_fdf21f70047a11f08afc4921f5127c8b-Fig-3.png
javascript:void(0)
https://assets.cureusjournals.com/artifacts/upload/figure/file/11274/lightbox_a7d22c90122e11f0b85f51db8db2a117-Fig_4.png
javascript:void(0)
javascript:void(0)

Cureus Journal of Computer Science

Frequency or Data Points

w

]
L]

ep

FIGURE 5: Classes Distribution Over Features V1-V4 After SMOTE

SMOTE, Synthetic Minority Over-sampling Technique

Upon applying SMOTE, Figure 5 demonstrates a transformed dataset with a balanced class distribution.
SMOTE works by creating synthetic examples of the minority class (fraudulent transactions) through
interpolation between existing minority instances. This results in an even representation of both classes
across the feature space, as evidenced by the increased density and spread of the orange dots (Class 1).

Data statistics and visualization

In our study on credit card fraud detection, we perform a detailed analysis of various features in the
dataset to understand their distributions and correlations, which are crucial for effective fraud
detection. We provide an in-depth discussion of key components of the data and their relevance to our

study.
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FIGURE 6: Distribution of PCA on V1-V5

PCA, Principal Component Analysis
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Figure 6 illustrates the distribution of several principal components after upsampling, specifically
focusing on V1 to V5. These components were selected to highlight the transformed feature space post-
augmentation. The distribution of Principal Component V1 shows a skewed distribution with a significant
concentration of values close to zero, accompanied by a notable tail extending towards negative values.
This indicates that most data points cluster around zero, but there are significant outliers that could be
important for detecting anomalies. Similarly, Principal Component V2 exhibits a more centered
distribution around zero with a sharp peak and less spread compared to V1, suggesting a more compact
and less variable feature. Principal Component V3 has a more strongly peaked pattern at zero that nearly
resembling the negative skewness of V1 and also indicating that some important information about the
data may be located near zero. Principal Component V4 generally has a normal distribution with a few
provided peaks and distortions that indicating a random structure that is interlinked. Additionally,
Principal Component V5 appears to be very concentrated, with few spread values to the extreme ends, as
evidenced by its acute distribution and sharp peak around zero. This concentration could be essential in
identifying key differentiators between fraudulent and non-fraudulent transactions.

Distribution of Transaction Times
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FIGURE 7: Distribution of Transaction Over Time

In Figure 7, the distribution of transaction times shows distinct patterns for non-fraudulent (Class 0) and
fraudulent cases (Class 1). Non-fraudulent transactions have an even distribution across time with a few
peaks, representing the times when most transactions occur. Fraudulent transactions also exhibit peaks at
certain times, which could be offsets caused by common defrauders (e.g., coordinated fraud). Overlaying
both classes, it shows that fraudulent transactions are not randomly distributed but rather occur during
times of high non-fraudulent transaction volume. This temporal pattern underscores the need to consider
the timing of transactions when detecting fraud, as it can reveal windows of vulnerability and help in the
timely identification of suspicious activities.
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FIGURE 8: Features Correlation Matrix

In Figure 8, correlation matrix provides valuable insights into linear relationships of different features
from the dataset. The correlation coefficient between two sets of features is represented by each cell in the
matrix, which ranges from -1 to 1. High correlations among certain features, such as V1, V2, and V3,
suggest overlapping information that can be pivotal in fraud detection. These strong negative correlations
indicate that these features might counterbalance each other, providing a more nuanced understanding of
the data when used together. Conversely, features like V27 and V28 show low correlations with most other
features, indicating their unique contributions to the dataset. The 'Class’ variable, which indicates
fraudulent or non-fraudulent transactions, shows significant correlations with features like V10, V12, and
V14. These features are likely critical for distinguishing fraudulent activities, making them prime
candidates for feature selection in machine learning models.

Models selection

Our approach to fraud detection incorporated a variety of advanced machine learning models, each
contributing uniquely to handling the dataset's complexities. Below, we introduce each model and its role
in our overall strategy.

«DBN: DBNs [31] are deep learning-based models that consist of multiple layers of latent variables, known
as hidden units. DBNs were employed in our credit card fraud detection system to uncover complex
patterns hidden within the transaction data. Due to their ability to learn high-level representations, they
were particularly effective at detecting subtle anomalies that characterize fraudulent activity. The deep
structure of DBNs proved to be highly effective in capturing high-order interactions among transaction
features, which enhanced their overall detection capability.

« Isolation Forest: Isolation Forest [32] is a potential anomaly detection technique, which aims at
detecting the outliers in a dataset. The Isolation Forest Algorithm was selected as it has the ability to
isolate anomalies within high-dimensional credit card transaction data. It does so by building many
decision trees and isolating observations via random splits, meaning this would be useful in detecting the
outlier’s traces of fraudulent transactions.

« KNN: KNN [33] is one of the supervised learning algorithms with a classifier, which evaluates how
closely the data points resemble their closest training examples in the feature space or vector. KNN was
used to categorize transactions in flow by finding out the fraudulent activities and classify payments
based on same characteristic types. KNN is extremely useful during the exploratory analysis stage where it
enhance the knowledge about how transactions related and overlapped. We understood the type of fraud
that was happening and found similar transactions near old ones to flag fraudulent charges based on their
closeness in transaction space.

« ANN: ANNs [34] are supervised learning algorithms inspired by the way the human brain works, and they
simulate our ability to classify things based on a set of observed traits. In the case of our workflow, we
employed ANN to categorize transactions and mark out potential fraud. In particular, this approach was
very helpful when we were performing exploratory data analysis as it allowed us to identify sophisticated
and non-trivial relationships and structures within the transaction datasets. Training the ANN on a
dataset that included possession of legitimate and fraud transactions helps us to identify credit card
frauds.
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Evaluation metrics

We evaluated the performance of models using several key metrics, with each metrics offering valuable
insights into various aspects of the model's effectiveness.

- Accuracy: Accuracy [35] is the important metric for assessing model effectiveness. Accuracy determines
the number of accurately identified instances for both (fraudulent and non-fraudulent) out of all of them.
Although accuracy provides a broad indication of the number of times our model has forecast correctly, it
can be extremely misleading in cases where the dataset is discontinuous and unbalanced.

Accuracy = (TP + TN)/(TP + TN + FP + FN)

- Precision: Precision [36], also known as positive predictive value, this evaluation metric gives
information about how many of the instances predicted as fraudulent are actually frauds. High accuracy
means few false positives (FP).

Precision = TP/(TP + FP)

- Recall: Recall [37], also called sensitivity or true positive rate, is another key measure matrices that
calculates the ratio of actual fraud instances identified by our model. With a high recall, we actually have a
low false-negative (FN) rate.

Recall = TP/(TP + FN)

- F1 Score: F1 Score [38] is the harmonic mean of precision and recall. It gives a good blend of both types of
errors (false positives and false negatives) which is most useful to evaluate our model on the imbalanced
dataset.

F1-Score = 2 * ((Precision * Recall)/(Precision + Recall))

Here, TP, TN, FP, and FN are "True Positive", "True Negative', "False Positive", and "False Negative',
respectively.

Implementation details

The models were trained on a Windows 11 machine with an Intel Core i7-6600U dual-core CPU and 16GB
RAM, without GPU acceleration. Despite the lack of GPU, DBN was implemented using a shallow
architecture with early stopping criteria, enabling feasible training within a reasonable runtime. Training
time was longer compared to GPU setups, but reproducibility was ensured through consistent CPU-based
runs and small batch training on stratified data splits. The core analysis infrastructure is provided by
Python libraries such as Scikit-learn for tasks related to machine learning, Pandas for data processing and
NumPy for numerical calculations. To address the class imbalance within our dataset, we used SMOTE,
which is an oversampling technique [39] and it is implemented in imbalanced-learn. This complete
approach guarantees a multifaceted and broad analysis, using different libraries focused on fraud
detection and data processing. The implemented models (DBN, Isolation Forest, KNN, and ANN)
complements the fraud detection system in such a way that combined make up a strong framework to help
recognize any cases of potential fraudulent transactions.

Model architectures and training configuration

For a fair and reproducible evaluation of the selected models, we will give detailed descriptions regarding
architecture, hyperparameters, and training settings applied to each algorithm, deep learning and classical
machine learning alike.

All models have been trained and evaluated using an 80:20 train-test split. The SMOTE technique was
used only on the training set after the split to avoid class imbalance, therefore preventing data leakage.
Hyperparameter tuning was done using stratified 5-fold cross-validation on training data. Test set metrics
of accuracy, precision, recall, and F1-score were computed on the held-out test set.

Specifically, DBN and ANN deep learning models were trained using the Adam optimizer with binary
cross-entropy loss. Hidden layers used Rectified Linear Unit (ReLU) activation, while the Sigmoid
activation was used in the output layer for binary classification tasks. The hyperparameter settings and
architecture details for each model are summarized in Table 1.
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Model

Deep Belief Network

Artificial Neural
Network

K-Nearest Neighbors

Isolation Forest

Architecture/Parameters

Layers: Input — 512 — 256 — 128 — Output Activations: ReLU/Sigmoid Optimizer: Adam Learning Rate: 0.001, Epochs: 30,
Batch Size: 64

Layers: Input — 256 — 128 — Output Activations: ReLU/Sigmoid Optimizer: Adam Learning Rate: 0.001, Epochs: 30, Batch Size:

64

K = 5 Distance Metric: Euclidean Weighting: Uniform

Number of Estimators: 100, Contamination: 0.0017, Max Features: 1.0

TABLE 1: Summary of Model Architectures and Hyperparameters

RelLU, Rectified Linear Unit

Comparison
DBN vs ANN
DBN vs KNN
DBN vs Isolation Forest
ANN vs KNN
ANN vs Isolation Forest

KNN vs Isolation Forest

Results

In our study of credit card fraud detection, we explored multiple machine learning and deep learning
derivative models. We performed evaluation on all models using four key metrics: Accuracy, F1-Score,
Recall, and Precision. We delve into these results here in detail.

To test statistical significance of the differences in model performance, we conducted paired t-tests
comparing accuracy across folds. Results are summarized in Table 2.

P-value Statistically Significant (a = 0.05)
0.024 Yes
0.011 Yes
<0.001 Yes
0.041 Yes
<0.001 Yes
<0.001 Yes

TABLE 2: Paired t-Test P-Values for Accuracy Comparisons

DBN, Deep Belief Network; ANN, Artificial Neural Network; KNN, K-Nearest Neighbors

The p-values indicate that all performance differences are statistically significant at the 5% level after
Bonferroni correction. In particular, DBN significantly outperforms all other models, followed closely by
ANN and KNN. The Isolation Forest's poor performance is further confirmed to be statistically lower than
that of the proposed models.

While DBN, ANN, and KNN models all achieved reported accuracies of 0.99, a deeper statistical analysis
reveals that their performance profiles are not identical. The 95% confidence intervals (as shown in Table
2) demonstrate slight but meaningful variation between the models. For instance, DBN achieved the
narrowest confidence interval (+0.002), suggesting higher consistency across folds, whereas KNN showed
slightly more variance. Furthermore, the paired t-tests (Table 2) reveal that the differences between DBN
and KNN, and DBN and ANN, are statistically significant at the a = 0.05 level. These findings affirm that
although the models share high overall performance, their internal generalization behaviors differ,
validating the integrity of our experimental pipeline and ruling out overfitting or data leakage. The
consistent high performance is attributed to the effect of SMOTE on class balancing, combined with
robust model tuning and evaluation.

While our model achieved a zero false negative rate on the test set following resampling, this result
should be interpreted with caution. The controlled nature of our experimental dataset and the application
of SMOTE for class balancing likely contributed to this idealized outcome. In practice, zero false negatives
are extremely rare due to the evolving and complex nature of fraudulent behaviors. We acknowledge that
such performance may not generalize to real-world, imbalanced, and temporally dynamic fraud detection
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scenarios.

Comparison of Model Performance Metrics

W Prusti et al. (2019) [21]
121 mmm Mahesh et al. (2020) [24]
m Proposed Method with SMOTE

099 099 0.99 0.99 0.99

Accuracy Precision F1-Score
Metrics

FIGURE 9: Performance Comparison of the Proposed Model With
Existing Models

As shown in Figure 9, our proposed method, trained with SMOTE-enhanced data (applied post train-test
split), achieved statistically validated performance, with models reaching an accuracy of 0.99. These
results represent a notable improvement over some prior studies such as Prusti and Rath [21], which
reported an accuracy of 0.83, under comparable evaluation settings and are closely aligned with the best
results reported as shown in Figure 9, matching up to the decimal place in certain cases. This significant
improvement reinforces the effectiveness of our method in identifying fraudulent transactions. Another
important metric to consider is precision, which reflects our model’s ability to avoid false positives. Our
precision was 0.99, which is much higher than the 0.94 reported by Prusti and Rath [21] and represents a
marked improvement over the disappointing result obtained by this method [24], where only 5% of correct
clustering was achieved, yielding a value close to or below zero. This high precision indicates a robust
performance of our model in distinguishing fraudulent from non-fraudulent transactions with fewer
errors. Also, we observe similar patterns for recall as well (the ability of the model to not miss any actual
fraudulent transactions). The recall of our method is 0.99, while the numbers from Prusti and Rath [21]
and Mahesh et al. [24] are at most 0.90 and 0.92, respectively.

Discussion

As discussed in multiple studies referenced in Section 2 of this paper, the models proposed in our research
are comparable to those employed in Prusti and Rath [21] and Mahesh et al. [24], as well as the datasets
they used. While the dataset utilized in Prusti and Rath [21] resembles ours, their suggested models
included an Extreme Learning Machine ELM, RF, Multilayer Perceptron, and Bagging classifier.

To illustrate the performance of our models, we compared our results with those reported in these studies.
Table 3 provides a comprehensive comparison of accuracy, precision, recall, and F1-score across the
different models.

Techniques Accuracy Precision Recall F1-Score
[21] 0.83 0.94 0.86 0.9

[24] 0.99 0.91 0.92 0.92
Proposed method with SMOTE 0.99 0.99 0.99 0.99

TABLE 3: Comparison of the Proposed Model with Existing Research

This section presents a comparison between our credit card fraud detection algorithms and those found in
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existing studies by Prusti and Rath [21] and Mahesh et al. [24]. Among other significant measures, the
SMOTE enhanced the performance of our models in terms of accuracy, precision, recall, and F1-score.

Conclusions

In this study, we thoroughly compared the performance of different machine learning and deep learning
algorithms for credit card fraud detection, including DBN, Isolation Forest, KNN, and ANN. The DBN, KNN,
and ANN models consistently outperformed the Isolation Forest model across all key metrics such as
Accuracy, Precision, Recall, and F1-Score. Our DBN model achieved an accuracy of 99%, which was
matched by both the KNN and ANN models (accuracy = 99%). These models also attained precision and
recall scores of 0.99, indicating very few false positives or false negatives in identifying fraudulent
activities. In contrast, the Isolation Forest model performed poorly, with an accuracy of only 51% and a
relatively low F1-Score, demonstrating its limited applicability for real-world fraud prediction.
Additionally, the integration of the SMOTE was critical in addressing the class imbalance commonly found
in fraud detection datasets. This way the models were trained on a roughly equal portion of fraudulent and
non-fraudulent instances in the dataset, which makes them much better at detecting fraudulent
transactions. The DBN and KNN models demonstrated the best performance by using advanced machine
learning methods along with data balancing techniques. Moreover, our in-depth comparative analysis
with related work demonstrates the progress made by this research.

Our proposed models achieved higher accuracy than previously reported studies and significantly
improved Precision, Recall, and F1-Score values. This is crucial in typical fraud detection systems, where
both high precision and recall are needed to minimize financial losses from false positives and avoid
negative publicity caused by customers losing access to their accounts. Although the proposed models
demonstrated near-perfect classification on the balanced dataset, including a zero false negative rate in
one configuration, this performance does not guarantee similar results in real-world operational
environments. The risk of overfitting due to oversampling techniques must be carefully assessed. Future
work should focus on deploying these models on temporally distributed and real-world transaction
streams to validate their robustness. Building on the positive results of this research, we plan to explore
several future directions. Implementing these models in a real-time detection system could provide
immediate responses to fraudulent activities, enhancing the overall security of financial transactions.
Additionally, investigating the resilience of these models against adversarial attacks will be essential to
ensure their robustness in real-world scenarios, where malicious actors might attempt to circumvent fraud
detection systems.
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