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Online learning management systems (LMS) rely heavily on consistent network connectivity to meet the
ever-changing demands for its resources. Ensuring the availability of sufficient bandwidth is particularly
important but challenging for self-hosted LMS, which is characterized by varying bandwidth requirement.
Many self-hosted systems are fraught with low bandwidth and hence deliver poor-quality service to end
users. The various interventions for addressing bandwidth wear-outs in high traffic networks are rather
expensive, and inefficient for self-hosted systems as they result in link redundancy. Therefore, this study
proposes a framework that uses software-defined networking (SDN)-based Link Aggregation Control
Protocol (LACP) to allocate network bandwidth according to the dynamic traffic demands of the LMS
application. The dynamic bandwidth-aware LACP algorithm monitors and analyzes traffic on the LMS at
regular time intervals and assigns network bandwidth in response, accommodating the bandwidth needed
for the specific instance. The system is simulated for a two-LAG and four-LAG setups using the SDN Ryu
controller. The result of the simulation shows an efficient bandwidth assignment according to the
dynamic traffic requirements of the LMS. In all, an average bandwidth of 11,900.4 Mbps was recorded for
all user datagram protocol streams, amounting to about 60.5% improvement in bandwidth reservation
compared to 7,413.33 Mbps recorded in a static LACP implementation. Also, the system demonstrates a
quick recovery by adjusting and re-assigning link bandwidth when one or two links are down. However,
the result also shows a weakness of the Ryu controller to efficiently assign and utilize bandwidth as the
number of aggregated links increases, resulting in increased packet retransmission rates. This suggests
that the number of links aggregated into a LAG should be carefully selected according to the SDN
controller’s ability to fully utilize them.

Categories: Networking Technologies, Cloud Networking, Soft Computing
Keywords: software-defined networking (sdn), data centre, bandwidth awareness, link aggregation control protocol
(lacp), self-hosting

Introduction

The goal of every network administrator is to correctly map the high-level intent (policy) to the low-level
forwarding behavior of the network [1]. Several interventions have been introduced in the networking
sphere to efficiently map the high-level network policies to their traffic forwarding behavior. These
include network bandwidth availability [2], traffic engineering [3], resilience against failure [4], scalability,
decentralized visibility of hardware [5], and interoperability [6].

These interventions have been slow in meeting the ever-increasing requirements of recent network
systems. In recent years, software-defined networking (SDN) techniques are being adopted to virtualize
network systems. Studies have shown that the SDN is a suitable and efficient virtualization technique for
both guided and unguided networks due to its superior architecture in network slicing, logical centralized
control and customization, and network programmability [7,8]. Furthermore, the SDN's superior structural
architecture makes it well suited to provide an efficient backhaul network virtualization for mobile
networks [9].

Following the advancements in SDN implementation technologies and standards for network component
virtualization, link aggregation (LA) mechanisms for communication link virtualization have been
introduced. Other SDN-based network component virtualization standards include the FlowVisor for
switch virtualization and PFlow for service virtualization [10,11]. LA focuses on increasing the
transmission capacity of network links by bundling two or more Ethernet channels into a single logical
link called the link aggregation group (LAG). LAG is commonly used to provide aggregated link throughput
and quick fault tolerance in the event of a failure in one or more physical links [12,13]. These link shaping
capabilities makes the SDN-based link aggregation control protocol (LACP) implementation a more
suitable link virtualization approach for self-hosting learning management systems (LMS).
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According to Shurygin et al. [14], an LMS is a software application used for the administration,
documentation, tracking, reporting, automation, and delivery of educational courses, training, or learning
and development programs. It serves as a platform for online or virtual learning and the sharing of
educational resources. In recent years, many open-source LMSs have become popular due to their
pervasive use in education delivery and management. However, studies have shown that many instances
of self-hosting the LMS are associated with notable technological challenges, which severely affect its
accessibility and users’ experiences across the globe. For instance, Almaiah and Al Mulhem [15] assert that
lack of appropriate technological infrastructure is a major setback for LMS accessibility and use in some
Saudi Arabian universities. One of the bases for this study is the assertion of Qu et al. [16] that the
networking infrastructural inefficiencies are deepened when allocating multimedia resources on the LMS.
These resources allocation challenges are common drawbacks for operating on-premises or self-hosted
LMS infrastructure, which is usually deepened when the system usage scales up [17].

Cloud hosting holds great benefits to mitigating the technical implementation challenges with the LMS
infrastructure [18,19]. Such challenges as cost, convenience, scalability, and efficiency are proficiently
catered for by outsourcing the LMS hosting to a cloud provider. However, this comes at the back of
privacy, data ownership, and centralized point of failure to the universities [17,20]. Therefore,
Abdulmohson et al. [17] concluded that opting to self-host the LMS was the best choice for Kufa
University since it had its own on-premises infrastructure, and the value of self-control cannot be traded
for the offerings of cloud hosting. Self-hosting offers an opportunity for organizations and individuals to
own their digital infrastructure by taking control of managing its efficient running and security needs
[20]. A layered view of SDN architecture is given in Figure 1.
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FIGURE 1: Layered view of SDN architecture

Source: Adapted from Latif et al. [21]

SDN, Software-Defined Networking

Adopting SDN based LACP for the self-hosted LMS infrastructure will help the universities to close in on
the infrastructural benefits cloud hosting offers. This is because SDN supports network slicing and the
creation of virtual application tenants and at the same time serves as a platform for LACP implementation
for virtual bundling of the communication links [22]. More importantly, the controller-based architecture
of the SDN makes it possible to programmatically optimize the virtualization and utilization of all
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network components [23]. One advantage the SDN architecture brings is that it does not rely on complex
and very expensive networking devices to run [24]. Rather, it makes it easy to cut down cost by
maximizing existing on-premises infrastructure while simplifying construction and maintenance.
However, there is a lack of studies on SDN-based LACP implementation, which performs a dynamic
scaling of the network link bandwidth to support the varying traffic needs of the online application.

This paper proposes a dynamic bandwidth-aware LACP algorithm for self-hosted LMS. The proposed
algorithm specifically addresses the dynamic link bandwidth scaling of the self-hosted educational system
in response to the traffic requirements, while making room for failover in moments of link failure. The
proposed system is modeled to estimate and respond to three main traffic scenarios (low, medium, or
high). The algorithm is simulated in Mininet for bandwidth reservation and QoS of the self-hosted LMS,
according to the dynamic application contexts and the bandwidth requirements of the network traffic,
using SDN OpenFlow Ryu controller. The Ryu controller helps to reduce the complexity of the high-level
intents of the educational system into low-level IT networking policies, which is implemented using a
lightweight algorithm.

Materials And Methods

Preliminaries
SDN

The SDN architecture splits the entire network stack into control and data forwarding planes and slices the
underlying network to ease construction, forwarding, and management [1]. The data forwarding plane
consists of the traffic forwarding devices such as switches and routers [25]. Also, the control plane consists
of the network hypervisor, and the application control plane [26]. These network slicing functionalities of
the SDN enables network engineers and administrators to compose software programs to manipulate the
physical and logical map of each network slice [27-29].

LACP

Link aggregation is a method for bundling two or more individual ethernet links together so that they can
function as a single logical link [30]. The bundled ethernet channels are called LAG; the protocol that runs
and monitors the LA is LACP [30]. Traditionally, LACP is configured to enhance the handshake of the LAG
members and define a load-balancing technique for communication between the link aggregated devices
[31]. Advancements in LACP use cases range from a simple bandwidth improvement [13], to the selection
of a suitable SDN controller [12], and network traffic engineering [21].

Proposed system

The dynamic bandwidth-aware system is programmed to ease congestions on the LMS by automatically
adjusting the campus network bandwidth to improve end-users experience on the LMS. The system
performs bandwidth reservation according to the data flow context of the LMS. It has discrete events that
monitors packet flow characteristics of the LMS, define rules to interpret the flow characteristics, and
perform customized actions on the packets.

The proposed system first observes and generates a log of data flow characteristics on the LMS data
center. These include port negotiation information, port status information, and bandwidth requirements
calculation. If a link is down or active, its port status is captured accordingly for the negotiator and its
bandwidth accordingly recorded. The system then triggers the traffic monitoring event which gives its
context inference. Thus, it defines heavy or low traffic situations. Low traffic flow context is set to
bandwidth requirements below 80% of available link bandwidth. In this context, the system basically
transmits packets over the available individual physical links since less network resources will be used in
the process. The rule for heavy traffic bandwidth requirement is set to 80% of the requested and available
link bandwidth. Based on the recorded flow context inference, the system will calculate its bandwidth
requirement and make same available to enhance unhindered traffic flow. In this case, the controller will
add links to LAG and transmit the traffic over the LACP links.

The self-hosted LMS server is expected to exhibit a peak time behavior all day long. Thousands of remote
concurrent negotiations for network resources must be processed throughout the day. Therefore, the
proposed algorithm provides a traffic shaping mechanism to ensure all users have an overall favorable
connection to their learning resources. For example, on a typical weekday, thousands of users compete for
network access to real-time services from the LMS. The Ryu controller keeps a log of all network resource
negotiations and estimate bandwidth requirements for concurrent port connection requests it receives.

Based on the estimated bandwidth requirement, the controller will sanction traffic flow over the LAG link
or the physical links. This is done by calculating the bandwidth requirements of each arriving traffic and
classifying it as low, moderate, or high traffic. Then, the system estimates the requisite link bandwidth
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required to transmit the traffic using the formula:

B(t) = minAi(t)
where Ai is the available link bandwidth in the node i.

If the estimated traffic bandwidth B(t) at any time is less than the 80% thresholds for total negotiated link
bandwidth, the SDN controller will transmit traffic over the available physical links. Thus, traffic with less
than 80% of Ai will require less network resources to efficiently transmit traffic over the physical links.

When the estimated traffic bandwidth is greater than or equal to the 80% threshold for a negotiated link
bandwidth, then the SDN controller will add links to LAG accordingly to increase the available link
bandwidth to enhance efficient link usage and traffic flow. This is illustrated in the block diagram as
shown in Figure 2.
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FIGURE 2: Block diagram for a bandwidth-aware LACP system

Source: Modeled by authors

LACP, Link Aggregation Control Protocol

Pseudocode Algorithm

InitializeLACP(links)

while (true)

trafficVolume = classifyTraffic()

trafficBandwidth = estimateBandwidth(trafficVolume)
availableBandwidth = getAvailableBandwidth(links)

if (trafficBandwidth >= 0.8 * availableBandwidth)
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if (enoughLinksForAggregation(links))
syncLinksAndTraffic(links)

LAG = createLAG(links)
transmitOverLAG(LAG, trafficVolume)
else

handlelnsufficientLinks()

else
transmitOverIndividualLinks(links, trafficVolume)
adjustLinks(links, trafficVolume)

wait for 10Sec (TrafficMonitoring)
end while

Context Awareness

The algorithm describes a python3 decorator @set_ev_cls in Ryu.controller.handler that monitors the
event-port-modification class. This decorator performs the function of keeping port state information and
calculating the throughput of requested links. In this study, the LACP system was configured to respond to
links adjustment whenever the threshold of 80% weighted traffic bandwidth is reached for a requested
link(s) at any time. At the interval of every 10 seconds, the system analyses the throughput in Mbps. Then,
the system performs bandwidth calculation on each port of the simulated switch. The results of these
calculations help the Ryu controller to make adaptations to the network and links. The main network
adaptation provided for in this work is the decision to add more links to the initialized one or otherwise,
and it is usually subject to calculated bandwidth requirement of traffic flow.

Dynamic Bandwidth Assurance

The system is configured to function in both active and passive LACP modes. LACP packets are
transmitted in active mode whenever the learned ports recorded in the table-miss of the switching hub are
matched and packets are forwarded to the learned port. This is done by binding the LAG group dpid to the
learned ports in the switching hub, making the LAG group actively open for monitoring in the intervals of
10 seconds. The LACP settings (modeprobe 4) in the ubuntu system sets the logical EtherChannel (bond0)
as the master channel and the physical EtherChannel h1-ethO and h1-ethl (for two-channel aggregation)
or hl-ethO, h1-eth1, h1-eth2, and h1-eth3 (for four-channel aggregation) as slave channel depending on
the number of links the system aggregates at any time. The system uses approximately 30 seconds to
estimate bandwidth requirements and make appropriate adaptations. Whenever the 80% weighted
bandwidth requirement is reached, a new physical link will be added to LAG, and traffic will be transmitted
over them at the combined bandwidth of the logical interface created. Traffic that requires lower than the
80% bandwidth threshold of the requested link is transmitted using the default Open vSwitch switching
mechanism. If the bandwidth requirement remains low for a continuous 5 minutes, the learned logical
interfaces in the switching hub will be disabled. This demonstrates how the algorithm monitors the
changes that occur in the slave state by the way events of the Ryu controller are executed.

In addition, if for any reason one of the links in the LAG fails or is disabled, the lacplib will direct traffic to
the active link. So, in a LAG, the bonded physical channels always serve as active backups for each other.
The actual bandwidth of the backup link remains the same as the bandwidth of the logical interface
(bond0), but the maximum bandwidth that will be utilized will be the actual bandwidth of the backup
link(s). For example, in the four-channel LAG, if h1-ethO is down for any reason, the LACP data unit will be
transmitted over the remaining channels (h1-ethl, h1-eth2, and h1-eth3), provided they are added to the
LA Group. However, the actual bandwidth of the transmission is the summation of the weighted
bandwidth of the used links.

The system monitors when a slave channel’s current state orchestrates an idle timeout for the flow entry
that performs packet-in of the LACP data unit. A timeout may occur because of a link failure or when the
physical interface is disabled. The system will print the change of state to disable and then send a
FlowRemove message to the switching hub. In this instance, packets-in flow is redirected to the Ryu
controller, which decides to transmit the packet over a backup link. Therefore, when the enable/disable

2025 Kunu et al. Cureus J Comput Sci 2 : es44389-025-04070-w. DOI https://doi.org/10.7759/s44389-025-04070-w 50f17



Cureus Journal of Computer Science

state of a physical interface is changed, the FlowRemove event handler will delete all flow entries that use
the physical interfaces included in the logical interface to which the disabled physical interface belongs.
This makes LACP suitable for constructing highly available network links and provides a quick switch for
fault tolerance.

Simulation

Simulation Materials and Tools

Firstly, Ubuntu server 21.04 was installed on a VMware Workstation 16 pro running on HP Pavilion laptop
15-cs1xxx, having 8 CPUs at a base clock rate of 1.60 GHz adjustable to 1.8 GHz, and 12,288 MB RAM. The
VMware Workstation 16 pro virtual hardware specification includes 4 CPUs at a base clock rate of 1.60
GHz and 7,921 MB RAM.

OpenFlow1.3 was used for communication between the SDN control plane and Open vSwitch data plane in
Mininet 3.0 environment. Mininet is a lightweight virtualization environment that uses lightweight
Operating System containers (such as Linux shell) for building a complete network within a single OS
instance. In addition, Mininet helps to verify the functional correctness of programming codes used in
network experiments. Its components provide the basis for verifying performance properties for a much
wider range of experiments. Scripts for the algorithm were written in Python3.

Traffic scenario instances of the proposed framework use the Ryu modular SDN controller. Each module of
the Ryu controller listens for specific events and catalogues the same. Ryu has an event processor, which
dequeues the received event queues and calls the appropriate event handler. The proposed framework has
a module that tracks the LACP state based on LACP data units exchanged. A module that maintains links
utilization and ports status. Another module processes application requests for validity based on network
snapshot information and administration policies and evaluates whether the request complies with its
criteria. A final module implements the network flow behavior in the data plane.

Simulation Setup

Two network topologies were created in Miniedit for the experiment, as shown in Figures 3 and 4. Figure 3
had two link aggregation groups and Figure 4 had four link aggregation groups. Both topologies have the
same LACP functions configuration. Thus, the proposed algorithm was evaluated with both topologies.
This was to access the extent to which the number of LA groups in an LACP influences bandwidth
awareness in a heavy traffic network.
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FIGURE 3: Two-link LAG topology

Source: Prepared by the authors based on Romanov et al. [32]

LAG, Link Aggregation Group
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FIGURE 4: Four-link LAG topology

Source: Prepared by the authors based on Romanov et al. [32]

LAG, Link Aggregation Group

Simulation and Evaluation of the Proposed Algorithm

Firstly, the data plane, control plane elements, and network topology were programmatically created in
python3 and were saved in two .py files. The .py file for the network topology was run in the ubuntu
console in an activated mode using the ubuntu script “sudo python3 topo.py” (where topo is the name of
the topology file created in python3). Further configurations were done on the various devices, and APIs
were installed on the controller. For example, in this experiment, the controller and network behavior
were installed on the host named c0 (controller) by running the .py file in the c0 ubuntu console. Also, a
simple web server script was run on h1 so that it can serve as the LMS server in this experiment. The last
step in the network configuration was the creation of the virtual link using Linux bonding and then setting
the virtual link (bond0) up as the master link for data transmission and the physical links as slaves to be
used for failover.

Test traffic was generated to measure bandwidth, latency, and fault tolerance. The testing process was
repeated using iPerf3 and ping (ICMP) until the system continuously produced the same results three
consecutive times. The system was evaluated using the values obtained for bandwidth, latency, packets
loss, and fault tolerance during simulation for both TCP and UDP packets.

The bandwidth and latency were observed as TCP and UDP iPerf3 packets were transmitted between the
LMS server (h1) and the connected hosts (h2, h3, h4, and h5). The server-side iPerf3 was run on h1 (set up
as the LMS server), and the client-side iPerf3 was run from h2, h3, h4, and h5, respectively. Individual and
simultaneous client TCP and UDP iPerf3 packets were transmitted from h2, h3, h4, and h5 to measure the
bandwidth of the connections to the server (h1).

Each host (h2, h3, h4, and h5) took turns transmitting 10,000 MB TCP and UDP iPerf3 packets to the server
(h1) for 15 seconds, and their respective bandwidths were recorded. Afterward, all the connected hosts
(h2, h3, h4, and h5) simultaneously transmitted 10,000 MB TCP and UDP iPerf3 packets to the server (h1),

and the bandwidth, latency, and packet losses were recorded.

After collecting data on how effectively the LACP application influenced bandwidth reservation and QoS

2025 Kunu et al. Cureus J Comput Sci 2 : es44389-025-04070-w. DOI https://doi.org/10.7759/s44389-025-04070-w 80of 17


https://assets.cureusjournals.com/artifacts/upload/figure/file/11789/lightbox_46314330084311f098e593ef25eeeccf-Untitled-4.png
javascript:void(0)

Cureus Journal of Computer Science

of the LMS, the system was reconfigured by deleting the master status of the virtual link (bond0) to check
how the system responds to faults. In this case, traffic was channeled through the available physical links
to the LMS server (h1), and the bandwidth was analyzed again.

Results
Bandwidth

The system was evaluated by transmitting 10,000 MB of iPerf3 UDP datagrams and TCP streams at a
packet rate of 10,000 packets/s for 15 seconds. The same amount of TCP and UDP packets were
transmitted at the same packet rates from the connected hosts (h2, h3, h4, and h5) to the server (h1).

The results of the simulation show that the system dynamically allocates an average bandwidth of
11,900.4 Mbps for each stream on all the hosts involved in the simultaneous UDP datagram stream
transmission. The two-LAG LACP experiment showed much more stable bandwidth reservation, as shown
in Figure 5. However, the four-LAG LACP experiment showed a wider bandwidth reservation across the

hosts and by datagram packet rate, as shown in Figure 6.
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FIGURE 5: Bandwidth of iPerf3 UDP stream datagrams in a two-LAG

setup

LAG, Link Aggregation Group; UDP, User Datagram Protocol
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FIGURE 6: Bandwidth of iPerf3 UDP datagrams in a four-LAG setup

LAG, Link Aggregation Group; UDP, User Datagram Protocol

The system behaves differently when TCP ICMP packets were transmitted in both two-LAG and four-LAG
experiments. The setup with two LAGs was consistent in allocating nearly 100% of the reserved
bandwidth. Only a 0.2% drop in bandwidth allocation was recorded for some TCP flood streams, as shown
in Figure 7.

The four LAG system allocated bandwidth dynamically to enhance a stable flow of TCP flood streams, as
shown in Figure 8. However, it was observed that the system uses 80% of CPU resources to arrive at this
stability. Additionally, a marginal increase in interpacket gaps (IPGs) and packet retransmission was
occasioned by the system's inability to use all of the allocated aggregated links bandwidth.
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LACP, Link Aggregation Control Protocol; LAG, Link Aggregation Group; TCP, Transmission Control Protocol
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FIGURE 8:

setup

ICMP, Internet Control Message Protocol; LACP, Link Aggregation Control Protocol; LAG, Link Aggregation Group;
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TCP, Transmission Control Protocol

Latency

A total of 1,000 Mb of ping flood packets were simultaneously transmitted from the connected hosts (h2,
h3, h4, and h5) to the server (h1) over a duration of 100 seconds. The minimum latency, average latency,
maximum latency, mean deviation, interframe spacing, and exponentially weighted moving average

values were recorded, as shown in Table 1.
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h2

h3

h4

h5

Min Latency (ms)
0.007
0.009
0.006

0.007

Avg Latency (ms) Max Latency (ms) Mdev (ms) IPG (ms) EWMA (ms)
0.093 5.398 0.612 0.1 0.008
0.102 4.89 0.557 0.124 0.009
0.499 31.849 3.467 0.374 0.008
0.113 6.024 0.695 0.135 0.013

TABLE 1: A summary of latency report for 100 s of ping ICMP flood in a two-LAG LACP setup

EWMA, Exponentially Weighted Moving Average; ICMP, Internet Control Message Protocol; LACP, Link Aggregation Control Protocol; LAG, Link Aggregation
Group; IPG, Interpacket Gap

h2

h3

h4

h5

Min Latency (ms)
0.007

0.006

0.01

0.009

The results of the ping flood testing, as shown in Table I, indicate that it took an average of 0.807 ms to
transmit a total of 400 ICMP packets in a simultaneous TCP flood of 4,000 Mb of data transmitted, an
indication of fast end-to-end latency. The average latency for h4 was the highest of all the hosts because
there was a relatively high IPG observed. This resulted in a delay in the delivery of packets in an end-to-
end communication for h4. However, this IPG was an isolated case and could not result in the
transmission of duplicate or out-of-order packets.

Table 2 shows the average latencies for simultaneous transmission of 1,000 M of TCP flood requests and
acknowledgments for each connected host (h2, h3, h4, and h5) and the server (h1) for 100 seconds.

Avg Latency (ms) Max Latency (ms) Mdev (ms) IPG (ms) EWMA (ms)
0.551 13.162 2.292 0.237 0.01

0.084 3.224 0.433 0.103 0.008

0.134 6.774 0.814 0.172 0.024

0.143 8.201 0.89 0.178 0.015

TABLE 2: A summary of ping flood results for each host for 100 s in a four-LAG LACP setup

EWMA, Exponentially Weighted Moving Average; LACP, Link Aggregation Control Protocol; LAG, Link Aggregation Group; IPG, Interpacket Gap

Fault tolerance

The Linux command (ip link set h1-ethO nomaster) was run on the server (h1) to reconfigure the network
setup for testing fault tolerance. This command deletes the logical link (bond0), leaving only the physical
link that connects h1-eth1 available for data transmission since the physical link that connects h1-ethO
was deleted after setting up the logical link (bond0). In the two-LAG LACP experiment, when the h1-ethO
link was deleted, the setup had h1-eth1 as the link available for data communication. The system was
tested by transmitting 1,000 M UDP flood from the hosts (h2, h3, h4, and h5) to the server (h1). Table 5
shows a summary report of the systems’ response for bandwidth, jitter, and packet loss rate.
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Hosts Bandwidth (Mb/s) Jitter (ms) Packets Loss Rate (%)
h2 549 0.001 9.7

h3 555 8.027 9.5

h4 603 0.005 17

h5 647 0.001 6

TABLE 3: Fault tolerance in a two-LAG LACP

LACP, Link Aggregation Control Protocol; LAG, Link Aggregation Group

The results show a decline in the bandwidth of the available link as compared to the bandwidth of the
logical link. However, fewer packets were lost in transmission due to the less time taken by the system to
recover from the sudden disconnection of the logical link as shown in the low jitter values recorded.

Similarly, the command (ip link set h1-ethO nomaster) run on the server deletes one link (h1-eth0) for the
four-LAG experiment. This means that three more links (h1-eth1, hl-eth2, and h1-eth3) were made
available for data transmission. The result did not show any significant impact on the bandwidth, jitter, or
packets loss rates, as seen in Table 4. Therefore, the command (ip link set h1-ethl nomaster) was run
again to delete h1-ethl, leaving h1-eth2 and h1-eth3 links up for data transmission. The system was
tested again by transmitting 1,000 M UDP flood from the hosts (h2, h3, h4, and h5) to the server (h1). Table
4 displays the summary report of the systems’ response for bandwidth, jitter, and packet loss rate.

Hosts Bandwidth (Mb/s) Jitter (ms) Packets Loss Rate (%)
h2 61.8 0.184 82

h3 372 0.717 7.4

h4 242 0.12 33

h5 500 0.001 0.074

TABLE 4: Fault tolerance in a four-LAG LACP

LACP, Link Aggregation Control Protocol; LAG, Link Aggregation Group;

The results in Table 4 show a faster bandwidth depletion as more links were deleted and UDP flood
datagrams keep transmitting at the same packet rate. This was due to the longer time and the high CPU
resources that were used in recovering from the link loss and packet retransmission.

Comparing the results from Tables 3 and 4 indicates that the Two-LAG LACP setup was more efficient in
fault tolerance, system resources consumption, and bandwidth reservation than the four-LAG LACP
setup.

Discussion
Bandwidth

From Figure 5, bandwidth was allocated to each datagram stream proportionally to the amount of data
transmitted. The average bandwidth observed over 15 seconds of data transmission was 11,900.4 Mbps.
This represents approximately a 60.5% improvement in bandwidth reservation for the self-hosted system
compared to the results reported by Irawati et al. [12], which recorded an average bandwidth of 7,413.33
Mbps over 600 seconds of data transmission.

Figure 6 shows a maximum reservation of network bandwidth for all streams of ICMP flood transmitted
simultaneously from the connected hosts to the server. The lowest bandwidth observed for a packet
stream is 998 Mbps, and the largest available bandwidth is 1,000 Mbps, thus providing a reliable
bandwidth assurance, making it possible to transmit about 98% of ICMP streams.
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Latency

From Table I, the results of the ping flood testing show that it took an average of 0.807 ms to transmit a
total of 400 ICMP packets in a simultaneous TCP flood of 4,000 Mb of data transmitted, an indication of a
fast end-to-end latency. The average latency for h4 was the highest of all the hosts because there was a
relatively high IPG observed. This results in a delay in the delivery of packets in an end-to-end
communication for h4. However, this IPG was an isolated case and could not result in the transmission of
duplicate or out-of-order packets.

The results in Table 2 show that it took an average of 0.032 ms to transmit a total of 400 ICMP packets in a
simultaneous TCP flood of 4,000 Mb of data transmitted. This indicates that when the number of
aggregated links was increased, it takes a much shorter time for end-to-end communication to be
established when transmitting ICMP packets. However, duplicated acknowledgements were received for
some ping requests, which accounts for the inching up observed in the IPG for all the transmitting hosts.
This was because acknowledgment for some packets was duplicated.

Fault tolerance

The results in Table 3 show a decline in the bandwidth of the available link as compared to the bandwidth
of the logical link. However, fewer packets were lost in transmission due to the less time taken by the
system to recover from the sudden disconnection of the logical link as shown in the low jitter values
recorded.

The results in Table 4 show faster bandwidth depletion as more links were deleted and UDP flood
datagrams keep transmitting at the same packet rate. This was due to the longer time and the high CPU
resources, which are used in recovering from the link loss and packet retransmission.

Limitations

The proposed system is limited by several factors, including high CPU saturation observed in the four-LAG
setup, issues with fixed thresholds, and challenges with the Ryu controller. The system utilized about 75%
of CPU resources to maintain stable TCP flood stream transmission and about 80% of CPU resources to
maintain stable UDP flood datagrams. This led to increased IPGs, packet retransmission rates, and packet
losses during UDP datagram transmission. In addition, the use of a fixed 80% bandwidth threshold to
trigger link aggregation did not adapt well to the highly variable traffic patterns used during the
simulation. This resulted in poor implementation of port monitoring and aggregation functions, affecting
the efficient use of links. Furthermore, the Ryu controller exhibited inefficiencies in clearing the LAG logs,
which impacted bandwidth reassignment; hence, increased packet retransmission rates were noted as the
number of aggregated links increased.

Conclusions

This paper presented a framework for dynamic bandwidth allocation for self-hosted educational

systems. The LACP framework is configured to dynamically allocate bandwidth and was tested in two-LAG
and four-LAG environments. The proposed dynamic bandwidth-aware LACP algorithm for self-hosted
LMS data centres was effective in dynamic allocation of bandwidth based on traffic demands. The results
showed that the LACP system was cheaper but efficient in adjusting link bandwidth and dynamically
allocating same in response to the traffic density of the educational system at any given time. In the two-
LAG LACP environment, for instance, as bandwidth allocation increased, fault tolerance and the QoS of
the system also increased accordingly. On the other hand, the four-LAG LACP environment showed a
slight decline in fault tolerance and QoS of the system. Interpacket delays and packets retransmission
rate was increased, resulting in high CPU utilization for path negotiation and renegotiation.

To resolve these challenges with the increasing links bundling, further studies would be conducted to
include to include energy efficient metrics, including controller capabilities in future dynamic bandwidth-
aware LACP implementation. With this framework, network administrators can develop more efficient
APIs to inform the SDN controller of their specific requirements for data flow contexts over any chosen
number of aggregated links.
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