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Abstract

Reversible image steganography is a steganography system that hides secret data in an image cover medium without

arousing suspicion, and it is defined by the ability to reconstruct the cover medium with no visible distortion after the

steganography system has been decoded by extracting the hidden data. The most common issue with image

steganography systems is a lack of payload capacity, which is caused by the inappropriate selection of a cover medium.

In this paper, a solution is proposed by employing Histogram of Pattern Set to prepare the image dataset for use in

training the Support Vector Machine (SVM) and Deep Neural Network (DNN) algorithms. The precision values for SVM and

DNN were revealed to be 83.39 and 98.11, respectively; the recall values for SVM and DNN were discovered to be 81.85

and 96.29, respectively; and the F-score values for SVM and DNN were discovered to be 82.61 and 97.19, respectively.

Because the DNN selection model outperforms the SVM selection model, it was chosen as the cover image selection

model for the implementation of reversible image steganography.

Categories: AI applications, Security and Privacy, Machine Learning (ML)

Keywords: support vector machine (svm), steganography, cover image, payload capacity, neural networks

Introduction

The ability to hide information in a cover image without raising any suspicion is known as image steganography. In

research, the goal of steganography is explained to be an act of sending hidden data across public channels without

arousing suspicion [1,2]. The most common method is to embed the secret data into the cover object by slightly

changing the content of the cover. Because digital images are extensively used all over the world, they are frequently

used as covers in steganography. To ensure security performance, contemporary steganography minimizes

steganographic distortion caused by changes to a cover image [3]. Image steganography is more prevalent than other

types of steganography because images, in general, are highly suitable media for steganography due to their enormous

capacity and high redundancy [4-6].

Aside from image steganography, there are other forms of steganography based on the nature of the cover medium [7].

Image steganography uses the image as a cover medium; video steganography uses video or image frame sets as a cover

medium; audio steganography uses audio file formats, where secret information is embedded within the audio bits; text

steganography hides information within the position or the array indices of each character of the original text without

any distortion in the meaning of the original text [8]. Also, steganography has been extended to include network

steganography, where secret information is hidden using Internet Protocol (IP) address bits [9], and deoxyribonucleic

acid or genome structures [10].
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Image steganography has been identified in research [11-13] to have numerous use cases in security for covert data

storage and private communication, protection of data integrity from alteration, access-control tools for digital content

sharing, secure online voting, private banking, military purposes, and many more. Although steganography has gained

much usage, there are limitations to the downside of steganography. Research [14] noted that steganography can be

misused by terrorists for criminal activities as a tool in the hands of attackers to compromise privacy, especially in the film

industry, where films are plagiarized, and can also be used for stealing personal information via social networks.

Image steganography was emphasized in research [15] to be faced with a triad challenge of payload capacity, security,

and robustness, and this challenge limits the rate at which image steganography finds its application in confidential

communication, data storage, and other similar applications. Research [16] stated that a proper cover image selection for

image steganography always has favourable influences on boosting the security and payload capacity of image

steganography. This implies that without a good measure in place for a proper cover selection, the strength of the

steganography system is not guaranteed. The strategies for picking a suitable cover image were provided. Although

these strategies included a lot of difficult mathematical calculations spanning from spatial domain techniques to

frequency domain techniques. Other than the complexity associated with the spatial and frequency domain techniques,

it was also discovered that these methods have the tendency to produce slight distortions in the steganographic

contents, hence making it impossible to have a reversible image steganography. The study by Kadhim [17] suggested

that classification methods could be used to make quality cover selections for image steganography. Also, the study used

a dual-tree complex wavelet transform to ascertain a payload capacity. The focus was on selecting a region on the cover

image with the highest number of redundancies. Finally, it suggested again that the histogram of pattern set can be used

for a classification algorithm with selection criteria based on super-pixel and coefficient-plane-selection.

This recent work emphasizes cover selection as a significant problem that, if chosen incorrectly, might impede high-

quality reversible image steganography. As a result, the Deep Neural Network (DNN) model is developed in this study,

and it is supported based on the actual performance comparisons with Support Vector Machine (SVM).

Review of related studies

The quest to obtain good image steganography stems from the cover image selection process. This has been an actual

fact in image steganography, where appropriate cover images are to be selected for sizeable secret messages. In an

attempt to obtain a cover selection model, a fuzzy classification algorithm by Esfahani et al. [18] was used to identify

cover images by calculating their Gray Level Co-occurrence Matrices. Some of the cover images were able to be selected

based on their gray level but with poor security implementation. Also, the model could only achieve a reasonable

selection level within gray-colored images. It was believed by Wang et al. [19] that steganographic distortion is attributed

to the cover selection process, so they designed an algorithm to combine cover-selection and payload-allocation, so that

the optimal stego-covers can be obtained without distortion. Their result shows that there was no steganographic

distortion, but it is peculiar to a particular method. Hence, it cannot be used or adapted to any form of steganographic

technique.

An efficient cover image selection framework was implemented by Abed et al. [20] based on spatial block analysis and

Discrete Cosine Transform methods. The outcome of the study had a good visual quality, but with poor security, and

could not be automatically selected as against the objective of the study. The study by Wendzel et al. [21] attributed the

poor security in Abed et al. [20] to the level of knowledge the embedder had prior to cover selection, and they improved

the security of the steganographic system using simple statistical measures. Duan et al. [22], Kuznetsov et al. [23], and

Pandey [24] had collectively carried out image cover selection steganography methods based on image blocks similarity.

Kadhim et al. [17] and Singh [25] proposed an adaptive cover selection steganography method which was adopted from

the methodology used in Kadhim et al. [5], where the statistical features of image blocks and their neighborhood were

used for the selection. Studies by Kadhim et al. [5], Kadhim et al. [17], and Singh [25] were differently examined with

features based on wavelet and cosine transformations. The outcome of using the image blocks proved to have good

security measures, but the complexity led to poor payload capacity. Wang and Zhang [26] used the Maximum Mean

Discrepancy between two adjacent cover images to measure the discrepancies between them and the corresponding
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secret images. The work improved the security of the system, but was limited in computational complexity and payload

capacity. Subhedar [27] proposed a new framework for the optimal choice of cover image from an image database based

on statistical texture analysis, and a nonlinear support vector machine was employed to classify a suitable cover from the

image database. The outcome of the study shows that poor detection accuracy by the steganalyser confirms the efficacy

of the proposed cover selection.

Deep learning approach was used by Qin et al.  [28] to reduce the amount of distortion in the stego-image through a

sparse adversarial perturbation by cover enhancement during the cover selection process. The outcome was able to

improve the payload size and the security of the existing model, but it requires extensive experiments to show the

strength of the system.

Recent studies published in 2024 and 2025 have further advanced the landscape of cover image selection and deep

learning-based steganography, underscoring the need for more sophisticated selection approaches. Chahine and Kim

[29] proposed an optimization-driven neural cover selection framework published at NeurIPS 2024, in which pretrained

generative models, specifically Denoizing Diffusion Implicit Models (DDIM) and BigGAN are leveraged to select cover

images by minimizing message recovery error within the latent space. Applied to the ImageNet, CelebA-HQ, and AFHQ-

Dog datasets, their method reduced message embedding error rates by over 50% compared to randomly selected

covers, achieving PSNR values in the range of 21.41-26.34 dB, while also demonstrating strong resistance to steganalysis

with detection rates as low as 0.0% at 1-2 bpp. This work reinforces that intelligent cover selection, rather than random

selection, is a critical determinant of steganographic security and payload efficiency.

In the area of reversible image steganography, Liu et al. [30] introduced RISRANet in 2025, a dual-branch invertible neural

network incorporating shuffle attention mechanisms and dilated convolutions for multi-scale feature extraction.

Evaluated on the Microsoft COCO and DIV2K datasets, RISRANet achieved a Peak Signal-to-Noise Ratio (PSNR) of 57.20 dB

and Structural Similarity Index Measure (SSIM) of 0.9994 on DIV2K, and 51.20 dB PSNR and 0.9978 SSIM on COCO, with

steganalysis resistance (StegExpose AUC) of 0.5010, closely approximating ideal imperceptibility. Similarly, Zhou et al. [31]

proposed a steganographic framework combining latent space embedding with a smart decoder selection module in

2025, achieving a Secret Recovery Accuracy exceeding 98% and an SSIM of 0.99 across ImageNet and MetFACE datasets.

These studies confirm that combining deep learning with intelligent selection mechanisms, whether for cover images or

for decoders, significantly enhances both capacity and concealment quality in steganographic systems.

From the perspective of image classification within the steganography domain, Alrusaini [32] evaluated five deep

learning architectures for steganalysis in 2025, reporting that EfficientNet achieved the highest baseline accuracy of

80.56%, with a precision of 83.13% and recall of 76.67% on the BOSSBase dataset. Li et al. [33] proposed an active

learning-based steganalysis model integrating deep reinforcement learning and convolutional neural networks,

achieving an F-measure of 93.152% on BossBase and 91.834% on BOWS-2 in 2025. Furthermore, Almhlbdi et al. [34]

demonstrated in 2025 that a hybrid CNN-GRU model attained a multi-class steganography detection accuracy of 98% on

a five-category LSB steganography dataset. These classification results in the steganography domain provide relevant

benchmarks against which the proposed cover image selection model in the present study can be contextualized.

Materials And Methods

The materials used for this study are the Microsoft COCO dataset, Histogram of Pattern Set (HoPS), SVM  and DNN.

Precision, recall and F-score are the evaluation metrics used.

Image histogram pattern

Image histograms are an important tool for inspecting images. This technique permits the images to be analyzed so as to

act as a graphical representation of the tonal distribution in a digital image. In this study, this technique was used to

identify images of similar distribution pattern using the Euclidean distances given in Equations (1) and (2). This approach

makes the image classification easy.
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Where   is the Euclidean distance,   and  are the measurable values for the first instance of data and   and 

are the measurable values for the second instance of data.

Since this study makes use of color images, therefore it seeks to measure the bit distance between each pixel's Red, Green

and Blue (RGB) values. Equation (1) was therefore modified to accommodate the parameters of the colored images used.

These parameters are the Red, Green and Blue (RGB) pixels. Hence, Equation (2) was yielded.

 

Where   are the red pixels of the two compared images;  are the green pixels of the two compared

images; and   are the blue pixels of the two compared images.

In Table 1, once a pair of images are identified to have similar histogram patterns, such a pair is flagged as ‘1’ otherwise, it

is flagged as ‘0’. Table 1 presents the Euclidean distance values to twelve (12) decimal places. The occurring differences in

the decimal place values are treated as noise. If the difference is greater than or equal to 0.4 then the outcome is taken as

0. Otherwise, the outcome becomes 1.

Image 1 Image 2 Euclidean distance/Hist

pattern

Outcome

000000000009.jpg 000000000008.jpg Img1: 27451.120414292745

Img2: 27451.120414292745

1

000000000022.jpg 000000000093.jpg Img1: 49711.31076525744

Img2: 49711.31076525744

1

000000000097.jpg 000000000103.jpg Img1: 41884.13040758994

Img2: 21567.00340757643

0

000000000118.jpg 000000000141.jpg Img1: 21034.03109345762

Img2: 35629.35143950841

0

TABLE 1: Histogram pattern values of some randomly selected images for cover selection model

In Table 1, the outcome of a true flag ‘1’ indicates that the pair is a good image steganography pair. On the other hand,

the outcome of a false flag ‘0’ indicates that the pair is not a good steganography pair.

Data preparation using HoPS

In order to ease the model training using the unlabeled image dataset, Histogram of Pattern Sets (HoPS) technique was

adopted. HoPS was adopted for use in this study because it was found to be an important tool in the study [17], where it

was used for image classification and object recognition. The outcome of this technique is a generated comma-separated

value (csv) file, which served as a look-up file to the image repository and was used to train the algorithm that classifies

suitable cover images and the corresponding secret image.
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The rationale for using the histogram pattern matching is to be able to generate useful colored images that are suitable

and appropriate for image steganography, thereby eliminating gray-colored images that may affect the encoding model

of a steganography system. Also, the HoPS presents the dataset with binary values (zeroes and ones). These values enable

a classifier to make good classification judgements. The outcome of the HoPS is a csv file that serves as a look-up table to

the main image file.

The csv file maps all images into a single file. The actualized data size is 250,000 with each image having 512 × 512

(262,144) pixels per image. The data was divided into 80% training set (200,000 data points; where the cover images and

the secret images have 100,000 data points each) and 20% testing set (50,000 data points; where the cover and secret

images have 25,000 data points each, and are balanced for both the DNN and SVM classifiers). The training set was used

to train the DNN model and the SVM model. These two models are both classification models that were experimented

with for classifying the pairs of images, and to ease the appropriate selection of the cover images that are suitable for a

particular secret image.

Cover selection model

This study proposed the use of DNN, which was compared with the SVM cover selection model because of the

nonlinearity of the dataset. The outcome of this comparison rationalizes the choice of the DNN proposed model.

The cover selection is a classification problem that used the HoPS generated details as parameters. The cover image

selection is part of the preparation phase in image steganography before the encoding phase. The goal of this phase is to

assist in the selection of a cover image that will be most appropriate for hiding the secret message, as the selection of an

appropriate cover image is essential in deciding the efficacy of a steganographic system. This study used the deep

learning architecture known as the  DNN  for the purpose of cover image selection. A traditional machine learning

classification algorithm, the SVM was used as the alternative model.

Figure 1 and Figure 2 show how these models can be used to achieve appropriate cover selection processes. The DNN

model and the SVM were trained using the dataset in csv format. The csv file maps all the images in the image directory.

The models were trained and tested to an acceptable accuracy where an appropriate cover can be selected for a

particular secret image.
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FIGURE 1: Deep Neural Network (DNN) selection model

FIGURE 2: Support Vector Machine (SVM) selection model
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Implementation and model development

In training the Neural Network (NN) selection model, the weights and the bias parameters of the model were adjusted

simultaneously so as to ensure consistent output. Equation (3) was adopted for the forward propagation of the NN

training model.

Where:

: The output of the neuron before applying the activation function. This is the weighted sum of inputs plus a bias term.

: The weight associated with the iii-th input. Weights determine the importance of each input in contributing to the

neuron's output.

: The iii-th input to the neuron. In this case, the inputs are likely derived from the image features (e.g., pixel values or

features extracted from the HoPS).

: The bias term, which shifts the activation function to allow better fitting of the model to the data.

Since the NN  has the ability to learn the image features by itself, Equation (3) was modified to limit the number of

features to three (3) features, the RGB (512,512, 3) pixel values. This modification yielded Equation (4)

Where:

: The output of the neuron before applying the activation function, similar to Equation (3). It represents the weighted

sum of the RGB inputs plus the bias.

: The Red pixel value of the input image. This is one of the three features used in the DNN model, representing the

intensity of the red channel in the RGB color space.

: The Green pixel value of the input image, representing the intensity of the green channel.

: The Blue pixel value of the input image, representing the intensity of the blue channel.

​: The weight associated with the Red pixel value. This weight determines how much the red channel contributes to the

neuron's output.

​: The weight associated with the Green pixel value, determining the contribution of the green channel.

​: The weight associated with the Blue pixel value, determining the contribution of the blue channel.

: The bias term, which acts as a threshold or offset to ensure the model can classify beyond the expected output. The

document specifies that the bias serves as a 'minimum threshold value' to prevent the model from classifying beyond the

desired output range.

In this study, the cover-selection classifier was implemented as a feed-forward Multilayer Perceptron (MLP). Figure 3

presents a conceptual schematic of the model, illustrating the flow of information from the image-derived input features

through two fully connected hidden layers to a single binary output node. The schematic uses the three RGB

components (R, G, and B) to illustrate the input representation and shows the bias term incorporated into the neuron

computations. The hidden layers represent the nonlinear transformation stages, while the output node produces a binary

decision, where 1 represents a suitable cover-secret image pair and 0 represents an unsuitable pair. Figure 3 is therefore

intended to illustrate the functional arrangement of the classifier, while the exact dimensions of the implemented

network are presented in Figure 4.
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FIGURE 3: Conceptual architecture of the MLP-based cover selection model

MLP, Multilayer Perceptron
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FIGURE 4: Compiled architecture of the MLP-based cover selection model

MLP, Multilayer Perceptron

During model training, the original images, which had a resolution of 512 × 512 pixels with three RGB channels, were first

resized to 64 × 64 pixels as a preprocessing step to reduce the computational cost associated with processing the high-

resolution images. The pixel values were subsequently normalized by dividing each pixel value by 255, thereby scaling

the RGB values from the range (0, 255) to (0, 1). These preprocessing operations were performed independently of the

training batch size. A batch size of 64 was then used during model training, meaning that 64 training samples were

processed before each gradient-based parameter update. The remaining model hyperparameters were configured as

presented in Table 2.
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S. No. Hyperparameters Values

1. batch_ size 64

2. no_of_layers 4

3. square of image size Linear (6 * square of image size, 512)

4. activation function ReLU: Rectified Linear Unit function;

Sigmoid()

5. learning_rate 0.001: constant

6. epoch 10

7. loss_function Binary cross entropy

8. model optimizer Adam: Adaptive model optimizer

TABLE 2: DNN hyperparameters and set values

DNN, Deep Neural Network

Considering the large dataset used for training the model, a batch size of 64 was selected to provide a practical mini-

batch size for gradient-based training while balancing computational efficiency and the stability of gradient estimates.

The number of layers was set to 4 (1 input layer, 2 hidden layers, and 1 output layer) to have a layer size that would help

with the backpropagation of the error after the first batch training. ReLU was used as the activation function for the

hidden layers, and sigmoid was used as the activation function for the output layer because it is a binary classification

problem. The model solves a classification problem that requires linear data, but the dataset used is a nonlinear data set.

Hence, ReLU ensures a linear transformation result; if the function gets a negative input, it simply returns the value 0, but

if it receives a positive input, it returns that value as a linear function. The learning rate was set to a minimal value of

0.001, which minimizes the loss in the model and improves how fast the DNN model learns. The epoch defines the

number of times a training cycle takes to complete. It was set to 10, which is relatively small. This was done to reduce the

time taken for the model training to be completed. The loss function used is the binary cross-entropy because the

selection model is a binary classification model; it also aids in reducing the model loss. To optimize the model, we used

the Adam optimizer because it is adaptive to any NN algorithm alongside the number of batches used and the static

learning rate we adopted.

On the other hand, Equations (5) and (6) were used during the training phase of the SVM selection model. The SVM

model takes into its parameter (gamma) the aggregate sum of the pixel bits of the image pair, and selects the cover

image whose aggregate pixel bits are similar to those of the secret image pixel bits.

Where the  is the RGB pixels
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X = value of each pixel bit

 is the predefined function in python programming language used for finding the variance of X.

The SVM selection model uses gamma as its single parameter to define how far the influence of a single training example

reaches, and then uses this value to compare a pair of images. If the similarity is high, then an appropriate cover is

selected, which represents 1; otherwise 0.

In achieving a minimum error because of the nonlinearity of the dataset, we used the Radial Basis Function Kernel (RBF-K)

as the default kernel for the SVM selection model.

DNN algorithm

Train the cover selection model (bDNN) with image sets to obtain image pairs ( )

 

 

//loop through all cover images from 1 to n

   

 //loop through all secret images from 1 to n

 

 

 

 

 

 

Results

Experimental setup

The experiments were conducted using the Microsoft COCO dataset, which consists of color images with a resolution of

512 × 512 pixels, each having three channels (Red, Green, and Blue). The dataset was preprocessed using the

HoPS  technique to generate a csv file, which served as a lookup table for the image repository. This csv file mapped

image pairs and assigned binary labels (1 for suitable steganography pairs and 0 for unsuitable pairs) based on Euclidean

distance calculations of their histogram patterns. The dataset comprised 250,000 image pairs, split into 80% training

(200,000 pairs, with 100,000 cover images and 100,000 secret images) and 20% testing (50,000 pairs, with 25,000 cover

images and 25,000 secret images).

To facilitate efficient training, images were rescaled from 512 × 512 to 64 × 64 pixels and normalized by dividing pixel

values by 255. The experiments were performed on a computing environment equipped with a 3.2 GHz Intel Core i7

processor, 16 GB of RAM, and an NVIDIA GTX 1080 GPU. The software environment utilized Python 3.8 with TensorFlow

2.4 for the DNN implementation and scikit-learn 0.24 for the SVM implementation.
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The DNN model was configured with four layers: one input layer (3 nodes for RGB values plus a bias), two hidden layers (4

nodes each with ReLU activation), and one output layer (1 node with sigmoid activation). Hyperparameters were set as

follows: batch size of 64, learning rate of 0.001, 10 epochs, binary cross-entropy loss function, and the Adam optimizer.

The SVM model used the RBF kernel with a gamma parameter to measure the similarity between image pairs based on

their aggregate pixel bits. Both models were trained to classify image pairs as suitable or unsuitable for steganography,

with performance evaluated using precision, recall, and F-score metrics.

Evaluation result

Precision, recall and F-score were the metrics used to evaluate the DNN and SVM models. Precision is the proportion of

the actual appropriate cover images among those labeled as appropriate by the models. To put it in a general way, the

number of genuine positives divided by the total number of false positives + true positives. This is represented as shown

in Equation (7).

Where  is the true positive herein, actual appropriate cover images the model truly classified and,  is the false

positive herein, the number of cover images the model wrongly selected as appropriate.

Recall, also known as sensitivity, is the proportion of actual appropriate cover images among the total number of

appropriate cover images. In other words, the number of genuine positives divided by the number of false negatives. This

is represented as shown in Equation (8).

Where  is the false negative herein, the number of cover images the model failed to select as appropriate cover

images.

Therefore, Table 3 shows the precision and recall values for the DNN selection model and the SVM selection model.

Model Precision value Recall value

DNN Selection Model 98.11 96.29

SVM Selection Model 83.39 81.85

TABLE 3: Approximate precision and recall values for the DNN and SVM selection models

DNN, Deep Neural Network; SVM, Support Vector Machine

Discussion

Experimental analysis

In order to justify the selection of the DNN model, the f-core metric had to be computed using the precision and recall

values of each model.

The F-score is the harmonic mean of the precision and recall values, given in Equation (9)
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The F-score metric was computed using the precision and recall values in Table 3, this gives the exact performances of

these model from the geometric mean point of view.

The experimental results, as presented in Table 3, demonstrate that the DNN selection model significantly outperforms

the SVM selection model across all evaluated metrics: precision, recall and F-score. The DNN model achieved a precision

of 98.11, a recall of 96.29, and an F-score of 97.19, compared to the SVM model's precision of 83.39, recall of 81.85 and F-

score of 82.61. These results indicate that the DNN model is more effective at identifying suitable cover images for

reversible image steganography, with higher accuracy in both correctly classifying appropriate cover images (precision)

and capturing the majority of relevant cover images (recall).

The superior performance of the DNN model can likely be attributed to its ability to capture complex, nonlinear patterns

in the image dataset, which was preprocessed using the HoPS technique. The DNN's architecture, consisting of four layers

(one input layer with three RGB nodes, two hidden layers with four nodes each using ReLU activation, and one output

layer with sigmoid activation), allows it to learn hierarchical feature representations directly from the RGB pixel values.

This capability is particularly advantageous for the nonlinear dataset used in this study, as it enables the model to discern

subtle differences in histogram patterns that indicate suitable steganography pairs.

In contrast, the SVM model, which relies on the RBF kernel and a single gamma parameter to measure similarity between

image pairs, appears less capable of handling the complexity of the dataset. The SVM's performance, while respectable,

suggests that its linear or near-linear decision boundaries are less effective for this classification task compared to the

DNN's ability to model nonlinear relationships. The lower F-score of the SVM (82.61) compared to the DNN (97.19) further

underscores the DNN's advantage in balancing precision and recall, making it a more robust choice for cover selection.

To further contextualize the performance of the proposed DNN cover image selection model, Table 4 presents a

comparative analysis against recently published solutions in the deep learning steganography and cover selection

literature (2024-2025). It is acknowledged that direct metric-for-metric comparison is constrained by differences in task

definition and evaluation protocol across studies, some papers optimize for image quality (PSNR/SSIM), others for

classification accuracy or error rate. Nonetheless, the comparison provides meaningful context for the proposed model's

classification performance.
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Study Year Method Task Dataset Key Metric Value

Chahine and

Kim [29]

2024 DDIM-based

Neural Cover

Selection

Cover Selection

(optimization)

ImageNet,

CelebA-HQ,

AFHQ-Dog

Message Error

Rate

0.019%–1.85%

Liu et al. [30] 2025 RISRANet

(Attention +

Invertible NN)

Reversible

Steganography

COCO, DIV2K PSNR / SSIM 57.20 dB /

0.9994

Zhou et al. [31] 2025 Latent

Embedding +

Smart Decoder

Selection

Steganography

with Decoder

Selection

ImageNet,

MetFACE

Secret Recovery

Accuracy

>98%

Alrusaini [32] 2025 EfficientNet (DL

Steganalysis)

Image

Classification

(Steganalysis)

BOSSBase Precision /

Recall

83.13% /

76.67%

Li et al. [33] 2025 Active Learning

+ CNN + DRL

Steganalysis

Classification

BossBase,

BOWS-2

F-measure 93.152%

Almhlbdi et al.

[34]

2025 CNN-GRU

Hybrid

Multi-class LSB

Detection

LSB

Steganography

Dataset

Accuracy 98.00%

Proposed DNN

Model

2025 DNN + HoPS

Feature

Extraction

Cover Image

Selection

(Classification)

MS COCO

(250,000 pairs)

Precision /

Recall / F-score

98.11% /

96.29% /

97.19%

TABLE 4: Comparative analysis of proposed DNN model against recent published solutions

DNN, Deep Neural Network; DNN, Deep Neural Network; DDIM, Denoising Diffusion Implicit Model; NN, Neural Network; CNN,

Convolutional Neural Network; HoPS, Histogram of Pattern Set; PSNR, Peak Signal-to-Noise Ratio; SSIM, Structural Similarity Index

Measure

As shown in Table 4, the proposed DNN-based cover image selection model achieves competitive results when

positioned against the most recently published solutions in the steganography domain. Chahine and Kim [29] addressed

cover selection as a latent space optimization problem using generative diffusion models, achieving very low message

error rates; however, their framework requires access to large pretrained generative models and does not report

classification metrics directly comparable to those in the present study. Liu et al. [30] and Zhou et al. [31] focused on

steganographic image quality and decoder selection respectively, demonstrating excellent PSNR/SSIM values and

recovery accuracy exceeding 98%, which confirms the broader trend towards neural approaches for selection and

embedding quality. Among classification-based methods in the steganography domain, Alrusaini [32] reported a

precision of 83.13% and recall of 76.67% using EfficientNet for steganalysis, while Li et al. [33] achieved an F-measure of

93.152% using active learning with CNNs. The proposed DNN model surpasses these classification benchmarks, achieving

precision of 98.11%, recall of 96.29%, and F-score of 97.19% on the Microsoft COCO dataset with 250,000 image pairs, the
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largest dataset used among the compared studies. Almhlbdi et al. [34] achieved 98% accuracy with a CNN-GRU hybrid for

multi-class LSB detection, which is comparable to the proposed model but was achieved on a different classification task.

These comparisons demonstrate that the proposed HoPS-driven DNN cover selection model delivers classification

performance that is not only superior to the baseline SVM model but also competitive with the most current deep

learning approaches in the steganography literature, while addressing the specific and underexplored problem of cover

image suitability classification for reversible steganography.

The decision to limit the DNN training to 10 epochs was made to reduce computational time, yet the model still

outperformed the SVM. This suggests that even with a constrained training regime, the DNN's architecture is well-suited

for the task. However, the relatively low F-scores for both models (particularly the SVM) indicate potential for

improvement with a larger dataset or increased number of epochs, which could enhance the models' ability to generalize

and further reduce classification errors.

The experimental setup also revealed that preprocessing steps, such as rescaling images to 64  × 64 pixels and

normalizing pixel values, were critical in managing computational complexity while maintaining model performance. The

use of the Microsoft COCO dataset, with its diverse set of color images, provided a robust foundation for training and

testing, ensuring that the models were evaluated on a realistic and varied dataset. These findings support the adoption of

the DNN model for cover image selection, as its superior performance metrics suggest it can enhance the payload

capacity and security of reversible image steganography systems.

Conclusions

This study addressed the critical challenge of cover image selection in reversible image steganography by proposing a

DNN model and comparing its performance against an SVM baseline. Using HoPS  for feature extraction, both models

were trained on a dataset of 250,000 image pairs to classify suitable cover-secret image combinations. The evaluation

results demonstrated that the DNN selection model significantly outperformed the SVM model across all metrics,

achieving precision, recall, and F-score values of 98.11%, 96.29%  and 97.19%, respectively, compared to 83.39%,

81.85% and 82.61% for SVM. Consequently, the DNN was adopted as the preferred cover selection model for this study.

The primary contribution of this work lies in establishing that deep learning architectures can effectively automate cover

image selection for steganographic systems, yielding superior classification accuracy over traditional machine learning

approaches. When benchmarked against recently published solutions from 2024 to 2025, including neural cover

selection approaches using diffusion models, attention-based reversible steganography networks, and deep learning

classification models in the steganalysis domain, the proposed DNN model demonstrates competitive or superior

classification performance, confirming that the HoPS-based DNN approach remains a relevant and effective solution for

cover image selection in reversible image steganography. The proposed DNN-based selection framework provides a

robust foundation for enhancing both payload capacity and security in reversible image steganography, as it ensures

optimal pairing of cover and secret images prior to the encoding phase. Future work will focus on scaling the dataset and

optimising epoch parameters to further improve model performance, as well as integrating this selection module with

encoder and decoder components to realize a complete reversible image steganography system.
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