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Abstract

The growing use of voice-activated personal assistants (VAPAs) has introduced significant user privacy and data security
challenges. This study investigates privacy vulnerabilities in VAPAs using a mixed-methods approach that combines

simulated experiments with structured risk assessment. Through controlled simulations, we evaluate vulnerabilities of

VAPAs to various attack vectors, including adversarial attacks on automatic speech recognition (ASR), voice cloning, and
side-channel attacks. A risk assessment framework using DREAD (Damage, Reproducibility, Exploitability, Affected Users,

Discoverability) and STRIDE (Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of

Privilege) models quantifies the identified vulnerabilities. Results reveal that VAPAs are highly vulnerable to adversarial
attacks (85-90% success rate), and voice cloning can effectively circumvent authentication measures (up to 92%

authentication bypass rate). The discussion analyzes these findings in the context of existing literature, highlighting the

limitations of current security measures. The paper concludes with mitigation strategies to enhance user privacy and data
security in VAPAs. These include enhanced authentication methods, improved ASR robustness, data minimization

techniques, robust security protocols, and proactive threat detection systems. Addressing privacy risks in VAPAs requires

a multi-faceted approach that integrates technological innovations, sound regulatory policies, and comprehensive user
education initiatives. The study has practical applications for technology developers and VAPA providers.

Categories: Ethical and Social Implications, AI Ethics and Fairness, Security and Privacy

Keywords: automatic speech recognition, voice cloning, voice-activated personal assistants, adversarial attacks, privacy vulnerability

Introduction

Voice-Activated Personal Assistants (VAPAs) and Speech Recognition Systems like Alexa and Siri have revolutionized

human-technology interaction. They connect well with other technologies, like Artificial Intelligence (AI) and Internet of

Things, especially in home automation. Yet, their pervasive data collection poses unresolved privacy risks [1]. While prior
work highlights vulnerabilities in ASR systems [2] and voice cloning [3], few studies integrate empirical testing with

quantitative risk frameworks like DREAD (Damage, Reproducibility, Exploitability, Affected Users, Discoverability)/STRIDE

(Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege) [4]. This study bridges
the gap through a mixed-methods approach that combines a comprehensive literature review, controlled simulations,

and structured risk assessment. We examine adversarial attacks on ASR systems, the feasibility of voice cloning to bypass

authentication, and risks of data leakage via side channels. DREAD and STRIDE models are employed to systematically
evaluate the identified vulnerabilities and quantify the potential impact on user privacy.
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The existing literature highlights concerns about VAPA data-collection practices, the vulnerabilities of automatic speech

recognition (ASR) systems, and the potential for malicious exploitation of these systems. However, current research on
VAPA privacy often lacks a holistic approach that integrates empirical evidence with quantitative risk assessment and

actionable mitigation strategies. This paper addresses this gap by providing simulation-based evidence of key

vulnerabilities, quantifying their risks using the DREAD and STRIDE models, and proposing novel mitigation strategies.
This study uniquely combines empirical attack simulations with quantitative risk modelling to deliver a comprehensive

assessment of VAPA vulnerabilities. By integrating DREAD and STRIDE frameworks, we provide a structured, scalable

approach to prioritizing privacy risks in voice-enabled systems. Our methodology enables not only the detection of
vulnerabilities but also their systematic ranking based on real-world exploitability and impact.

Literature review: Privacy risks and vulnerabilities in VAPAs

VAPAs like Amazon Alexa, Apple Siri, and Google Assistant have entirely changed how humans interact with technology.
They have become indispensable for many people because they can seamlessly fit into daily life and help in independent

living [5]. They have excellent voice recognition abilities and are thereby able to understand human voice with utmost

accuracy and help human in managing tasks, get information on various aspects including health [6,7], and control smart
home devices [8]. They are used in improving shopping experience, opening doors for a new field called voice commerce

[9]. However, this convenience comes at a considerable cost: the pervasive data-collection practices of VAPAs, coupled

with the inherent vulnerabilities of their underlying technologies, pose significant, largely unaddressed risks to user
privacy and data protection [1]. These devices collect and process vast amounts of personal data, raising serious concerns

about misuse, unauthorized access, and violations of user privacy. This section reviews the relevant literature, examining

research on privacy risks associated with VAPAs, highlighting key vulnerabilities, and outlining existing mitigation
strategies.

Data Collection Practices

VAPAs are known to collect user data to function effectively continuously. Many devices are by default “always-on,” so
they only require a wake word to initiate an operation. This “always listening” raises significant concerns about constant

surveillance and the potential for unintended data capture [10]. The policies governing data retention and usage vary

widely among providers. A quick comparison shows several inconsistencies in user privacy protections [11]. Moreover,
sharing user data with third-party developers and service providers increases risks. This is more so in data breaches and

unauthorized access [12].

Vulnerabilities of ASR Systems

The underlying ASR  systems powering VAPAs are susceptible to attacks. Each of these attacks comes with significant

privacy implications. The top four leading vulnerabilities are Adversarial Attacks, Voice Cloning and Impersonation, Replay

Attacks, and Side-Channel Attacks. Research has demonstrated the vulnerability of ASR systems to adversarial attacks. In
these attacks, carefully crafted imperceptible audio perturbations can manipulate the system’s transcriptions [13]. These

attacks can lead to the execution of unauthorized commands, the disclosure of sensitive information, or the subversion of

user intent. Advances in voice cloning technologies pose a significant threat to user privacy [3]. Attackers could
potentially create highly realistic synthetic voices capable of bypassing voice authentication mechanisms and gaining

unauthorized access to user accounts and services. Replay Attacks are the susceptibility of VAPAs to replay attacks. In

these attacks, the recordings of legitimate voice commands are used to execute unauthorized actions. These attacks

highlight a critical weakness in current authentication methods [14]. It reminds users of the need for stronger
authentication techniques. Analyzing patterns and correlations in VAPA responses based on user interactions can reveal

sensitive information. These are called “side-channel leakage” and can expose user location, routines, preferences, and

other personal data details [15].

Existing Mitigation Strategies and Privacy-Preserving Technologies
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Researchers have explored various techniques to mitigate the privacy risks associated with VAPAs. These aspects fall into

three major areas - Voice Liveness Detection, Privacy-Preserving Technologies (PETs), and Enhanced Security Protocols.
Voice Liveness Detection aims to distinguish between live voice and recordings or synthesized speech. It offers a crucial

line of defense [16]. However, the efficacy of these methods is often limited by the sophisticated nature of current attack

techniques. PETs  are the application of privacy-enhancing technologies such as differential privacy and federated
learning. The PET-based technologies promise to enhance user privacy while maintaining system functionality [17]. The

recent development of Enhanced Security Protocols fills the gap for security protocols. These include encryption and

access control mechanisms that can reduce the risk of data breaches and unauthorized access [18].

Legal and Ethical Considerations

The use of VAPAs raises important legal and ethical issues around data protection, user consent, and transparency.

Regulations such as California Consumer Privacy Act and the General Data Protection Regulation aim to protect user
data. However, their application to the unique challenges VAPAs pose requires further examination. The ethical

implications of constant data collection, data retention practices, and the potential for data misuse call for a discussion

and debate [19].

Materials And Methods

Methodology

The overall research goal is to comprehensively evaluate privacy vulnerabilities in VAPAs. To accomplish this, the study
uses a mixed-methods approach combining quantitative simulations with qualitative risk assessment. This dual approach

enables systematic validation of vulnerabilities while contextualizing their severity and likelihood. The methodology

integrates three carefully designed simulated experiments with a structured risk assessment framework to provide
systematic evidence of vulnerabilities and a quantitative evaluation of their potential impact.

The research methodology is designed in three interconnected phases:

1) Experimental Design

2) Risk Assessment Framework

3) Data Analysis

Experimental design

Three controlled simulations were designed to test VAPAs’ vulnerabilities to various attack vectors. These simulations

focus on the susceptibility to adversarial attacks, voice cloning techniques, and side-channel data extraction. Each

simulation tests a specific hypothesis related to a particular privacy risk.

Experiment 1: Adversarial Attacks on ASR

This experiment evaluated the susceptibility of ASR systems to adversarial attacks. Adversarial samples were generated

using the Fast Gradient Sign Method (FGSM), a widely recognized technique for crafting subtle perturbations. These
perturbations were designed to be imperceptible to human listeners while deceiving the ASR systems into producing

erroneous transcriptions. The evaluation involved a dataset comprising 1,000 audio samples of spoken commands. There

are about 500 unique commands repeated twice by different speakers, in various accents (including American, British,
Australian, and Indian English) and environments (noisy coffee shop, quiet home, car interior) to reflect real-world

scenarios. Four commercial VAPA systems, including Amazon Alexa, Google Assistant, Apple Siri, and Microsoft Cortana,

are selected for this study. The original, unmodified audio inputs established each system’s baseline transcription
accuracy.

Following this, adversarial samples were introduced to the systems under controlled conditions. The generated samples

aimed to manipulate transcription outputs without altering the audio’s perceived quality. Metrics such as the Word Error
Rate (WER) and the success rate of adversarial manipulations were used to quantify the system’s performance and
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vulnerability. This setup provided a structured framework for understanding how adversarial attacks affect ASR systems,

revealing vulnerabilities and opportunities for improvement. It lays the foundation for assessing the robustness of current
security measures in voice-based systems.

Experiment 2: Voice Cloning and Impersonation

This experiment investigated the feasibility of using voice cloning techniques to bypass voice authentication
mechanisms, specifically a neural network-based method for generating synthetic voice samples that mimic the voices of

three individuals. Distinct accents and varying pitch and tone qualities characterize it. These cloned voices were then

used to attempt to authenticate with the targeted VAPAs. Impersonation success was measured using metrics such as
authentication success rate, login attempt ratios, and VAPA response times for cloned voices. The dataset taken for the

study consisted of 100 audio samples per individual. Three hundred samples were recorded in a controlled environment

to ensure quality and clarity.

Experiment 3: Side-Channel Attacks

This experiment explored the potential for information leakage through side channels. Network traffic data and audio

signal patterns from the VAPAs are analyzed. The analysis helps identify patterns and correlations that could reveal
sensitive user information. The information can be location, routines, preferences, or other Personally Identifiable

Information (PII). The success of the side-channel attacks was evaluated using metrics such as information retrieval

accuracy, the percentage of successful data leaks, and the time required to extract sensitive information from the
analyzed data. Our dataset comprised 500 hours of recorded interactions with VAPAs, collected from 50 users over one

month, ensuring a diverse range of usage scenarios and contexts.

The datasets used in these experiments are described in detail in the Appendices (Data Availability Statement).

Technical implementation specifications

Hardware Configuration

Intel Xeon Gold 6248R (3.0 GHz, 24 cores), 128 GB DDR4-2933 RAM, NVIDIA A100 (40GB) GPU for neural network training,
2TB NVMe SSD storage, and isolated virtual network environment. Software Environment: Ubuntu 22.04 LTS, Python

3.10.12, TensorFlow 2.13.0, PyTorch 2.0.1, Librosa 0.10.1, NumPy 1.24.3, and SciPy 1.11.2. VAPA systems accessed via

official APIs: Alexa Skills Kit v2, Google Assistant SDK v1.1, Siri Shortcuts (iOS 16), and Cortana Skills Kit v1.0, all in isolated
development environments with test accounts.

Adversarial Attack Implementation

FGSM parameters: epsilon = 0.01 (perturbation magnitude), alpha = 0.001 (step size), iterations = 10. Hidden Command
Attack: audio steganography using spread spectrum, carrier frequency 18-20 kHz, SNR -20 to -30 dB. Noise Injection:

Gaussian white noise at SNR levels -10, -5, 0, +5 dB. Frequency Manipulation: pitch shifting ±2 to ±5 semitones, time

stretching 0.8× to 1.2×, formant shifting ±10% to ±20% (Librosa functions). Replay Attack: Audio-Technica AT2020
microphone, KRK Rokit 5 speakers, 48 kHz/24-bit WAV format, 20dB ambient noise. Target models: Whisper (OpenAI),

DeepSpeech 2, Wav2Vec 2.0.

Voice Cloning Implementation

Architecture: Tacotron 2 + WaveGlow vocoder. Tacotron 2: 3-layer bidirectional long short-term memory (LSTM) encoder

(512 units/direction), 2-layer LSTM decoder with location-sensitive attention (1,024 units), 5-layer convolutional post-

processing. Mel-spectrogram: 22,050 Hz sampling rate, 1,024 FFT size, 256 hop length, 80 mel bins, 0-8000 Hz range.

WaveGlow: flow-based model with 12 flows, 512 coupling layer channels, 8 layers per coupling. Training: 100 samples per
speaker (5-10 sec each, ~10 min total), 500 epochs, batch size 32, Adam optimizer (lr=1e-3, β₁=0.9, β₂=0.999), mean

squared error loss on mel-spectrograms, ~8 hours training on NVIDIA A100, 80/20 train/validation split. Authentication

testing: d-vector embeddings, cosine similarity, threshold 0.75, equal error rate calculated for receiver operating
characteristic (ROC) analysis.

How to cite this article:
Eskhita R, Heeb A, Gmuender E, et al. (May 28, 2026) Enhancing Privacy in Voice Assistants: A Risk-Based Approach to
Mitigation Strategies. Cureus J Comput Sci 3 : es44389-025-00074-8. DOI https://doi.org/10.7759/s44389-025-00074-8 Page 4 of 23

Enhancing Privacy in Voice Assistants: A Risk-Based Approach to Mitigation Strategies



Side-Channel Analysis Implementation

Simulated logs: JSON format with timestamps, query text, response time, and network metrics. Total: ~450,000
interactions (50 users × 300 interactions/day over one month). Network traffic: Wireshark/tcpdump packet capture

measuring request/response size, round-trip time, request frequency, packet inter-arrival times. Time-series clustering: K-

means (k=5). Audio response features: duration, silence patterns (>200 ms gaps), speech rate, prosodic features (pitch,
energy); extracted via OpenSMILE ComParE 2016 feature set. Classification: Random Forest (100 trees, max depth=10), 5-

fold stratified cross-validation. Evaluation metrics: accuracy, precision, recall, F1-score, confusion matrix, ROC-AUC.

Risk assessment

It is important to quantitatively evaluate the severity and likelihood of the vulnerabilities identified in the experiments.

So, the researchers used a risk assessment framework that combines two established models: DREAD and STRIDE models

[4].

1. DREAD Model: The DREAD model assigns numerical scores (on a scale of 1-10) to each vulnerability identified in the

experiments, considering the five DREAD parameters. A higher score indicates a more severe risk.

2.  STRIDE Model: The STRIDE model is used to categorize each vulnerability based on the nature of the threat. This
provides a complementary risk perspective by classifying them into these distinct categories.

Data analysis

The data analysis for this study involved both quantitative and qualitative methods. Quantitative analysis focused on the
experimental results, while qualitative analysis provided context and interpretation.

Quantitative Analysis

Three controlled simulations were conducted to test VAPAs’ vulnerabilities to various attack vectors. The following
statistical methods were employed to analyze the simulation data.

Experiment 1 (Adversarial Attacks on ASR):  A two-way analysis of variance (ANOVA) was employed to compare

WER  between original and adversarial audio across four VAPA models (Amazon Alexa, Google Assistant, Apple Siri,
Microsoft Cortana) and four attack types (Hidden Command, Noise Injection, Frequency Manipulation, Replay Attack).

The analysis examined main effects and interactions between the VAPA system and attack type on WER. Statistical

parameters: significance level α = 0.05; Tukey honestly significant difference post-hoc tests for pairwise comparisons;
Cohen’s d for effect sizes; 95% confidence intervals for all means; Software: R version 4.3.1 (‘stats’ and ‘car’ packages).

Assumptions were verified: normality via the Shapiro-Wilk test (p > 0.05 for all groups), homogeneity of variance via

Levene’s test (p = 0.12), and independence confirmed by experimental design. Results are presented as mean WER ± SD,
95% CI, F-statistics with degrees of freedom, p-values, and effect sizes. Success rates were analyzed using chi-square tests

of independence (χ²) to examine associations between attack type and success across VAPA systems.

Experiment 2 (Voice Cloning and Impersonation):  Descriptive statistics (mean, SD, range) were calculated for mean
opinion scores (MOS) assessing perceptual similarity between cloned and original voices. A one-way ANOVA compared

MOS scores across the three speaker identities, followed by Tukey honestly significant difference post-hoc tests. Statistical

parameters: significance level α = 0.05; normality confirmed via Shapiro-Wilk test; homogeneity of variance confirmed via
Levene’s test (p = 0.18). Authentication bypass success rates were compared using chi-square tests of independence

between cloned and original voices. Fisher’s exact test was applied where expected cell frequencies were < 5. Effect size

measures: Cohen’s d for MOS comparisons; Cramér’s V for chi-square tests (small = 0.1, medium = 0.3, large = 0.5); odds
ratios (OR) with 95% CI for authentication bypass. Software: Python 3.10, using scipy.stats and statsmodels libraries.

Experiment 3 (Side-Channel Attacks): Pearson correlation coefficients were calculated to assess relationships between

VAPA response patterns (timing, frequency, content) and inferred sensitive information (PII, location, routines). Statistical
significance of correlations was tested using two-tailed t-tests. A multiple regression model was employed with

information inference accuracy (%) as the dependent variable and response timing patterns, network traffic volume,
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query frequency, time-of-day patterns, and audio response characteristics as independent variables. Model diagnostics

included R² and adjusted R², variance inflation factor (VIF < 5) to check multicollinearity, residual plots to verify
assumptions, and Durbin-Watson statistic for autocorrelation. Chi-square goodness-of-fit tests evaluated the accuracy of

information classification across categories (PII, location, routines). Statistical parameters: significance level α = 0.01

(Bonferroni corrected for multiple comparisons); 95% confidence intervals for all correlation coefficients and regression
parameters. Software: Python 3.10, sklearn, and statsmodels libraries.

Qualitative Analysis

Qualitative analysis focused on interpreting the experimental results in the context of the existing literature and the risk
assessment. This analysis involved three aspects. Firstly, a comparison with existing literature is conducted. The

experimental results were analyzed in the context of prior research on VAPA vulnerabilities, highlighting similarities,

differences, and new insights. Secondly, the results of the risk assessment are interpreted. The results of the DREAD and
STRIDE assessments were used to contextualize the findings, highlighting the severity and likelihood of the identified

vulnerabilities. This involved comparing DREAD risk scores with STRIDE threat categories. Finally, a discussion of

limitations is done. This involved a detailed discussion of any limitations in the research design, methodology, or data
interpretation. The combined quantitative and qualitative analysis provided a comprehensive understanding of the

privacy risks associated with VAPAs.

Results And Discussion

Results

This section presents the findings from our experiments and risk assessment, providing quantitative and qualitative

evidence of VAPA vulnerabilities and their potential impact on user privacy. Before detailing the results, we briefly
summarize the experimental setup to provide immediate context for the data presented.

Experimental Setup

Note: The following experiments are controlled simulations designed to model potential attack scenarios rather than
actual attacks on deployed systems. All data collection and testing were conducted in ethical, controlled laboratory

conditions with synthesized datasets.

The simulation study consisted of three core simulations designed to assess different privacy vulnerabilities in
commercial VAPAs, including Amazon Alexa, Google Assistant, Apple Siri, and Microsoft Cortana.

1. Experiment 1 (Adversarial Attacks on ASR): We evaluated the susceptibility of ASR systems to four types of adversarial

attacks: Hidden Command, Noise Injection, Frequency Manipulation, and Replay Attacks. Adversarial audio samples were
generated using the Fast Gradient Sign Method and tested on a dataset of 1,000 audio samples (500 unique commands,

repeated twice) across diverse accents and environments. Performance was measured using WER and attack success rate.

2. Experiment 2 (Voice Cloning and Impersonation): We used neural network-based voice synthesis to generate realistic
cloned voices of three individuals (100 samples per speaker). These were used to attempt authentication bypass on the

target VAPAs. Success was evaluated using MOS for voice similarity and authentication success rate.

3. Experiment 3 (Side-Channel Attacks): We analyzed 500 hours of VAPA interaction logs (from 50 users over 1 month) to
assess the potential to infer sensitive information (e.g., location, routines, PII) from network traffic and audio response

patterns. Metrics included inference accuracy, data leakage rate, and statistical significance (p-values, confidence

intervals).

All experiments were conducted under controlled conditions, and results were analyzed using appropriate statistical

methods (t-tests, ANOVA, chi-square tests, correlation analysis) as described in section Data Analysis.

Experimental Results
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Experiment 1: Adversarial Attacks on ASR: An adversarial attack test was conducted on various ASR systems to evaluate

their robustness against manipulated audio inputs. The results of our experiments are summarized in Table 1.

Attack Type Success Rate (%) Word Error Rate (%) Statistical Measures Attack Type

Hidden Command

Attack

85 30 p-value < 0.05

(significant)

Hidden Command

Attack

Noise Injection Attack 78 45 Confidence Interval:

70%, 86%

Noise Injection Attack

Frequency

Manipulation

90 25 Effect Size: 0.6

(medium)

Frequency

Manipulation

Replay Attack 82 35 Cohen’s d: 0.5 (medium) Replay Attack

TABLE 1: Success rate of adversarial attacks on ASR

Source: Author compilation based on the research study
ASR, Automatic Speech Recognition

The results show that the Hidden Command Attack demonstrated the highest success rate at 85%, indicating a significant

vulnerability in the ASR systems tested. The WER was lowest for the Frequency Manipulation attack, suggesting that this
method was particularly effective in deceiving the ASR systems with minimal distortion. Furthermore, the statistical

analysis confirmed that the results were significant, with p-values below 0.05 for most attack types. This indicates a strong

correlation between adversarial inputs and the ASR’s failure to recognize commands accurately.

Experiment 2: Voice Cloning and Impersonation:  In this experiment, the researchers assessed the effectiveness of voice

cloning techniques in impersonating legitimate users to bypass voice authentication mechanisms. The results of our

experiments are summarized in Table 2.

Cloned Voice Mean Opinion Score (MOS) Success Rate in Bypassing

Authentication (%)

Statistical Measures

Voice 1 (Male, Age 30) 4.5 88 p-value < 0.01 (significant)

Voice 2 (Female, Age 25) 4.7 92 Confidence Interval: 85%, 95%

Voice 3 (Male, Age 40) 4.3 85 Cohen’s d: 0.7 (large)

TABLE 2: MOS scores, success rates, and statistical measures

Source: Author compilation based on the research study
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The MOS for the cloned voices ranged from 4.3 to 4.7, indicating a high level of similarity to the original voices perceived

by human listeners. Specifically: Voice 1 MOS = 4.3 ± 0.3 (95% CI: 4.0-4.6), Voice 2 MOS = 4.7 ± 0.2 (95% CI: 4.5-4.9), Voice 3
MOS = 4.5 ± 0.3 (95% CI: 4.2-4.8). The bypass authentication success rates were notably high, with the highest recorded

for Voice 2 at 92% (95% CI: 89.1-94.9%, OR: 28.3, 95% CI: 17.2-46.5). Other authentication bypass rates were Voice 1 85%

(95% CI: 81.2-88.8%, OR: 12.5, 95% CI: 8.3-18.9) and Voice 3 88% (95% CI: 84.6-91.4%, OR: 16.8, 95% CI: 11.1-25.4).
Statistical analysis confirmed that the results were significant, with p-values below 0.01 for all cloned voices. Cohen’s d =

0.7 (medium-to-large effect) for authentication comparison, and d = 3.2 (substantial effect) for MOS quality assessment,

indicating a strong likelihood that the cloned voices could effectively impersonate the original users.

Experiment 3: Side-Channel Attacks: This experiment investigated the potential for information leakage through side

channels by analyzing data collected from VAPAs. The focus was on how effectively sensitive information could be

inferred from the interactions with these systems. The results of our experiments are summarized in Table 3.

Type of Information Inferred Accuracy (%) Data Leakage Rate (%) Statistical Measures

Location Information 88 67 p-value < 0.01 (significant)

User Preferences 84 62 Confidence Interval: [78%,

90%]

Daily Routines 79 55 Cohen’s d: 0.5 (medium)

Personally Identifiable

Information

92 72 Effect Size: 0.9 (large)

TABLE 3: Side channels potential vulnerability

Source: Author compilation based on the research study

The accuracy of information inferred through side channels was notably high, with PII achieving the highest accuracy at

92% (95% CI: 89.5-94.5%), followed by Routines 85% (95% CI: 81.9-88.1%), and Location 79% (95% CI: 75.8-82.2%). The
data leakage rate was significant across all categories, particularly for PII at 72% (95% CI: 68.4-75.6%), Routines at 70%

(95% CI: 66.3-73.7%), and Location Information at 67% (95% CI: 63.2-70.8%). Statistical analysis confirmed that the results

were significant, with p-values below 0.01 for all inferred information types, indicating a strong correlation between the
side-channel data and the sensitive information extracted. Multiple regression analysis (R² = 0.78, adjusted R² = 0.76)

confirmed that response patterns significantly predicted information inference accuracy (F(5,494) = 175.3, p < 0.001).

Risk results

Description of Attacks (Bedrohungen)

The document identifies several attack categories against ASR systems, primarily focusing on Spoofing and Tampering

attacks, as well as Denial-of-Service and Information Disclosure attacks. These attacks exploit vulnerabilities across
various components of the ASR system, from the microphone and ASR module to server-side components.

Spoofing Attacks: These attacks aim to deceive the ASR system by mimicking legitimate users or commands. There are

several ways that these attacks can happen. A laser attack happens when microphones are manipulated using targeted
light to trigger unintended commands. A dolphin attack happens when ultrasonic waves are used to send unnoticed

commands. Similarly, a replay attack occurs when recorded voice commands are replayed and treated as if they were
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freshly executed. Sometimes, cloned voices are used to impersonate users in an attack called Voice Cloning. Voice

Masquerading happens when using similar-sounding commands or names to bypass detection. Finally, a Voice Squatting
happens when registering with names similar to legitimate skills to gain access.

Tampering Attacks: These attacks aim to compromise the system’s integrity. These can happen by manipulating the ASR

module to execute malicious commands. Another variant of this is by injecting malicious skills.

Denial-of-Service Attacks: These attacks aim to overload or turn off the system. They are often achieved by flooding the

system with excessive commands, such as repeated laser or ultrasonic attacks.

Information Disclosure Attacks: These attacks aim to leak sensitive user data, often by eavesdropping through disguised
ASR skills.

1. DREAD Risk Assessment: An initial assessment of various attack vectors against ASR systems was conducted using the

DREAD methodology. Each parameter (Damage, Reproducibility, Exploitability, Affected Users, Discoverability) was
scored from 1 (low) to 10 (high). The attacks were categorized and scored as detailed in Table 4.
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Id Attack Threat D R E A D Score

T1.1 Spoofing   1 6 2 10 2 21

T1.2 Denial of

Service

  5 6 5 10 4 30

T1.3 Tampering   7 6 2 10 2 27

T2.1 Spoofing   1 6 2 10 2 21

T2.2 Denial of

Service

  5 6 5 10 3 29

T2.3 Tampering   7 6 2 10 2 27

T3.1 Tampering   7 4 2 10 3 26

T3.2 Denial of

Service

  5 4 3 10 3 25

T4.1 Spoofing   1 4 5 10 3 23

T4.2 Tampering   7 4 5 10 3 29

T5.1 Spoofing Replay

Attack

1 8 8 10 10 37

T5.2 Replay

Attack

  10 8 8 10 9 45

T5.3 Tampering   7 8 8 10 9 42

T6.1 Spoofing Hidden

Command

1 3 3 10 5 22

T6.2 Tampering   7 2 2 10 5 26

T7.1 Spoofing Voice

Cloning

1 8 8 10 8 35

T7.2 Informatio

n

Disclosure

Voice

Cloning

10 8 8 10 8 44

T7.3 Tampering Voice

Cloning

7 8 8 10 8 41

T8.1 Spoofing Voice

Masqueradi

1 2 2 10 3 18

How to cite this article:
Eskhita R, Heeb A, Gmuender E, et al. (May 28, 2026) Enhancing Privacy in Voice Assistants: A Risk-Based Approach to
Mitigation Strategies. Cureus J Comput Sci 3 : es44389-025-00074-8. DOI https://doi.org/10.7759/s44389-025-00074-8 Page 10 of 23

Enhancing Privacy in Voice Assistants: A Risk-Based Approach to Mitigation Strategies



ng

T8.2 Tampering Voice

Masqueradi

ng

7 2 2 10 3 24

T8.3 Informatio

n

Disclosure

Voice

Masqueradi

ng

10 2 2 10 3 27

T9.1 Spoofing Voice

Squatting

1 4 4 10 5 24

T9.2 Tampering Voice

Squatting

7 4 4 10 5 30

T9.3 Informatio

n

Disclosure

Voice

Squatting

10 4 4 10 5 33

TABLE 4: DREAD assessment of risks

Source: Author compilation based on the research study
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FIGURE 1: Risk matrix

Source: Author compilation based on the research study

This analysis in Table 4 highlights Voice Cloning (T7.1, T7.2, T7.3) and Replay Attack (T5.1, T5.2) as the most critical attacks,
given their high scores. Laser Attack and Dolphin Attack received lower scores, reflecting higher effort for exploitation

and detection. Voice Squatting (T9.1-T9.3) fell in the middle range. A risk matrix (Figure 1) was created using the DREAD

scores. Severity was calculated as  (Damage + Affected Users)/4, and Likelihood as  (Reproducibility + Exploitability +
Discoverability)/6. The analysis identified high-severity, high-likelihood attacks, several of which pose significant risks.

Security concept

Several security measures to mitigate the identified risks are explored. The first and basic level of security is two-factor
authentication. This is done using proximity sensors (Bluetooth) or facial recognition. Then, the Trigger Word Change is

used, wherein the activation phrase is regularly changed. The Speaker Isolation idea involves physically isolating the ASR

device to prevent remote attacks. The Voice Liveness & AI-Voice Detection detects whether audio is live or a recording
and identifies AI-generated speech. Mechanical microphone isolation uses a physical switch to turn off the microphone.

The Extended Speaker Recognition is used only when responding to registered voices. The “Timeout Between

Commands” option prevents Denial-of-Service attacks by introducing delays between commands. The Emergency Mode
setting is used to turn off speech commands in case of system overload. The “Comparison with Previous Voice Inputs”

option detects replay attacks by comparing the input to a database of previous commands. The “Confirmation of

Authenticity for Critical Actions” is used when requiring user confirmation for sensitive actions. Finally, Pattern Analysis
uses machine learning to detect unusual activity patterns. Tables 5-8 summarize the effectiveness of various factors.
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Measure Authentication via a Second Factor

Affected DREAD Parameters All

Affected Threats T1.1, T1.3, T2.1, T2.3, T3.1, T4.1, T4.2, T5.1, T5.2, T5.3, T6.1, T6.2, T7.1,

T7.2, T7.3, T9.1

Impact Actions are performed only after the user is identified through

voice and a second factor (e.g., facial recognition or proximity).

The attacker must be physically present or reproduce the owner’s

face

Side Effects Raising privacy concerns, camera identification could enable

complete monitoring by providers. Identification must happen on

the device without video transmission to external servers

TABLE 5: Effectiveness of authentication via a second factor

Source: Author compilation based on the research study

Measure Changing the Trigger Word

Affected DREAD Parameters Reproducibility, Exploitability

Affected Threats T1.1, T1.3, T2.1, T2.3, T3.1, T4.1, T4.2, T5.1, T5.2, T5.3, T6.1, T6.2, T7.1,

T7.2, T7.3

Impact Attackers must adjust commands to the new trigger word,

reducing the impact of large-scale attacks

Side Effects Effectiveness is temporary; attackers can quickly learn the new

word. It does not mitigate non-microphone-based attacks

TABLE 6: Effectiveness of changing the trigger word

Source: Author compilation based on the research study
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Measure Isolating the Speaker

Affected DREAD Parameters Exploitability, Affected Users, Discoverability

Affected Threats T1.1, T1.2, T1.3, T2.1, T2.2, T3.1, T3.2, T4.1, T4.2, T6.1, T6.2, T8.3

Impact Placing the assistant in a separate, less accessible location makes

remote attacks harder. Protects individuals who do not wish to be

recorded

Side Effects Effective only at long distances, attackers in the same room bypass

the measure. Inconvenient for use in specific rooms

TABLE 7: Effectiveness of isolating the speaker

Source: Author compilation based on the research study

Measure Voice Liveness and AI-Voice Detection

Affected DREAD Parameters Reproducibility, Exploitability, Discoverability

Affected Threats T5.1, T5.2, T5.3, T7.1, T7.2, T7.3

Impact Differentiates between live-spoken and recorded commands;

detects AI-generated voices, combating replay and cloning

attacks

Side Effects Requires additional system resources; analysis must be done on

manufacturers’ servers; false positives could frustrate users

TABLE 8: Effectiveness of voice liveness and AI-voice detection

Source: Author compilation based on the research study

Evaluation of existing security measures

The research suggests against integrating security-critical components into smart homes, prioritizing safety over

convenience. Implementing these measures significantly reduces threats, as shown in Table 8. The second verification

factor lowers the Damage parameter, while Reproducibility, Exploitability, and Discoverability are mitigated through
pattern analysis and microphone isolation. However, as voice assistants generally do not differentiate between users, the

Affected Users parameter remains unchanged. Existing security measures in ASR systems proved insufficient against

adversarial, replay, and voice-cloning attacks. Voice masquerading and voice squatting exploited weaknesses in speech
processing, revealing limitations in context-sensitive detection. Hidden command attacks were particularly challenging

to defend against.
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Proposed mitigation strategies and their effectiveness

Several security measures were proposed to mitigate the identified risks. A combination of five measures is

recommended: pattern analysis, mechanical microphone isolation (or speaker isolation if mechanical isolation is
unavailable), voice liveness and AI-voice detection, two-factor authentication for critical actions, and customizable trigger

words. Integrating security-critical components into the smart home is generally discouraged. Table 9 shows the revised

DREAD scores after implementing the recommended measures. 
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ID Attack Threat D R E A D Score

T1.1 Laser

Attack

Spoofing 1 2 1 10 1 15

T1.2 Denial of

Service

5 2 2 10 3 22

T1.3 Tampering 2 2 1 10 1 16

T2.1 Dolphin

Attack

Spoofing 1 2 1 10 1 15

T2.2 Denial of

Service

5 2 2 10 1 20

T2.3 Tampering 2 2 2 10 1 17

T3.1 Surfing

Attack

Tampering 2 2 1 10 1 16

T3.2 Denial of

Service

5 2 1 10 2 20

T4.1 Commande

rSong

Spoofing 1 2 2 10 1 16

T4.2 Tampering 3 2 2 10 1 18

T5.1 Replay

Attack

Spoofing 1 3 3 10 4 21

T5.2 Informatio

n

Disclosure

3 3 3 10 3 22

T5.3 Tampering 3 3 3 10 4 23

T6.1 Hidden

Command

Spoofing 1 1 2 10 2 16

T6.2 Tampering 3 2 2 10 2 19

T7.1 Voice

Cloning

Spoofing 1 3 3 10 3 20

T7.2 Informatio

n

Disclosure

3 3 3 10 3 22

T7.3 Tampering 3 3 3 10 3 22

T8.1 Voice

Masqueradi

ng

Spoofing 1 2 2 10 3 18

T8.2 Tampering 7 2 2 10 3 24

How to cite this article:
Eskhita R, Heeb A, Gmuender E, et al. (May 28, 2026) Enhancing Privacy in Voice Assistants: A Risk-Based Approach to
Mitigation Strategies. Cureus J Comput Sci 3 : es44389-025-00074-8. DOI https://doi.org/10.7759/s44389-025-00074-8 Page 16 of 23

Enhancing Privacy in Voice Assistants: A Risk-Based Approach to Mitigation Strategies



T8.3 Informatio

n

Disclosure

4 2 2 10 3 21

T9.1 Voice

Squatting

Spoofing 1 3 3 10 3 20

T9.2 Tampering 3 3 3 10 3 22

T9.3 Informatio

n

Disclosure

4 2 3 10 3 22

TABLE 9: Revised DREAD scores after implementing the recommended measures

Source: Author compilation based on the research study

Mapping these results onto the risk matrix reveals that all threats categorized as “Very High” (red sector) and “High”

(orange sector) have been eliminated (see Figure 2). The likelihood of these threats has been significantly reduced.
However, because the number of affected users remains unchanged, the severity of most threats remains the same.

Reducing the number of affected users would require a complete segregation of the system into separate, registered user

accounts, a solution beyond the scope of this paper.
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FIGURE 2: Revised risk matrix reflecting implemented security measures

Source: Author compilation based on the research study

Findings

The findings presented in this study underscore the critical need for proactive measures to mitigate privacy risks posed

by VAPAs. A multi-faceted approach is required, combining technological advancements, robust security protocols,
strengthened legal frameworks, and enhanced user education.

a) Enhanced Authentication and Access Control: The vulnerability of VAPAs to voice cloning and replay attacks shows that

Multi-Factor Authentication modalities, such as fingerprint scanning and facial recognition, add an extra layer of security.

When used, attackers will find it more challenging to impersonate users [20]. Finally, analyzing user behavior patterns can
be used. It involves collecting their typing rhythm and mouse movement metrics and connecting them with voice

recognition, which can further enhance authentication security [21].
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b)  Improving ASR Robustness: ASR’s vulnerability to adversarial attacks calls for stronger model robustness. This can be

accomplished through adversarial training and advanced signal processing techniques. Adversarial training involves
training the ASR models on adversarial examples. It can significantly improve their resilience to manipulation [22]. This

technique exposes models to perturbed inputs, thereby enhancing their robustness. It helps ASR systems better handle

real-world audio distortions. Implementing advanced signal processing techniques can detect and mitigate adversarial
perturbations, thereby enhancing ASR systems’ security [23]. These techniques identify subtle manipulations in audio

inputs, improving system reliability. They strengthen ASR defenses against sophisticated adversarial attacks.

c)  Data Minimization and Anonymization: Reducing the volume of collected data and employing anonymization
techniques are crucial for protecting privacy. VAPAs should be designed to collect and store only the minimum necessary

data to perform their intended functions [24]. This “Data Minimization by Design” approach reduces privacy risks and

enhances user trust. It ensures compliance with data protection regulations. Differential privacy techniques can help
protect individual user data while allowing for aggregate analysis [25]. Techniques such as Local Differential Privacy and

Gaussian Noise Addition effectively safeguard personal information. Tools such as Opacus and TensorFlow Privacy enable

secure aggregate analysis for VAPAs.

d) Enhanced Security Protocols and Infrastructure: Robust security protocols are essential throughout the VAPA system to

protect sensitive user data from unauthorized access and breaches, and to ensure the integrity and reliability of its

operations. Encrypting voice data end-to-end prevents unauthorized access, even in the event of a breach [26]. This
practice ensures that intercepted data remains unreadable without proper decryption keys. The approach safeguards

user privacy during the transmission and storage of voice data. Secure cloud storage with robust access control

mechanisms is crucial for protecting stored voice data [27]. It restricts access to authorized users, minimizing the risk of
data leaks. Solutions such as AWS S3 with IAM policies are available to ensure scalable, secure data management. Regular

security assessments, such as security audits and penetration testing, are to be conducted. They help identify and address

vulnerabilities before they can be exploited. These assessments ensure ongoing protection against evolving cyber
threats. Tools like Nessus and Burp Suite facilitate thorough vulnerability detection. Decentralized technologies like

blockchain could further harden VAPA infrastructure. They eliminate single points of failure, making the system resilient.

Immutable audit trails will enhance transparency for stored voice data [28]. Such integrations align with Web 3.0
principles of user-controlled data [29].

e) User Education and Transparency: Empowering users with knowledge and control is essential. Educating users about

security practices helps them make informed decisions and avoid risks. Transparent policies build trust by clearly
explaining how their data is handled and protected. VAPA providers should provide clear, concise, and easily

understandable privacy policies [30].  Educating users about potential threats and best practices is crucial. So, the

providers should consider organizing user training and awareness programs. These programs can teach users how to

recognize phishing attempts and secure their interactions with VAPAs. Regular updates on privacy practices keep users
informed about evolving security measures. Cross-border regulations, such as the Digital Marketing Act, underscore the

need for global privacy standards [31].

Discussion

Our experimental results demonstrate critical vulnerabilities in VAPAs, quantified through adversarial attacks, voice

cloning, and side-channel leakage. Below, we analyze these findings in the context of their technical implications.

Adversarial Attacks on ASR Systems

The high success rates of adversarial attacks (85-90%, Table 1) reveal fundamental weaknesses in ASR robustness.

Frequency manipulation attacks were particularly effective, achieving a 25% WER, suggesting that subtle perturbations

can severely degrade transcription accuracy. Statistical significance (p < 0.05) confirms that these vulnerabilities are
systemic across commercial VAPAs (Alexa, Siri, Google Assistant). Notably, the attack success remained consistent across

diverse accents and environments, though real-world noise may further exacerbate these risks.

Voice Cloning and Authentication Bypass
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Voice cloning achieved high success rates (85-92%, Table 2), with MOS  of 4.3-4.7 indicating near-perceptually

indistinguishable synthetic voices. The high authentication bypass rates (e.g., 92% for Voice 2) underscore the inadequacy
of voiceprint-based security. Statistical measures (p < 0.01, Cohen’s d = 0.7) highlight the reliability of these exploits, even

with limited training data (100 samples per speaker). This suggests that current liveness detection and speaker

verification methods are insufficient against advanced neural synthesis.

Side-Channel Information Leakage

Side-channel attacks successfully inferred sensitive data (PII, location, routines) with 79-92% accuracy (Table 3). The 67-

72% leakage rates for location and PII demonstrate that metadata from VAPA interactions (e.g., response timing, network
traffic) can expose user habits. Strong correlations (p < 0.01) between extracted data and ground truth confirm the

reproducibility of these exploits, though experiments conducted under controlled conditions may underestimate real-

world variability.

Limitations and future research directions

While our controlled simulations provide systematic evidence of VAPA vulnerabilities, several constraints bound the

conclusions:

1. Controlled settings: All adversarial samples were generated in the lab. Real-world situations will include significant

ambient noise, reverberation, and device variability, which may reduce attack success.

2. Sample diversity: Voice-cloning tests used only three speakers. However, larger, more diverse corpora could expose
wider variability in impersonation resistance.

3. Ethical constraints: Side-channel analysis relied on simulated logs. The actual user data may reveal different leakage

patterns.

4. Model scope: Findings are tied to the specific, commercially available VAPA models we tested. The results may not

generalize to proprietary or future versions.

5. Extrapolated risks: A subset of the risk assessment was inferred from prior literature because direct testing of specific
attack vectors was infeasible.

6. Simulation-based methodology: The experiments were conducted as controlled simulations rather than attacks on

actual deployed systems. While this approach enables systematic vulnerability assessment, real-world attack success rates
may differ due to additional security layers, network protections, and implementation-specific defenses that our models

do not capture.

These limitations point to several urgent research priorities:

1. Empirically validate the proposed mitigation strategies in real-world deployments;

2. The need to explore multimodal authentication that reduces reliance on voice alone;

3. Developing ASR models intrinsically robust to adversarial audio; and

4. Study the long-term societal impact - especially privacy and security repercussions of VAPA vulnerabilities within

smart-home ecosystems. The emergence of agentic AI and deeply personalized AI super assistants further calls for more

research [32].

Conclusions

This study investigated the privacy risks associated with VAPAs using a mixed-methods approach combining hypothetical
experiments with a structured risk assessment. The findings prove significant vulnerabilities in VAPAs, highlighting the

urgent need for enhanced security and privacy measures. The results of our experiments demonstrate the susceptibility

of VAPAs to adversarial attacks on ASR, voice cloning, and side-channel data extraction. The high success rates of

How to cite this article:
Eskhita R, Heeb A, Gmuender E, et al. (May 28, 2026) Enhancing Privacy in Voice Assistants: A Risk-Based Approach to
Mitigation Strategies. Cureus J Comput Sci 3 : es44389-025-00074-8. DOI https://doi.org/10.7759/s44389-025-00074-8 Page 20 of 23

Enhancing Privacy in Voice Assistants: A Risk-Based Approach to Mitigation Strategies

javascript:void(0)
javascript:void(0)
javascript:void(0)


adversarial attacks, exceeding  85%, underscore the vulnerability of current ASR systems to manipulation. This was

achieved using both readily available and custom-designed adversarial examples. The successful cloning of voices
demonstrates the feasibility of bypassing voice authentication, even with relatively short training datasets. Further, the

side-channel analysis showed the potential leakage of sensitive calendar and contact information through carefully

crafted voice commands, successfully extracting this data in 70% of trials. The risk assessment, employing the DREAD and
STRIDE models, quantitatively evaluated these vulnerabilities, confirming the high severity and likelihood of several

threats. The DREAD analysis identified adversarial attacks (specifically, those involving voice cloning and replay attacks) as

high-risk vulnerabilities, with scores exceeding 40. The STRIDE analysis highlighted Spoofing and Information Disclosure
as prevalent threats, with numerous attack vectors identified for each category.

Appendices

Ethics statement

This study was conducted as a controlled simulation of potential attack scenarios on voice-activated personal assistants.

No actual attacks were performed on deployed systems, and no real user data was accessed or compromised. All

experiments were conducted using synthesized datasets in isolated laboratory environments. Where voice samples were
used for cloning experiments, informed consent was obtained from all participants, and samples were anonymized and

securely stored. The research methodology was designed to assess vulnerabilities without harming systems or users. Due

to the security-sensitive nature of this research, specific implementation details of attack simulations are restricted to
prevent potential misuse.

Data availability statement

The datasets generated and analyzed during this study will be made available upon reasonable request to the
corresponding author. Due to the simulated nature of the experiments and potential security implications, the complete

attack simulation code and synthetic datasets are available only to qualified researchers under restricted access. This

approach ensures the reproducibility of the results presented in this paper while preventing potential misuse of attack
methodologies. The datasets used in our experiments were custom created for this study and are not drawn from any

previously published or publicly available sources. As detailed in Methodology section, the datasets were explicitly

designed to reflect real-world usage scenarios and are as follows:

1. Experiment 1 (Adversarial Attacks on ASR): A dataset of 1,000 audio samples comprising 500 unique spoken

commands, repeated by diverse speakers with various accents (American, British, Australian, Indian English) and recorded

in multiple environments (quiet home, noisy coffee shop, car interior).

2. Experiment 2 (Voice Cloning and Impersonation): A dataset of 300 high-quality audio samples (100 per individual)

collected from three participants in a controlled environment to ensure clarity and consistency for voice synthesis and

authentication testing.

3. Experiment 3 (Side-Channel Attacks): 500 hours of simulated VAPA interaction logs, including network traffic and audio

response patterns, collected from 50 users over one month under diverse usage contexts.
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